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Abstract- The projects defines and solve the problem of 

multi-keyword ranked search over encrypted cloud 

data (MRSE) while preserving strict system wise 

privacy in the cloud computing paradigm. Data owners 

are motivated to outsource their complex data 

management systems from local sites to the commercial 

public cloud for great flexibility and economic savings. 

But for protecting data privacy, sensitive data have to 

be encrypted before outsourcing, which obsoletes 

traditional data utilization based on plaintext keyword 

search. Thus, enabling an encrypted cloud data search 

service is of paramount importance. Considering the 

large number of data users and documents in the cloud, 

it is necessary to allow multiple keywords in the search 

request and return documents in the order of their 

relevance to these keywords. Related works on 

searchable encryption focus on single keyword search 

or Boolean keyword search, and rarely sort the search 

results. Among various multi-keyword semantics, 

choosing the efficient similarity measure of “coordinate 

matching,” i.e., as many matches as possible, to capture 

the relevance of data documents to the search query.  

 

Index Terms- - Cloud computing, searchable encryption, 

privacy preserving, keyword search, ranked search 

Anonymization. 

I. INTRODUCTION 

Process Mining is a relatively novel discipline which 

has received a lot of attention in the last decade [1]. 

Although it shares many features with Data Mining, 

it has originated from different concerns and 

communities, has a set of distinctive techniques, and 

produces slightly different outcomes. Historically, 

process mining arises from the observation that many 

organizations record their activities into logs which 

describe, among others, the real ordering of activities 

of a given process, in a particular implementation. 

Software engineering techniques have mainly 

focused on the specification part of the processes 

within an information system. In reality, this may 

cause a big gap between a system specification’s and 

the final implementation, hampering the use of the 

models that specify the main processes of an 

information system. As another example, designers 

of hardware or embedded, concurrent systems, need 

to compare behavior and specifications, typically 

they can passively or actively generate large amounts 

of logs from their target system and/or their 

prototypes, so a logical approach is to use these logs 

for the verification task. 

Considering potentially huge number of on-demand 

data users and large amount of outsourced data 

documents in the cloud, this problem is particularly 

challenging as it is extremely difficult to meet also 

the requirements of performance, system usability, 

and scalability. Document ranking is provided for 

fast search, but the priorities of all the data 

documents is kept same so that the cloud service 

provider and third party remains unaware of the 

important documents, thus, maintaining privacy of 

data. Besides, to improve search result accuracy as 

well as to enhance the user searching experience, it is 

also necessary for such ranking system to support 

multiple keyword search, as single keyword search 

often yields far too coarse results. 
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Fig. 1. Different dimensions of concept drift analysis 

in process mining. 

As a common practice indicated by today’s web 

search engines (ex. Google search), data users may 

tend to provide a set of keywords instead of only one 

as the indicator of their search interest to retrieve the 

most relevant data. We can differentiate between two 

broad classes of dealing with concept drifts when 

analyzing event logs (Fig. 1). 

Offline analysis: This refers to the scenario where 

the presence of changes or the occurrence of drifts 

need not be uncovered in a real time. For example, 

offline concept drift analysis can be used to better 

deal with seasonal effects (hiring less staff in summer 

or skipping checks in the weeks before Christmas). 

Online analysis: This refers to the scenario where 

changes need to be discovered in near real time. Such 

real-time triggers (alarms) will enable organizations 

to take quick remedial actions and avoid any 

repercussions. 

II. BACKGROUND 

Abstract Interpretation Intuitively, abstract 

interpretation defines a procedure to compute an 

upper approximation for a given behavior of a system 

that still suffices for reasoning about the behavior 

itself. An important decision is the choice of the kind 

of upper approximation to be used, which is called 

the abstract domain. For a given problem, there are 

typically several abstract domains available. Each 

abstract domain provides a different trade-off 

between precision (closeness to the exact result) and 

computational efficiency. 

There are many problems where abstract 

interpretation can be applied, several of them 

oriented towards the compile-time detection of run-

time errors in software. For example, some analysis 

based on abstract interpretation can discover numeric 

invariants among the variables of a program. Several 

abstract domains can be used to describe the 

invariants: intervals [2], octagons [3], and convex 

polyhedra [4], among others. These abstract domains 

provide different ways to approximate sets of values 

of numeric variables. For example, Figure 2 

shows how these abstract domains can represent the 

set of values of a pair of variables x and y. For space 

reasons, we focus on the abstract domain of convex 

polyhedra. In the experiments, the domain of 

octagons is also used. 

 
 

Fig. 2. Approximating a set of values (left) with 

several abstract domains 

 

In [5] and [6] collections of typical change patterns 

are described. In [7] and [8] extensive taxonomies of 

the various flexibility approaches and mechanisms 

are provided. Ploesser et al. [9] have classified 

business process changes into three broad categories: 

1) sudden; 2) anticipatory; and 3) evolutionary. This 

classification is used in this paper, but now in the 

context of event logs. 

 

A notable exception is the approach in [33]. This 

approach uses process mining to provide an 

aggregated overview of all changes that have 

happened so far. Recently, Carmona and Gavaldà 

[11] have proposed an online technique for detecting 

process changes. They first created an abstract 

representation of the process in the form of polyhedra 
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using the prefixes of some initial traces in the event 

log. 

III. PROPOSED SYSTEM 

In the proposed work, we will explore checking the 

integrity of the rank order in the search result 

assuming the cloud server is untrusted. To propose 

OTP (one Time Password) as our future work. This 

OTP used to see data in cloud and it can be used once 

only in a time, when you search a file and tend to see 

the file the OTP will send to email and you get the 

OTP and apply to see the file. 

 

System Architecture 

A. Data Flow Diagram 

 

The framework identifies the following steps: 

 

Feature extraction and selection: This step pertains 

in defining the characteristics of the traces in an event 

log. Depending on the focus of analysis, we may 

define additional features, e.g., if we are interested in 

analyzing changes in organizational/resource 

perspective, we may consider features derived from 

social networks as a means of characterizing the 

event log. 

 

 
Fig.2 Architecture diagram of the MRSE 

Implementation. 

 

Generate populations: An event log can be 

transformed into a data stream based on the features 

selected in the previous step. This step deals with 

defining the sample populations for studying the 

changes in the characteristics of traces. 

 

Compare populations: Once the sample populations 

are generated, the next step is to analyze these 

populations for any change in characteristics. 

The following modules are implemented in this 

technique 

a. Cloud Setup 

b. Cryptography cloud Storage 

c. Vector Model 

 

Cloud Setup 

In this module we have setup data owner and cloud 

server. So the data owner is going push the data into 

the cloud sever. When users outsource their private 

data onto the cloud, the cloud service providers are 

able to control and monitor the data and the 

communication between users and the cloud will be 

secured 

 

 
 

Fig.3 Data Flow Diagram of MRSE Implementation 

 

Cryptography cloud Storage 

In this module while the data is uploaded into the 

Estorage and retrieve services. Since data may 

contain sensitive information, the cloud servers 

cannot be fully entrusted in protecting data. For this 

reason, outsourced files must be encrypted. Any kind 

of information leakage that would affect data privacy 

are regarded as unacceptable  

 

Vector Model 

In this model we used a series of searchable 

symmetric encryption schemes have been enable 

search on cipher text. In the former, files are ranked 

only by the number of retrieved keywords, which 

impairs search accuracy 
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A. Home Page 

 
B. Admin Login 

 
C.Upload the Multi keyword 

 

 
D.File Upload 

 

 
E. User login 

 

 
 

F. Search Keyword 
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IV. CONCLUSION 

Among various multi-keyword semantics, we choose 

the efficient similarity measure of “coordinate 

matching,” i.e., as many matches as possible, to 

effectively capture the relevance of outsourced 

documents to the query keywords, and use “inner 

product similarity” to quantitatively evaluate such 

similarity measure. For meeting the challenge of 

supporting multi-keyword semantic without privacy 

breaches, we propose a basic 
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