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Abstract-The Wireless Sensor Network (WSN) in
present generation has gained its popularity due to its
applicability nature in various areas. The cost and
structural complexity of a WSN are very low. In
addition, through the continuous improvement, WSN
has been utilizing in vast applications. The system
interconnected with computing device, digital and
mechanical instruments, animals, people or other
objects is called Internet of things(loT). The loT allows
objects to be sensed or controlled remotely across
existing network infrastructure, creating opportunities
for more direct integration of the physical world into
computer-based systems and resulting in improved
efficiency, accuracy and economic benefit in addition to
reduced human intervention. When loT is augmented
with sensors and actuators, the technology becomes an
instance of the more general class of cyber-physical
systems. In general, a WSN consists of a sensor node
(SN) that gathers the data from the
atmosphere/environment. An SN exhibit very low
power battery (LPB) and if the battery power gets
drained SN will stop its functionality. Once the battery
power is drained, it is impossible to recharge it back
due to the wide spread network structure. The
unfunctionality of an SN may lead to failure of the
routing protocol. Commonly a routing protocol
facilitates an efficient routing path among the SNs. The
security of data over the WSN is always a biggest issue
which needs to be resolved. Many of the researchers
have explained their views for energy efficient, secure
routing protocol fora WSN. It isapparent thatsecurity
will pose a fundamental enabling factor for the
successful deployment and use of most 10T applications
and in particular secure routing among loT sensor
nodes, thus mechanisms need to be designed to provide
secure routing communications for devices enabled by
the 1oT technology.This surwey analyzes existing
routing protocols and mechanisms to secure routing
communications in 10T, as well as the open research
issues. We further analyze how existing approaches
ensure secure routing in 10T, their weaknesses, threats
to secure routing in loT and the open challenges and
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strategies for future research work for a better secure
10T routing.

Index terms- Security; Routing; 1oT; WSNs; 6LowPAN

I. INTRODUCTION

wireless Sensor Networks are spatially distributed
autonomous sensors to monitor physical or
environmental condition, such as temperature, sound,
pressure, etc and to co-operatively pass their data
through the network to a main location. Today the
application of WSN is widespread in many areas like
monitoring  system of oceans, wide life,
manufacturing plants, earthquake prediction unit,
military units etc. = Wireless Sensor Networks
(WSNs) are going forth as a new area in wireless and
mobile computing research. Sensor networks are
predicting new economically viable solutions to a
variety of applications Sensor networks are extremely
distributed networks with small, lightweight wireless
nodes and deployed in magnanimous numbers for
supervise the environment by the dimension of
physical parameters such as temperature, pressure, or
relative humidity. By the recent advances in micro-
electromechanical systems (MEMS) technology
ramping up of sensors has been made potential. The
sensor nodes are much alike to that of a computer
with components such as processing unit, limited
memory, limited computational power source inform
of a battery, and sensors. In a classic application, a
WSN is garbled in a region where it is signified for
collecting data through its sensor nodes. It is to be
adverted in this paper that all the attacks are cited
thoroughly as well as the preventive measures
mentioned.  For protecting or monitoring critical
infrastructures a sensor network applications requires
security. Security in sensor networks is refined due to
broadcast nature of the wireless communication and
be short of tamper resistant hardware (to retain per
node low cost).
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Il. ARCHITECTURE OF WSN
A WSN is a network of consists of low power
devices known as sensor nodes (SN), which are
distributed over the area to measure the atmospheric
variations. The communication among the each SNs
will form a network. One or more number of SNs
among network will act as the sink that will bring the
direct communication with users. The main
component of WSN is sensor that collects the
physical environmental conditions like sound,
humidity, intensity, pressure etc., in different areas.
The functionalities of SN include data processing,
communication, leveraging the network with more
SNs. The following figure.l represents the
architecture of WSN consisting of processing unit,
sensing unit, power unit and communication unit [1].
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Fig 1. Architectural diagram of WSN
The sensing unit consists of various numbers of
sensors and analog to digital converter (ADC). With
the combination of ADC, sensors collect the
information and returns back with the sensed data.
The function of ADC is to inform the data collected
by SN and suggest for further action with the data by
sensing data. The function of communication unit is
to receive the query or command from the
transmitted data from central processing unit. The
function of CPU is to interpret the query or command
to ADC and monitoring & controlling the power over
the received data and computes it to sink. The
function of power unit is to supply power to all the
units of WSN. Every unit of SN consists of location
finding (used to find the location) and mobilize units
(used for moving the sensors). The SNs performs the
computation and transmit the necessary data over the
network. SN in this plays a function of router to
communicate with battery constrained Wireless
network. WSN is low power, scalable, fault tolerant
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network and the cost is very less as well as
maintenance free. The WSN is restricted to certain
bandwidth and it is software programmed.

I1l. APPLICATIONS OF WSN
Following are some of salient areas of applications of
WSN [2]:
1 Military applications
sensor nodes admit Dbattlefield surveillance
,monitoring, and also lets in guiding systems of
intelligent missiles and sensing of attack by weapons
of mass wipeout.
2 Medical Application
Sensors can be wear by patient which will highly
useful in patient diagnosis and monitoring .
Sensor devices will monitor the patient’s
physiological data such as heart rate, temperature,
etc.
3 Environmental Applications
It includes Flood Detection, Precision Agriculture,
traffic, Wild fire etc.
4 Industrial Applications
It includes industrial sensing and diagnostics. For
example appliances, factory, supply chains etc.
5 Infrastructure Protection Application
It includes power grids monitoring, water distribution
monitoring etc.routing of sensor networks
is based on connectionless protocols and thus
inherently.
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Fig 2. Application Diagram of WSN

IV. INTERNET OF THINGS(IoT)
Recently, we have witnessed fast development of
technologies for Internet of things (loTs) to support
smart life, smart homes, smart workplaces, and smart
city[3]. Since things become proactive actors of the
Internet by generating and consuming information for
lIoT applications, a wireless sensor network (WSN)
becomes one of the most important ingredients for
loT applications. This special issue is intended to
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attract contributions from academia and industry on
the recent advances in different aspects of WSN
design for loT applications.

The Internet ofThings (1oT) could be described as the
pervasive and global network, which aids and
provides a system for the monitoring and control of
the physical world through the collection,
processing and analysis of generated data by loT
sensor devices. These devices have built-in sensing
and communication interfaces such as sensors, radio
frequency identification devices (RFID),  Global
Positioning devices(GPS), infraredsensors, laser
scanners, actuators, wireless LANs and even Local
Area Networks (LANs) interfaces. These “things”
can be connected to the internet and hence could be
controlled and managed remotely. These devices
could interact among themselves (Machine-to-
Machine (M2M)) by way of sending and receiving
information, sensing the environmental temperature,
pressure etc. while transmitting same to other devices
for further processing or other actions.

V. ARCHITECTURE OF loT
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Fig 3. An Inter Connectivity of loT nodes comprising
of edge routers, routing nodes and actuators
According to International Telecommunications

Union (ITU) and the 10T European Research Cluster
(IERC) the Internet of Things (loT) is defined as a
vivacious world wide network infrastructure with
self- configuring capabilities centered on standard
and interoperable communication protocols in which
physical and virtual “things” have identities, physical
features and virtual characteristics, communicate via
intelligent interfaces and integrate into the
information network in a seamless fashion (Fig. 3).
IoT can be viewed as a fusion of heterogeneous
networks[4] that brings not only the same security
challenges present in sensor networks, mobile
telecommunications and the internet but also some
peculiar and accentuated issue ,like network privacy
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problems, authentication on a heterogeneous
network, access control challenges and secure routing
among these heterogeneous devices.

VI. ROUTING & CLASSIFICATION OF

ROUTING PROTOCOLS IN WSN

Both the convolution and WSN routing are entirely
different. Presently no architecture exists that can
resolve the unreliability in wireless links, power
issues of the SN. There exist numerous kinds of
routing protocols for WSN. Among these the table-is
driven routing protocol will be used than reactive
power if the SN are static. The routing protocols use
more energy to the route.
A. Classification of routing protocols:
The design of routing protocol for a WSN will pose
many issues that will affect the performance of entire
WSN. Based on these issues many different routing
protocols are classified and are shown in figure 4.

Route Routin i Operational
Selection Objective e Transmlsslon

*Real time

*Non Real
time

*Reactive Delivery *Adjustable
*Location
*Proactive *Path *Fixed
*Network Selection

“Hybrid life time

Fig 4. Classification of Routing Protocols in WSN
Classification-1: Based on the routing objectives for
successful message delivery. This classification
exhibits real, non-real time applications and network
lifetime.

Classification-2: Based on the architectural
requirements the routing protocols are classified as
data centric, Location based, hierarchical routing
protocol.

Classification-3: Based on the energy optimality or
power transmission the routing protocols are
classified as adjustable and fixed routing. This
protocol helps in  minimizing the energy
consumption.

Classification-4: The routing based on the
functionaries is classified as a delivery model, quality
of service and path selection routing protocol. The
classification will help in saving the network
resources.
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Classification-5: The classification based on the
route selection is done as proactive, reactive and
combination of both (Hybrid).

VII. TYPES OF ATTACKS ON WSN
Wireless sensor networks are at risk for security
attacks due to their broadcast nature of the
transmission medium. Moreover, wireless sensor
networks have an extra exposure because of nodes
are often placed in a hostile(or unsafe) environment
where they are not actually safe. Attacks are
classified in WSN in two different levels of views:-
(@. Security mechanisms.(b). Basic routing
mechanisms. The information is obtained by the
sensing nodes in many applications it needs to be
kept confidential and to be authentic . Otherwise, a
imitation or vicious node could tap private
information in the network. The foremost attacks are:
Denial of Service , Sybil attack, Wormhole attack
,Selective Forwarding attack, Sinkhole attack,
Passive information gathering, Hello flood attack
,Node capturing, False or malicious node, etc[2].

1. Denial of Service

It occurs when involuntary failure or malicious node
occurs. The merest Denial of Service attack tries to
beat the resources available to the victim node, by
sending additional unnecessary packets and thus
prevents logical network users from accessing
resources to which they are allowed. Denial of
Service(DoS) attack is not only intended for the
adversary’s attempt to corrupt, or destroy a network,
but it is also for any event which will diminish a
networks capability in providing a service. There are
several types of DoS attacks that might be performed
in WSN in different layers. At physical layer the DoS
attacks could be jamming and tampering, at link
layer, collision, exhaustion, unfairness, at network
layer, neglect and greed, homing, misdirection, black
holes and at transport layer this attack could be
performed by malicious flooding and de
synchronization.

2.The Sybil attack

In this attack, a single node presents multiple
identities to other nodes in network and will send
incorrect information to a node in the network. The
incorrect information can be a mixture of affairs,
such as position of nodes, signal strengths, and
comprising nodes that do not exist. Some preventive
techniques like Authentication and encryption
techniques will not allow an outsider to launch a
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Sybil attack on the sensor network. On the other
hand, an insider cannot be disallowed in the network
from participating, but it can only be done by using
the identities of the nodes that it has compromised.
But we can prevent such an insider attack by using
Public key cryptography, which will be too expensive
for using in these types of resource constrained
sensor networks.

3 The Wormhole attack

Node (sender node) in the network broadcasts a
message to the other node (receiver node) in the
network, further the receiving node attempts to
broadcast the message to its neighbors. It thinks that
the message was sent from the sender node(where as
it is normally out of range), so they try to send the
message to the starting node, simply it never arrives
to starting node because it is too far away from the
current node . Wormhole attack is a substantial threat
to wireless sensor networks, since, this type of attack
does not compel compromising a sensor in the
network instead, the sensors start to discover
neighboring information even at the initial phase.
These attacks are very hard to contradict because
routing information rendered by a node is
unmanageable to verify.

4. Selective Forwarding attack

Selective forwarding attack sites is typically most
effective when the attacker is explicitly admitted on
to data flow path . It is when certain nodes fail to
forward many of the messages they receive.

5. Sinkhole attacks

Aim of this sort of attack is to lure almost all the
traffic from a particular area through a compromised
node, and makes that node look attractive to adjacent
nodes with respect to the routing algorithm. These
attacks are very hard to contradict because routing
information rendered by a node is unmanageable to
verify.

6. Passive Information Gathering

In this passive information gathering an intruder can
easily pluck the data stream provided if he has
parameters such as an suitably powerful receiver and
well designed antenna. The physical locations of
sensor nodes admits an attacker to locate the nodes
and destroy them since messages snaps the location
of node and can detect specific message IDs and also
other fields.

7. Hello flood attacks
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These types of attacks can be induced by a node
when it broadcasts a Hello packet with very high
power, such that in the network a large number of
nodes even far away choose it as the parent. Now all
messages needed to be routed multi-hop to the parent,
thus increases delay.
8. False or Malicious Node
In wireless sensor networks almost of all attacks
against security are caused by the insertion of
imitation data by the compromise nodes within the
network.
9. Node Capturing
Information stored on a particular sensor node that
was captured, might be obtained by an adversary.
VIII. DEFENSIVE MECHANISMS
Here we highlights some of the preventive measures
for all the attacks that are mentioned[2].
1. DOS prevention
Preventing DoS attacks admit payment for network
resources, force back, strong authentication and
identification of traffic. The technique applies
authentication streams to secure the reprogramming
process. which divides a program binary into a
sequence of messages, each of which contains a hash
of the adjacent message. This mechanism ensures
that an trespasser cannot pirate an ongoing program
transmission, even it knows the hashing mechanism.
This is because it would be virtually impossible to
construct a message that matches the hash contained
in the premature message. A digitally signed advert,
will have the following parameters such as the
version number, program name, and hash of the first
message, secures that the process is firmly initiated .
We can shootdown many threats by using obtainable
encryption and authentication mechanisms, and some
other techniques (such as identifying jamming
attacks) which will alert network administrators of
ongoing attacks or trigger techniques to maintain
energy on affected devices.
2. Wormhole attack prevention
To prevent the wormhole attack admit, DAWWSEN
routing protocol ,which is a proactive routing
protocol based on the building of a hierarchical tree
where the base station will be the root node, and the
sensor nodes will be the leaf nodes of the tree. A
great advantage of DAWWSEN is that it doesn’t
compel any geographical data about the sensornodes,
and also doesn't acquire the time stamp of the packet
as an approach for detecting a wormhole attack,
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which is most significant for the resource constrained
nature of the sensor nodes.

3. Sybil prevention

Prevention against Sybil attacks are to employ
identity certificates. The basic idea is very
straightforward. Before deployment, setup the server,
in such way that it assigns each sensor node with
some inimitable information. Then the server will
creates an identity certificate for binding this nodes
identity to the assigned inimitable information, and
downloads this information into the node. To
securely certify its identity, a node must present its
identity certificate, and then proves that it matches
the associated inimitable information. For this it
requires the exchange of several messages. Merkle
hash tree can be used as basic means of computing
identity certificates . The Merkle hash tree is a vertex
- tagged binary tree, in which the label of each non-
leaf vertex is a hash of the chain of the labels of its
two child vertexes. The primary path for a leaf vertex
is from the leaf to the root of the tree. The
authentication path consists of the siblings of the
vertexes on this primary path. The primary path can
be computed for given vertex (its authentication path,
and the hash function). This computed value of the
root can then be compared with a stored value, to
verify the authenticity of the label of the leaf vertex
4. Passive information gathering prevention
Well-built encryption techniques need to be used. To
down play the threats of passive information
gathering.

5. Node capture prevention

This issue can be solved by Localized Encryption and
Authentication protocol (LEAP). LEAP is an
efficient protocol for inter-node traffic authentication.
And this protocol relies on a key sharing approach
which authorizes in-network processing, and at the
same time mitigates a number of possible attacks.

6. False or Malicious Node prevention

This attack basically should be checked in the
Routing layer itself.

7. Hello flood attacks prevention

This can be avoided by checking the bidirectional of
a link, sothatthe nodes ensure thatthey can reach
their parent within one hop.

8. Selective Forwarding attack prevention

To prevent against selective forwarding attacks a
Multipath routing can be used . Messages routed
over these paths are completely protected and the
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nodes are completely disjoint against selective
forwarding attacks And allows nodes to
dynamically choose a packets next hop
probabilistically from a set of possible prospects can
further trim down the chances of an adversary
gaining complete control of a data flow.

9. Sinkhole attacks prevention

Such attacks are very difficult to defend against.
Geographic routing protocols that resistant to these
type of attacks. Geographic routing protocols build
up a topology on requirement using only localized
connections, information and without initiation from
the base station.

IX. ROUTING PROTOCOLS IN WSN BASED loT
One of the fundamental aspects of the Internet of
Things is the manner low powered devices self-
organize and share information (route and data
information) among themselves. Even though these
sensory devices are energy constrained, they
however, perform storage and computation functions
while communicating over lossy channels. These
nodes work in unison and can join and leave the
network at anytime. It is of importance that the
wireless routing solution for these sensor networks
should be scalable, autonomous while being energy-
efficient. The devices utilized in these low power
lossy networks(LLN) are basically sensors and
actuators but they have routing capabilities. Some of
these sensor nodes act as border routers and hence
connect theLLNs to the internet or to a closely
locatedLocalAreaNetwork(LAN).  Such routers are
commonly referred to as LLN border routers(LBR).
Fig. 5 illustrates a layered IPv6 architecture of an
end-to-end connectivity covering a field area
network[4].
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Fig 5. A layered Ipv6 architecture showing end-to-
end connectivity covering a field area network:
Source CISCO

1 WSN based loT Routing Protocols

The Internet Engineering TaskForce(IETF) created
working groups (WGs) which developed various loT

IJIRT 144817

protocols for 10T devices. We present below a
description of the IETF protocols which have been
developed for the Internet of Things(loT) and a
review of the weaknesses inherent in these protocols.
1.1 IPv6 over low power wireless personal area
networks (6LOWPAN)

6LOWPAN is an IETF- standardized IPv6 adaptation
layer (data link and cross-layer protocol) that enables
IPconnectivity overlow power and lossy networks .
This is seen as the foundation for the network buildup
for the Internet of Things such as smart homes, smart
cities and industrial control systems. A large number
of applications utilize 6LOWPAN for IP-based
communication through an upper layer protocol such
as the RPL routing protocol. 6LOWPAN essentially
adjusts IPv6 packets into frames of 127 bytes — a
frame size requirement that low power sensor device
scan utilize among themselves. Also, 6LOWPAN
supports the transmission of large-sized IPv6 packets
on the data link layer of the IEEE 802.15.4. It further
provides fragmentation support at the adaptation
layer although, the system of fragmentation makes
processes such as buffering, forwarding and
processing of fragmented packets resource expensive
on these already resource constrained devices.

1.2 Routing protocol for low-power and lossy
networks (RPL)

RPL was developed by the IETF working group as
routing functionalities in 6LOWPAN were very
challenging due to the resource constrained nature of
the nodes. RPL operates at the network layer making
it capable to quickly buildup routes and distribute
route information among other nodes in an efficient
manner. RPL is Distance Vector IPv6 routing
protocol for LLNs, thus network path information is
organized as a set of Directed Acyclic Graphs(DAGs)
and this is further classified as a set of Destination
Oriented Directed Acyclic Graphs (DODAG).
ADODAG typically consist of sensor nodes and a
sink node which collects data from these nodes as
shown in Fig. 6. Every DODAG is distinguished by
four factors which include: DODAG ID, DODAG
version number, RPL instance ID and Rank while
every DODAG sink is linked with each other. Route
selection in RPL depends on the DODAG link, cost
of information to a node such as workload,
throughput, node power, latency or reliability. To
produce a route topology, every node selects a set of
parents that comprises nodes with equal or better
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paths towards the sink. The node with the best route
link is chosen as the parent.
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Fig 6. An RPL network showing the flow of packet in
a point-to-point traffic between two nodes
9.1.3 IPv6 over the time slotted channel hopping
mode of IEEE 802.15.4e (6TiSCH)
The development of this 10T protocol is currently
ongoing and has not being deployed yet. It will be
based on IPv6' smulti-link subnet spanning over high
speed IEEE802.15.4eTiSCH wireless mesh networks
linked to the back bone via synchronized backbone
routers. The new protocol will include details about
how packets, belonging to a deterministic IPv6 flow,
may be treated while issues such as classification,
routing and forwarding of packets over the mesh
network can be addressed. Other areas to be
addressed will include security, link management for
the IPv6 network layer, neighbor discovery and
routing.

X.SECURE ROUTING IN WSN BASED IoTs
In this section we present an overview of the different
secure routing protocols proposed by research
fraternity. This is followed by a presentation in
Table 1 that summarizes secure routing protocols in
loT and Table 2 which provides a comparative study
in context to the relative complexities, scalabilities
and evaluation of the surveyed protocols[4].
1 Secure multi-hop routing for loT communications:
A secure multi-hop routing protocol(SMRP)
[S]lwhich allows 10T devices to communicate in a
secure manner. It achieves this by making sure that
loT devices authenticate before they could join or
create a new network. The routing protocol proposed
incorporates a multi-layer parameter into the routing
algorithm and hence, when nodes want to join the
network, they have to authenticate. The authors claim
this protocol comes with no additional overhead on
the routing process as the multi-layer parameters
contain the permissible applications on the net- work,
a unique User-Controllable Identification and a
summary of devices allowed on the network. It can
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however, be seen that there will be much overhead in
creating a multi-layer parameter that will host even as
few as 100,000 IoT nodes in this type of network.
This makes this protocol unusable on a large scale.

2 TSRF: A Trust-aware secure routing framework in
wireless sensor networks:

The trust-aware secure routing framework(TSRF) [4]
designed for WSNs was based on trust derivation
which consists of direct and indirect observations of
behavioral patterns of sensor nodes with trust values
among nodes represented in a range from0to 1. AO
signifying no trust exists between nodes and a 1
showing a good level of trust for the corresponding
node. The authors opined that their system addressed
the following attacks: on-off attack, conflicting
behavior attack, selfish attack, bad mouthing attack
and collusion attack. However, TSRF expended
significant amount of memory due largely to the
complex trust computations among the nodes. Also,
rogue nodes were identified based on previous trusts
among one another which revealed that a new rogue
could join the network and behave well for a while
and earn a good history. After earning this good
history of trust they begin to carry out their malicious
behavior within the network.

3 Two way acknowledgement based trust (2-ACKT):
This system[6] operates in a non-promiscuous mode
and is contingent only on direct trust between nodes.
The scheme is based on a dual acknowledgment
systemin developing trust among neighboring nodes.
The scheme further develops a route to the sink node
as well as introduced a new node (regarded as the
sponsor and third party node) which creates a two
hop acknowledgment in the network. One basic
assumption the protocol makes is, that all malicious
nodes drop data packets and not the
acknowledgments hence, it cannot isolate grey hole
attacks. Also, since the neighboring nodes were not
the source of the recommendations, it follows that the
conclusions on trust relationships might not be in
consonance with the state of the network.

4 The group based trust management scheme
(GTMS):

The Group based trust management scheme
(GTMS)[4], which is a trust based scheme involving
the computation of trust via a direct observation
among nodes ie. the number of successful and
unsuccessful interactions among nodes. The authors
defined  successful interaction as  positive
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within the net- work and thus uses this to prevent with a third | network
; ; party sponsor | since
various attacks. The paper claims that the Protocol that creates the | neighboring
could prevent black hole, on-off, bad mouthing and two hop | nodes are
i i acknowledgmen | not the
good mouthing attacks. The system however fails to tinthenetwork. | source  of
prove the outcomes for autonomous nodes as may be the
needed in some application areas. It assumes that all ”tf_commend
. . . ations.
nodes have a unique identity. The Trust Addresse | A trust | The cluster
Table -1: A summary of secure routing protocols for group- comput | d black [ management headsat the
based ation hole scheme intra group
WSN based loT. trust using attacks involving the | level had a
manage | direct computation of | high energy
Protocol | Techni Attacks Brief Weaknesse ment observa trust using the requirement
ques | Addresse Description S scheme | tion of number of | forthemto
d (GTMS)[ | nodes successful and | communica
Secure Multi- | Grayhole, | System Excessive 4] unsuccessful te with the
multi- layer black authenticates overheadin interactions sink  node
hop parame | hole,sink [ loT devices | creating a among nodes | and this
routing ter hole and | before they | multi-layer and indirect | drains the
for loT | authent | spoofing | could join or | parameter observations sensor
communi | ication | attacks create a new | that  will among nodes | batteries of
ca- network. Italso | host loT while using | the cluster
tion[5] uses a multi- [ nodesinthe Cluster Heads | headnodes.
layer parameter | network (CH) at intra
into the routing | making the group level for
algorithm and | protocol gathering
hence, when | unsuitable recommendatio
_no_des want to | large scale ns from all its
join the | deployment group members.
network, they | . Collabor | Collab | black Protocol which | T he system
have to ative orative | hole, on- | uses a trust | fails to
authenticate. lightweig | trust off, bad | counselor in | prove the
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ht trust- | effort mouthing | monitoringand | outcome for considering the | rarely the

based among | and warning nodes | autonomou local clock time. | case.

(CLT) nodes good- with s nodes as Secure IPsec Secure This  system | A complex

routing mouthing | diminishing may be communi end to | explorestheuse | protocol

protocol] attacks trust levels | needed in cation end IPsec as a | design as

4] through the use | some for the transmiss | security protocol
of a sliding | application Internet ion mechanism for | does not
window system | areas and of secure end-to- | accomplish
to develop a | assumes Thing— end a trade-off
trust history of | that all a transmission in | between
all neighbors’ | nodes have comparis 1oT. An IPsec | simplicity
nodes. It also | unique on of extension was | and
employs  an | identity. link- designed based | compatibilit
aging layer on 6LOWPAN |y — The
mechanism to security through the | approach
determine and extension seeks  to
misbehaving IPsec for various header | apply IPsec
nodes within the 6LoOWP in the | to resource
network  and AN[9] 6LoWPAN constrained
thus  prevent frame header | devices by
network attacks. format  while | harmonizin

Lithe: DTLS | Fragment | A 6LoOWPAN | System also taking | g link-

Lightwei | compre | ation datagram involves advantage of the | layer

ght ssion attacks, transport layer | use of cryptographic security and

Secure Mecha | end-to- security (DTLY | crypto system within | IPsec

CoAP n-isms | end compression graphic the IEEE | security

for the | for secure protocol  for | processing 802.15.4

Internet | CoAP delivery CoAPs which | of record transceivers for

of ofdatain | extended the | and 6LoWPAN/IPse

Things[7 CoAP. 6LOWPAN handshake C.

] standard  and | protocols Energy- | Node None A protocol | Susceptible
introduced an | which are efficient | residua which controls | toall forms
integration computatio probabili | 1 the broadcast of | of attacks
module for | nally stic energy the routing
header expensive routing and request packets
compression and the algorith | expecte stochastically 0
and end-end | system s m for | d as to boost
delivery of data | still Internet | transmi network lifetime
packets in | susceptible of ssion while reducing
CoAP. to attacks Things[1 | (ETX) packet loss due

like gray 0] count to flooding.
hole, black Using the
hole, residual energy
sinkhole of a node and
and the expected
spoofing transmission(ET
attacks X) count as the

routing metrics,

Security | Time- [ Prevents | A time-based | A potential the system

access based replay system which | weakness is stochastically

protocols | key- attacks generates keys | with  the controls  the

in 10T | generat for secure | mediator number of route

networks | ing transaction server requests hence

with server between short | being gaining an

heteroge | system range non-1P | compromis improved

neous devices. A | ed De- energy-efficient

non-IP security synchroniza route setup.

Terminal procedure is | tion, replay An Trust | Bad A game | Excessive

s[8] used for both | and reader energy- | Derivat | mouthing | theoretic overhead
uni- and bi- | impersonati aware ion ,DoSand | energy-aware produced
directional on attacks trust Dilem | Selfish secure protocol | by  trust
devices, will be very derivatio | ma attacks | for 1oT which | request
contingent on | possible. nscheme | Game proposes a risk | which
the  devices’ | Also  the with system approachmodel | degrades
capabilities. The | system game in finding the | the
security assumes theoretic best number of | performanc
algorithms are | 10T devices approach recommendatio | e of the
based onalocal | have GPS in ns which fuls | network.
key renewal | system wireless the  network | The
while which s sensor security network is
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networks requirements. also cation N and | the optimal
for loT The trust | susceptible stack[14] RPL distributed
applicati derivation to attacks scheduling
ons[11] dilemma such as technique that is
game(TDDG) is | greyhole, able to assign
introduced into | black hole. resources
the trust between net
derivation work nodes in
system based on an efficient
the optimal manner and
recommendatio providing a
ns received scalable system
while the mixed which supports
strategy Nash the setting up
equilibrium is and
used to compue management of
the probability secured
of the selected domainsfor the
strategy. industrial
A Encryp | Replay A security [ The sector.
standard | tion attack compliant framework
complian | and framework does not . .
tsecﬁrity authent developed for | extend to Table -2: A Comparative study of Secure routing
framewo | ication. setting up and | the layer3 protocols for WSN based loT
rk  for managing (routing
:3%5%54 IS(IEECI;IrEeSOZ 15.4 :/?/r)m/iec? Protocol Complexi Scalability Protocol
networks networks. The [ makes it (Hi;ﬁ/Me Evolution
[12] framework vulnerable dium/Lo
envisions some | to layer 3 w)
Ic"gﬁpi/guraf?g#ge g;toaé:ﬁksnsgtm Secure multi-hop Low Scales  well [ Protocol tested
in a low-power | bad ' routing for_loT with a few| on a live
and lossy | mouthing communication[5 nodes but | testbed.
network while | grey hoie ] doesnotlscale zhylsmal Cor
describing how | and black on arge | cepioyment o
each could be | hole ﬂgr;et;er devices.
used in | attacks. - - -
defending TSRF: A trust- High Not scalable | System tested
against layer2 aware secure as the system | using simulator
attacks(MAC) routing . expends (NS-2)
through a key fr_amework in significant
exchange. wireless  sensor amount  of
6LOWP | Statisti | Gray A BLOWPAN | A networks[4] :“emlo“t’ f';‘e
AN: a | cal- hole, IDS framework | framework c"g%e )|/6XOII’US$
study on | based Black for  securing | yet to be computations
QoS intrusio | hole, network implemente amoﬁ the
security | n Sinkhole, | operationsat the | dandtested nodesg
;r:lzjeats g(;tectl Z?’?a%ﬁg,g :olglgelrag%bl—sii Two-way Medium | Not available [ System tested
counterm | system | selfish the use of an Eckndovvtledgtmer;t- u'i:nsgzsmulator
easures (IDS) attack, RPL  system :é?(T)[rGLiS (- ( )
using and bad based IDS for
intrusion | Crypto | mouthing | fortifying net- The group-based High Scales  well | Mathematical
detection | graphy | attack work topology trust management for up to| proof  and
system and while utilizing a scheme 10,000sensor | simulation
approach collusion | statistical (GTMS)[4] nodes based
[13] attacks anomaly however, evaluation
method in consumes (Sensor
guaranteeing much Network
performance of memory and | Simulator and
nodes. depletes Emulator
Optimal [ 6TiSC | Addressi Presents a | This is yet battery ~ of | (SENSE))
and H ng work-in- to be seen glugter heads
secure security progress of the [ as 6TiSCH urng -
protocols issues at | standardization | is still a communicatio
in the the MAC | effort of the | work-in- n with sink
IETF layer as | new  routing | progress. - - node. - -
6TiSCH found in | protocol which Collaborative Medium | Not available | Mathematical
communi 6LoWPA | hopesto address lightweight trust- proof and
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based
routing
protocol[4]

(CLT)

simulation
based
evaluation (NS
2)

Lithe: High Not scalable | System tested
Lightweight as system | using simulation
secure CoAP for involves use | (Con-
the Internet of of tiki/Cooja)
Things[7] cryptographic

processing of

Record and

handshake

protocols

which are

computational

ly expensive.
Security  access Low Scalable for | System tested
protocols in 10T non-1P based | using simulation
networks  with 10T devices.
Heterogeneous
non-1P
Terminals[8]
Secure High Not scalable [ System tested
communication as protocol | using simulation
for the Internet of does not | (Con-
Things— a accomplish a | tiki/Cooja)
comparison  of trade-off
link-layer security between
and IPsec for simplicity and
6LOWPAN[9] compatibility.
Energy-efficient Low Not available | System tested
probabilistic using
routingalgorithm simulator(NS-2)
for Internet of
Things[10]
An energy-aware [ Medium | Not available | System tested
trust derivation using
scheme with simulator(NS-2)
game theoretic
approach in
wireless  sensor
networks for loT
applications[11]
A standard | Medium | Not available | A conceptual
compliant framework
security
framework  for
IEEE 802.15.4
networks[12]
6LoOWPAN: a Low Not available | A Togical
study on QoS concept
security threats
and
countermeasures
using intrusion
detection system
approach[13]
Optimal and High Not available | A proposed
secure protocols (Work in | standard
in the IETF Progress)
6TiSCH
communication
stack[14]
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XI.CONCLUSION
WSN is an important part of modern communication
systems, in WSN sensornode sense data, collect data

© September 2017 | IJIRT | Volume 4 Issue 4 | ISSN: 2349-6002

from other nodes then process that data and then
transmit this collected data to the base station. The
IoT could be described as the pervasive and global
network which aids and provides a system for the
monitoring and control of the physical world through
the collection, processing and analysis of generated
data by loT sensor devices. It is projected that by
2020 the number of connected devices is estimated to

grow exponentially to 50 billion.

This paper

surveyed different categories of routing protocols to
save energy and extend the life time of sensor
network, all security issues such as different attacks
to which WSNs are vulnerable are being presented.
We have summarized and compared all Secure
Routing Protocols in WSNs for l1oT applications.
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