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Abstract-  Wireless sensor networks consist of
autonomous sensor nodes attached to one or more base
stations. As Wireless sensor networks continues to
grow, they become wlnerable to attacks and hence the
need for effective security mechanisms. Identification of
suitable cryptography for wireless sensor networks is an
important challenge due to limitation of energy,
computation capability and storage resources of the
sensor nodes. Symmetric based cryptographic schemes
do not scale well when the number of sensor nodes
increases. Hence public key based schemes are widely
used. We present here two public — key based
algorithms, RSA and Elliptic Curve Cryptography
(ECC) and found out that ECC have a significant
advantage over RSA as it reduces the computation time
and also the amount of data transmitted and stored.

LWIRELESS SENSOR NETWORK

Sensor networks refer to a heterogeneous system
combining tiny sensors and actuators with general-
purpose computing elements. These networks will
consist of hundreds or thousands of self-organizing,
low-power, low-cost wireless nodes deployed to
monitor and affect the environment [1]. Sensor
networks are typically characterized by limited power
supplies, low bandwidth, small memory sizes and
limited energy. This leads to a very demanding
environment to provide security.
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Figure 1. Wireless Sensor Network
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Il. SECURITY REQUIREMENTS IN WIRELESS
SENSOR NETWORK

The goal of security services in WSNs is to protect
the information and resources from attacks and
misbehavior. The security requirements in WSN
include:

Confidentiality: ~ Confidentiality is hiding the
information from unauthorized access. In many
applications, nodes communicate highly sensitive
data. A sensor network should not leak sensor
reading to neighboring networks. Simple method to
keep sensitive data secret is to encrypt the data with a
secret key that only the intended receivers ‘possess,
hence achieving confidentiality. As public key
cryptography is too expensive to be used in the
resource constrained sensor networks, most of the
proposed protocols use symmetric key encryption
methods. For symmetric key approach the key
distribution mechanism should be extremely robust.
Authentication: Authentication ensures the reliability
of the message by identifying its origin. In a WSN,
the issue of authentication should address the
following requirements:[1] communicating node is
the one that it claims to be(ii)the receiver should
verify that the received packets have undeniably
come fromthe actual sensor node. For Authentication
to be achieved the two parties should share a secret
key to compute message authentication code (MAC)
of all communicated data. The receiver will verify the
authentication of the received message by using the
MAC key.

Integrity: Integrity is preventing the information from
Unauthorized modification. Data authentication can
provide data integrity also.

Availability: Availability ensures that services and
information can be accessed at the time they are
required. In sensor networks there are many risks that
could result in loss of availability suchas sensornode
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capturing and denial of service attacks.

I1.LOBSTACLES OF SENSOR SECURITY

A wireless sensor network is a special network which
has many constraints compared to a traditional
computer network. Due to these constraints it is
difficult to directly employ the existing security
approaches to the area of wireless sensor networks.
Therefore, to develop useful security mechanisms
while borrowing the ideas from the current security
techniques, it is necessary to know and understand
these constraints first [2].

3.1 Very Limited Resources All security approaches
require a certain amount of resources for the
implementation, including data memory, code space,
and energy to power the sensor. However, currently
these resources are very limited in a tiny wireless
sensor.

* Limited Memory and Storage Space: A sensoris a
tiny device with only a small amount of memory (few
KB) and storage space for the code. In order to build
an effective security mechanism, it is necessary to
limit the code size of the security algorithm.

» Power Limitation: A Sensor node has to economize
with the shipped battery, i.e.the supplied energy must
outlet the sensor’s life. This is resulting fromthe fact
that the sensor’s battery can neither be replaced nor
recharged, once deployed in a difficult access area or
hostile environment. The energy of a sensor node is
consumed by mainly three essential components: the
sensor unit, the communication unit and the
computation unit. Because of the limited energy
reserves, energy is often one of the primary metrics
in WSNs routing algorithms [3].Many Operating
systems for WSNs provide certain features to
preserve energy [4].

Transmission range:

To minimize the energy needed for communication it
is very common that sensor nodes use a rather small
transmission range. This results in the necessity of
using multiple-hops to transfer data froma source to
a destination node through a large network.

3.2 Unreliable Communication Certainly, unreliable
communication is another threat to sensor security.
The security of the network relies heavily on a
defined protocol, which in turn depends on
communication.

* Unreliable Transfer:
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Normally the packet-based routing of the sensor
network is connectionless and thus inherently
unreliable. Packets may get damaged due to channel
errors or dropped at highly congested nodes. The
result is lost or missing packets. Furthermore, the
unreliable wireless communication channel also
results in damaged packets. Higher channel error rate
also forces the software developer to devote
resources to error handling. More importantly, if the
protocol lacks the appropriate error handling it is
possible to lose critical security packets. This may
include, for example, a cryptographic key. ¢

Conflicts: Even if the channel is reliable, the
communication may still be unreliable. This is due to
the broadcast nature of the wireless sensor network.
If packets meet in the middle of transfer, conflicts
will occur and the transfer itself will fail. In a
crowded (high density) sensor network, this can be a
major problem. More details about the effect of
wireless communication can be found at [5].

+ Latency: The packet-based multichip routing in
WSNs increases the latency due to congestion in the
network and additionally require processing time.
Besides, the routing process in WSNs is often
causing delays: For example, if a routing algorithm
uses different paths between a source and a
destination to distribute energy load, not always the
shortest path is used so that additional delays are
predictable.

3.3 Unattended Operation Depending on the function
of the particular sensor network, the sensor nodes
may be left unattended for long periods of time.
There are three main caveats to unattended sensor
nodes:

* Exposure to Physical Attacks: The sensor may be
deployed in an environment open to adversaries, bad
weather, and so on. The likelihood that a sensor
suffers a physical attack in such an environment is
therefore much higher than the typical PCs, which is
located in a secure place and mainly faces attacks
from a network.

* Managed Remotely: Remote management of a
sensor network makes it virtually impossible to detect
physical tampering (i.e., through tamperproof seals)
and physical maintenance issues (e.g., battery
replacement).

* Lack of Central Management Point: A sensor
network should be a distributed network without a
central management point. This will increase the
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vitality of the sensor network. However, if designed
incorrectly, it will make the network organization
difficult, inefficient, and fragile. Perhaps most
importantly, the longer thata sensoris left unattended
the more likely that an adversary has compromised
the node.

IV.CRYPTOGRAPHY

Cryptography schemes are often utilized to meet the
basic security requirements of confidentiality and
integrity in networks. But as the sensor nodes are
limited in their computational and memory
capabilities, the well-known traditional cryptographic
techniques cannot be simply transferred to WSNs
without adapting them.

4.1. Symmetric Cryptography

Symmetric encryption (also called as secret-key
cryptography) uses a single secret key for both
encryption and decryption as shown in Figure 2.
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Figure 2: Symmetric -Key Cryptography

This key has to be kept secret in the network, which
can be quite hard in the exposed environment where
WSNs are used to achieve the security requirements,
several researchers have focused on evaluating crypto
graphical algorithms in WSNs and proposing energy
efficient ciphers. Symmetric key algorithms are much
faster computationally than asymmetric algorithms as
the encryption process is less complicated. Examples
are AES, 3DES etc. We first focus on Symmetric
Cryptography due to the assumption that symmetric
cryptography has a higher effectiveness and require
less energy consumption, in contrast to public key
cryptography.

According to [6] public key is used in some
applications for secure communications eg.SSL
(Secure Socket Layer) and IPSec standards both use
it for their key agreement protocols. But it consumes
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more energy and it is more expensive as compared to
symmetric key. [7] has given a reason that public key
consumes more energy due to great deal of
computation and processing involved ,which makes it
more energy consumptive as compared to symmetric
key technique e.g. a single public key operation can
consume same amount of time and energy as
encrypting tens of megabits using a secret key cipher.
According to [8], the more consumption of
computational resources of public key techniques is
due to the fact that it uses two keys. One of which is
public and is used for encryption ,and everyone can
encrypt a message with it and other is private on
which only decryption takes place and both the keys
has a mathematical link, the private key can be
derived from a public key. In order to protect it from
attacker the derivation of private key from public is
made difficult as possible like taking factor of a large
number which makes it impossible computationally.
Hence, it shows that more computation is involved in
asymmetric key techniques thus we can say that
symmetric key is better to choose for WSN.
According to [9] the cost of public key is much more
expensive a s compared to symmetric key for
instance, a 64 bit RC5 encryption on AT mega 128 8
MHZ takes 5.6 milliseconds, and a 160 bit SHA1
function evaluation takes only 7.2 millisecond’s.
These symmetric key algorithms are more than 200
times faster than Public key algorithms. Public Key
cryptography is not only expensive in computation
but also it is more expensive in Communication as
compared to symmetric key cryptography. According
to [10] to send a public key fromone node to another,
at least 1024 bits required to be sent if the private key
is 1024 bits long.

Two types of symmetric ciphers are used: block
ciphers that work on blocks of a specific length and
stream ciphers that work bitwise on data. A stream
cipher can be seen as a block cipher with a block
length of 1 bit. Law et al. [11] investigate in their
survey in the evaluation of block ciphers for WSNs,
based on exsting literature and authoritative
recommendations. The authors do not only consider
the security properties of the algorithms, but
additionally they try to find the most storage- and
energy-efficient ones.

To compare the different block ciphers, benchmarks
are conducted on the 16-bitRISC-based MSP430F149
considering different cipher parameters, such as key

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 270



© November 2017 | IJIRT | Volume 4 Issue 6 | ISSN: 2349-6002

length, rounds and block length; and different
operation modes, such as cipher-block chaining
(CBC), cipher feedback mode (CFB), output
feedback mode(OFB) and counter (CTR). Based on a
review of different cryptographic libraries, such as
OpenSSL, Crypto++,Botan and Catacomb, most of
the code was adapted from OpenSSL [12]. Ciphers
without public implementations were implemented
based on the original papers. For the compilation of
the sources the IAR Systems’ MSP430 CCompiler
was used. The evaluation results of the conducted
benchmarks showthat the most suitable block ciphers
for WSNs are Skipjack, MISTY1, and Rijndael,
depending on the combination of available memory
and required security level. As operating mode
—Output Feedback Mode (OFB)lfor pair wise links,
i.e. a secured link between two peers, is suggested. In
contrast, —Cipher Block Chaining (CBC)l is
proposed for group communications, for example, to
enable passive participation in the network.

Fournel et al. [13] investigate in their survey stream
ciphers for WSNs. The chosen stream cipher
algorithms  (DRAGON, HC-256, HC-128, LEX,
Phelix, Py and Pypy, Salsa20, SOSEMANUK) are all
dedicated to software uses and were originally
submitted to the European ProjectEcrypt in the
eStream call (Phase 2). To extend the selection of
stream ciphers, the famous RC4, SNOWv2 and
AESCTR were considered for evaluation. The
performed benchmarks on an ARMS9 core based
ARMO922T aimed at finding the most storage-
efficient and energy-efficient stream ciphers for this
platform. Based on the methodology of the eStream
testing framework [14], four performance measures
were considered: encryption rate for long streams,
packet encryption rate, key and IV setup, and agility.
Furthermore, the code size required for each
algorithm on the ARM9 platform was investigated.
The wused stream cipher algorithms, originally
developed in C for the traditional PC platform, were
executed on the ARMO9platform without any
optimizations. The results of the benchmarks show
that the stream ciphers Py and Pypy, the two most
efficiently running algorithms on traditional PC
platforms, do not work as fast on the ARM9
architecture. In contrast, SNOWv2, SOSEMANUK
and HC-128 performed similarly fast on both
platforms. For SOSEMANUK, the key setup was
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very huge in comparison to the key setup on the
traditional PC platform.

4.2Asymmetric Cryptography

Asymmetric encryption (also called public-key
cryptography) uses two related keys (public and
private) for data encryption and decryption, and takes
away the security risk of key sharing. The private key
is never exposed.
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Figure 3: Asymmetric Key Cryptography.

A message that is encrypted by using the public key
can only be decrypted by applying the same
algorithm and using the matching private key.
Likewise, a message that is encrypted by using the
private key can only be decrypted by using the
matching public key. Examples are RSA, ECC etc.
Public key Cryptography was omitted from the use in
WSN because of its great consumption of energy and
bandwidth which was very crucial in sensor network.
Now a days a sensor become powerful in terms of
CPU and memory power so, recently there has been a
change in the research community from symmetric
key cryptography to public key cryptography. Also
symmetric key does not scale well as the number of
nodes grows [15]. Arazi et al. [16] describe the
efficiency of public-key cryptography for WSNs and
the corresponding issues that need to be considered.
Particularly, ECC is highlighted as suitable technique
for WSN which provides a good trade-off between
key size and security. Liu and Ning [17] also
emphasize that ECC is one of the most efficient types
of public key cryptography in WSNs. The steps of
design, implementation and evaluation of TinyECC,
a configurable and flexible library for ECC
operations in WSNs, are presented. The library
provides a number of optimization switches that can
be combined according to the developer’s needs for a
certain application, resulting in different execution
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times and resource consumptions. The TinyECC
library was also evaluated on several sensor
platforms; including MICAz Tmote Sky, and Imotel;
to find the most computationally efficient and the
most storage efficient configurations. In Public key
Cryptography mostly two algorithms RSA and ECC
use. The ECC is offer equal security for a far smaller
key size than any other algorithm. So that it reducing
processing and communication overhead. For
example, RSA with 1024 bit keys (RSA-1024)
provides a currently accepted level of security for
many applications and is equivalent in strength to
ECC with 160 bit keys (ECC-160) .To protect data
beyond the year 2010, RSA Security recommends
RSA-2048 as the new minimum key size which is
equivalent to ECC with 224 bit keys (ECC-224)[18].
[19] described the efficiency of public-key
cryptography for WSNs and the corresponding issues
that need to be considered. Particularly, ECC is
highlighted as suitable technique for WSN which
provides a good trade-off between key size and
security. Lopez, 2006 focused on the security issues
by analyzing the use of symmetric cryptography in
contrast with public-key cryptography. The author
also discussed the important role of elliptic curve
cryptography in this field.

A.RSA algorithm

A method to implement a public key cryptosystem
whose security is based on the difficulty of factoring
large prime numbers was proposed in [20].RSA
stands for Ron Rivest, Adi Shamir and Leonard
Adleman, who first publicly described the algorithm
in 1977. Through this technique it is possible to
encrypt data and create digital signatures. It was so
successful that today RSApublic key algorithm s the
most widely used in the world.

Key generation:

1. Choose two distinct prime numbers, p and g.

2. Compute modulus n = pq

3. Compute phi, o= (p - 1)(q - 1) where ¢ is Euler’s
Totient Function.

4. Select public exponent e such that 1 <e < ¢ and
ged(e, 0) =1

5. Compute private exponent d =e -Imod ¢

6. Public key is {n, e}, private key is d

Encryption: ¢ =me (mod n).

Decryption: m = cd(mod n).
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Digital signature: s = H(m)d mod n, Verification: m'
= se mod n, if m = H(m) signature is correct. H is a
publicly known hash function.

B. ECC(Elliptic curve cryptography)[21] This
algorithm is mainly depend on the algebraic structure
of elliptic curves. The difficulty in problem is ,the
size of the elliptic curve. The primary benefit
promised by ECC is a smaller key size, reducing
storage and transmission requirements—i.e., that an
elliptic curve group could provide the same level of
security afforded by an RSA-based system with a
large modulus and correspondingly larger key—e.g.,
a 256bit ECC public key should provide comparable
security to a 3072bit RSA public key(see #Key
sizes).For current cryptographic purposes, an elliptic
curve is a plane curve which consists of the points
satisfying the equation: y2=x3+ax+b, Compared to
RSA,ECC has small key size, low memory usage etc.
Hence it has attracted attention as a security solution
for wireless networks [22].

4.3 Hybrid Cryptography Symmetric key algorithm
has a disadvantage of key distribution [23] and
asymmetric algorithm need much computation so the
power of the sensor is wasted in it[23] and it is not
feasible to use as power is wasted then sensor will be
of no use Thus the algorithm which combines both
the algorithm i.e. asymmetric and symmetric so the
advantages of both the algorithm can be utilized in it.
A hybrid cryptosystem is a protocol using multiple
ciphers of different types together, each to it's best
advantage. One common approach is to generate a
random secret key for a symmetric cipher, and then
encrypt this key via an asymmetric cipher using the
recipient’s public key. The message itself is then
encrypted using the symmetric cipher and the secret
key. Both the encrypted secret key and the encrypted
message are then sent to the recipient. The recipient
decrypts the secret key first, using his/her own
private key, and then uses that key to decrypt the
message. This is basically the approach used in PGP.
Some of the hybrid algorithm like DHA+ECC[24] is
described in detail.

V.CONCLUSION

The wireless sensor networks continue to grow and
become widely used in many applications. So, the
need for security becomes vital. However, the
wireless  sensor network suffers from many
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constraints such as limited energy, processing
capability, and storage capacity, etc. There are many
ways to provide security, one is cryptography.
Selecting the appropriate cryptography method for
sensor nodes is fundamental to provide security
services in WSNs. Public Key based cryptographic
schemes were introduced to remove the drawbacks of
symmetric based approaches. We have compared two
schemes in this paper ECC, and RSA and found out
that ECC is more advantageous compared to RSA,
due to low memory usage, low CPU consumption
and shorter key size compared to RSA.ECC 160 bits
is two times better than RSA 1024 bits when code
size and power consumption are the factors of
consideration. Tests were performed in 8051 and
AVR platforms as in[25].ECC 160 bits use four times
less energy than RSA 1024 bits in Mica2dot as
in[26].Recently a new scheme called Multivariate
Quadratic Almost Group was proposed which
showed significant improvements over RSA and
ECC.
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