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Abstract- Steganography is the idea of hiding private,
confidential, sensitive data or information within a
video, audio or a digital picture that appears to be
nothing out of the normal. If a person views this object,
he or she not gets any idea that secret information is
hidden. So we are providing the security to import and
dada against an unauthorized user. LSB (least
significant bit) insertion is very efficient method to
embed the information in cover file. In this paper we
study the methods for improvement in traditional
method. Here LSB bit inversion technique is used to
improve the quality of stego image. In these methods a
particular pattern of LSBs of selected bits of pixels are
inverted if they occur with particular pattern of some
bits of pixels. So only few pixels are modified and so
PSNR of stegoimage is improved. At receiver side for
correct de-stenography, the bit pattern for which LSBs
inverted needs to be store. With this technique though
intruder gets idea abbot hiding, he has to face much
difficulty to recover the secret message. Hence we
provide more security to our secret information

Index Terms- bit inwersion, Least significant bit,
stegnography, PSNR

I. INTRODUCTION

An important need of today’s life is a
communication. A various and many number of
devices present today that have an ability to transmit
the many forms of information from one place to
another through different ways of communication ,
like different types of wireless networks, public
network, or mostly used Internet. Under the rapid
development of the Internet and multimedia
techniques, digital data such as texts, images, videos,
and audios now have been widely used in our daily
life. The process of the digital information makes
human lives become more convenient. People can
transmit huge information via computer networks.
But in some situations we need our information to be
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get secured carefully. However, the security of the
computer networks is insufficient, and the transmitted
data could be intercepted or grabbed by an illegal
user. Therefore, how to ensure the digital data to be
securely transmitted via the Internet is an important
issue.[1],[2]. The methods to overcome these
problems are Steganography and cryptography.
Steganography and cryptology are similar in the way
that they both are used to protect important
information. The main goal of steganography is to
hide secret information in the other cover media
(video, audio or image) so that other persons will not
notice the presence of the information. Although
steganography is separate and different from
cryptography, but they are related in the way that
they both are used to protect valuable information.
Steganography is the science and art of writing
hidden messages, by which third party cannot
recognizes that message which is existed. The word
"Steganography" comes from the Greek and it means
"covered or secret writing.”[11] as defined today, it is
the technique of embedding information into
something else for the sole purpose of hiding that
information  from the casual spectator. in
steganography secret data in the form of tex, voice,
video, image, etc. . . is hidden into cover object using
an embedding process or algorithm and form a stego
object.

The basic concept is that it has a cover object that is
used to cover the original message image, a host
object that is the message or main image which is to
be transmitted and the steganography algorithm to
carry out the required object. The output is an image
called stego-image which has the message image
inside it, hidden. This stego image is then sent to the
receiver where the receiver retrieves the message
image by applying the de-steganography

There are different types of Steganography:
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i).Text Steganography: It is not used very often
because text files have small amount of redundant
data.

i).Image Steganography: This is used widely for
hiding information in the cover image.

iii) Audio/Video steganography: Compared to others
this is very complex to use [8]

Steganography is often confused with cryptography
because they both are similar in the way that both are
used to protect important and secrete information.
The difference between the steganography and the
cryptography is that steganography involves hiding
information so it appears that no information is
hidden at all. If a person views the object that the
information is hidden inside of he or she will have no
idea that there is any hidden information, therefore
the person will not attempt to decrypt the
information.

On the other hand cryptography is a method used for
secure communication in the presence of third parties
[3]. The various aspects in information security are,

» Confidentiality: The information transmission is
only for reading by authorized persons.

« Authentication: The origin of the message is
identified correctly with an assurance that the identity
is not false.

* Integrity: Only authorized persons can be able to
modify transmitted or stored information.

» Non-Repudiation: It requires that neither the sender,
nor the receiver of message can be able to deny the
transmission.

« Access Control: Requires that access may be
controlled by the target system.

+ Availability: The computer system assets are
available to authorized parties whenever needed.

alters the structure | not alter  the
of the secret | structure of secret
message. message.

4 The goal of| The goal of
cryptography is to | Steganography s
make data | to hide the data
unreadable by | from third party
third party.

I. Comparison between Cryptography and
Steganography

Sr No. Cryptography Steganography

1 Known message | Unknown message
passing passing

2 Encryption Stenography
prevents prevents the
unauthorized discovery of
person from | existence of
discovering  the | communication
contents of
communication
Cryptography Stenography does
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A good technique of image steganography aims at
three aspects. First one is capacity (the maximum
data that can be stored inside cover image). Second
one is the imperceptibility (the visual quality of
stego-image after data hiding) and the last is
robustness. The LSB based technique is good at
imperceptibility but hidden data capacity is low
because only one bit per pixel is used for data hiding
(9]

Applications of Steganography

Steganography is very useful in the field of
information technology for secure communication
[3]. It is applicable to the following areas:

* Secret data storing and efficient confidential
communication

* Protection of data alteration

* Media Database Systems

It keeps the integrity of data; this means there will
not be modification in the content of the information
during communication. Steganography technique is
also used for watermarking. Watermarking is the
process of hiding information in a carrier in order to
protect the ownership of text, music, films and art.
(8]

Cover Image Selection

To hide the secret message in cover image the proper
cover image should be selected .1t is very important
to hide the information in digital image using lossless
compression algorithm, because there is a chance for
losing of information at the time of communication..
It provides chance for selecting the proper cover
image that should be suitable for hiding the message
[8].

There are two types of methods in digital images for
hiding the message in cover image.

1. LSB (Least Significant Bit): This is method for
embedding data into cover image. The least
significant bit of each pixel of an image is altered to a
bit of a message that is to be hidden [4].
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2. MSB (Most Significant Bit): This method
considers the value of the MSB of the pixels of the
image for data hiding. The MSB bits of each pixels
of an image are changed to a bit of a secret message
that is to be hidden. [8]

Il. RELATED WORK

Cryptographic is one of the traditional techniques to
hide the secret data and protect it from unauthorized
user. This may often achieved by scrambles secret
data (say, plain texts) into some meaningless binary
sequences, which are called cipher texts, using a
predetermined key called as private or public key. At
receiver side for decryption, the original data can be
achieved back by using decryption algorithm and
with the same key used for encryption. Though the
secrecy of the encryption key promises the security
of the important messages, any authorized user may
decrypt the data and so pain text may not get well
protected.

Usually encryptions manipulate the plain texts by
permutations,  substitutions, or  mathematical
operations with a single key [10]

In the past few years, the essential properties of
image hiding techniques are summarized as follows:
image quality and hiding capacity. The peak signal to
noise rate (PSNR) is usually used to evaluate the
image quality. Hiding capacity is referred to the
hiding bit rate of a stego-image [5]. Information
hiding schemes can be classified into two broad
categories: spatial domain and frequency domain
techniques [6]. The simplest image hiding technique
hides the secret message directly into the spatial
domain by modulating the least significant bits (LSB)
plane of the cover-image [7]. The advantages of
spatial domain techniques are high perceptual
transparency, efficiency, and easily achieving of high
hiding capacity. In frequency domain techniques, a
cover-image are first transformed into the frequency
coefficients such as discrete cosine transform
(DCT)[14] and discrete  wavelet transform
(DWT)[14]. Then the secret messages are embedded
by modulating the magnitude of these coefficients

LSB Stenography

Least significant bit (LSB) insertion is a common and
simple approach to embed information in an image
file. In this method the LSB of a byte is replaced with
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an M’s bit. This technique works well for image,
audio and video steganography. To the human eye,
the resulting image will look identical to the cover
object. [12]

The below example shows a simple LSB method.
Consider A cover image contains

00111111 10001001 00101000

00111011 11100000 101010001
11111100 00100001

Message image:

10101010

Steno graphed Image:

00111111 10001000 00101001

00101000 11100001 101010000
11111101 00100000

This stegnographed images shows the changes tales
place in cover image. Only last bit of cover image
gets changed. Here only one bit i.e. LSB is changed,
only one level of intensity which is indicated by pixel
value differs between original and modified pixel.
Hence human eyes cannot detect it. Hence an
unauthorized person cannot get the idea that some
message is hidden in the image. It also not causes a
perceptible difference in image quality.

The disadvantages of LSB approach is the size of
cover image required for a particular message image
that is for a certain capacity of message cover image
required is 8 times thus increasing the bandwidth to
send the image [ 1 3]. Another disadvantage is that if
an attacker suspects that some information is hidden
behind the cover image, He can easily extract
information by just collecting LSBs of stego image.
For these criteria, this method is not successful.

I11. LSB INVERSION METHODS

First Method:

In this paper we are going to study one novel LSB
inversion method which is useful for improving the
quality of image with very less changes in stego
image.

Let’s start with one example:

Let’s consider the message that has to hide is 1011
Consider the four pixels of cover image as
01001100 01011101 01011011 10101101
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After LSB insertion, Stego image pixels will come as
01001101 01011100 01011011 10101101

By observing this stego image pixels we can
conclude that, out of four pixels, two pixels, first and
second of cover image are changed

If we consider the two bit, we have four possible
combinations for two bits i.e 00,01,10,11. For all
these combination we are going to analyze stego
image too find the number pixels whose LSB has
changed and whose has not changed. If the number of
pixels changed is greater than the number of pixel not
changed, then we are going to invert the LSB of
Changed pixels. Due to this less number of pixels of
cover image will get changed. The total pixel benefit
would be equal to the difference between no of
changed and unchanged LSBs.

For above case, two pixels i.e. first and second of the
cover image have changed. Now we are looking for
second and third LSB. It shows that third pixels of
cover image have 0 and 1 as their second and third
LSB. Out of these three, for two pixels LSB has
changed and one unchanged. So we are going to
invert the LSB of these three pixels. So final stego
image pixels will be

01001100 01011101 01011010 10101100

Now if we observe this final stego image we can
conclude that only one pixel of stego image is
different from cover image. This will help to improve
the PSNR and hence improving the quality of image.
At a receiver side for de-stenography, we need to
store the fact that we have inverted LSBs for those
pixels that have their second and third LSB as O and 1
respectively.

Second Method:

For the second approach we are concentrating on
receiver side. So we have to consider that stego
image is transferred and available at receiver side.
With this assumption, stego-image quality can be
further improved using bit-inversion technique. Here
we are going to consider the LSB of cover image in
addition to second and third LSB. For each possible
combination (00, 01,10,11) of second and third LSB,
we find four different types of pixels. First, the
number of pixels in which LSB of cover image is 0
and it hasn’t changed. Second, the number of pixels
in  which LSB is originally 1 and it remain
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unchanged. Third, the number of pixels in which
LSB changed from 0 to 1. And fourth, the number of
pixels in which LSB has changed from 1 to O.let
denote these pixels as A, B, C, D.

Now if A is less than C, then we are going to invert
LSB in all those pixels which have the particular
pattern of second and third LSB and also that LSB
which have 0 in the cover image. On other hand if B
is less than D, we have to invert the LSB of all those
that have the particular pattern of second and third
LSB and also that LSB which have 1 in the cover
image.

By this scheme very less number of cover image
pixels would changed. The total pixel benefit
achieved with this scheme would be Min(C, A) +
Min (D, B). At receiver side for destegnography, we
need to store those pattern for which corresponding
LSB bit has been inverted.

In this way, less number of cover image pixels
would be modified. Here, pixel benefit would be
equal to min(A,B)+min(C,D).As we have consider all
possible combinations(00,01,10,11)for second and
third pixels and LSB(0,1) for cover image, totally we
need to store maximum of 8 patterns.

At receiver side to recover the cover image from
stego image we need to analyze first, second, third
LSB. Though the second and third LSB pattern of
stego image remains same, LSB has changed. So
authorized receiver must have the original cover
image for correct de-stenography. As in this scheme
we have checked total eight patterns compare to four
patterns in first scheme, here total pixel benefit is
more that first scheme.

V. CONCLUSION

Here we have studied the two methods of LSB
inversion which are helpful for stego image
enhancement. For the given message, if we select
proper cover image then PSNR may get improved
largely. If we consider that an unauthorized user
determined that the message is embedded in the
cover image, he has to face difficulty to recover it as
some of the LSBs are inverted and some are not. This
will misguide the staganalysis process and so the
message recovery gets difficult. This LSB bit
inversion method makes the stenography process
much better by improving its security and also the
image quality.
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