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Abstract- Global navigation satellite systems (GNSS)
and its application like GPS, Galileo, GLONASS, and
Beidou having great impact on society and also build
important infrastructure in society. They provide
timing and position for various applications. A GNSS is
a complex system consisting various satellites, number
of ground and monitor stations, telemetry, tracking
plus a control centre. Many GNSS receivers represent
the user segment. The receivers and the monitor
stations receive a weak satellite radio signal under risk
condition and thus are susceptible to interference like
jamming or spoofing, Meaconing. So in this paper we
only talk about the security risks and important factors
for risk.

Index Terms- GNSS, Meaconing, Spoofing, Jamming,
Intrusion, Interference.

I. INTRODUCTION

Current Global Navigation Satellite Systems (GNSS)
having fewer authentications in the open service
signals and so GNSS receivers are not able to protect
signal by meaconing or spoofing attacks. These
attacks disrupt and interference also capture
authenticity of satellite signals like they can delay
signals, change their path or re-broadcast signals.
Positioning of signal or information is thus system
compromised with attack and these services which
having fixed location are easily captured by these
risks. The risk is the probability about a particular
threat that will degrade a particular authenticity [1,2].
The negative impact of a degradation of service, both
in probability and in impact of occurrence. Act of
God threats can be defined as circumstances or
events that cause harm to communication system
including Information Technology (IT) systems.

Il IDENTIFIED RISK FOR DEGRADING
SECURITY IN SATELLITE COMMUNICATION
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The top four risks associated with satellite
communications systems can be identified as
Meaconing, Interference, Jamming, Intrusion, (M1JI)
and physical security.

(1) Meaconing/spoofing are such type of system so
that they receive our radio signals from navigational
aids and rebroadcast themwith some alteration on the
same frequency to confuse our navigation. The
enemy conducts meaconing/spoofing operations
against us. A successful spoofing prevents our
information, navigation, aircraft and ships from
arriving at their desired targets or destinations
[1,2,39]. Successful enemy meaconing/spoofing
cause systems. The easy accessibility to the GNSS
signal combined with a non security feature, as a
cryptographic signature, in the signal modulation and
data streams, makes civil infrastructures using open
GNSS strongly defenseless to jamming and spoofing
attacks due to the predictability of open GNSS
signals. RFI is considered as the most disruptive
event for the GNSS system.
e Aircraft to be misguided and land into enemy
zones or enemy airspace.
e Ships also misguide and to be diverted fromtheir
desire routes.
e Fighter aircraft or even missile system expend
ordnance on false targets.
e Ground stations to receive inaccurate position,
locations of the received information.

(2) Intrusion is intentionally inserting additional
electromagnetic  energy  into  electromagnetic
transmission paths it may be of any manner. The aim
is to misguide equipments and operators which create
confuse system. Generally the intrusion detection
system alert us by protection against false
information may be analog or digital into our receiver
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paths which is inserted by our enemy. The corrupted
information may work to reproduce voice instruction
like coded voice instructions, false ghost objects,
change of object coordinates for false
communication, or even rebroadcasting of pre
recorded data transmission over the same channel or
link. The wireless communication encourage the use
of wireless technology. In our daily life activity we
find many devises such as laptops, notepads, PDAS,
mobile phone handsets, satellite navigation systems
for vehicles, Bluetooth peripherals and other gadgets
which is taking advantage of wireless technology
.The researcher in this field continue working toward
being better in daily services like connectivity,
management and security for networks . A temporary
network can vigorously form without the requirement
of any existing infrastructure using mobile ad hoc
networking technology. In a network of autonomous
devices, which communicate through wireless
medium a distributed, multi-hop network architecture
that does not depend on any pre-presented network
infrastructure for its deployment

(3) Jamming is intentionally deliberately radiating
signals,  reradiating  signals, or reflecting
electromagnetic waves to impair the system of
electromagnet devices, equipment, or systems. In
most of the applications in wireless communication
where security is the major issue, is a dependable and
timely raise notification for such massages. To
demonstrate this task is, a state-of-the-art alarm
raising scheme for wireless communication that is
fairly robust against unintentional link failures and
investigate in terms of its resistance against jamming
attacks. In current schemes blocking alarms by
targeted, reactive jamming is not only
straightforward, but that this jamming is also
unnoticed by existing jamming prevention and
detection schemes. To prevent the effective
performance by our radios, RADARs navigational
aids, satellites communication, and electro-optics etc
,the enemies conduct jamming operation.

(4) Interference is nothing but the electrical
disturbance that causes our system to produce
undesirable responses in electronic equipment like
GPS and GNSS. As a MUJI term, interference refers
to the unintentional disruption of the systems of
radios, radars, Navigational aids, satellites, and
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electro-optics. This interference may be of friendly,
enemy, or atmospheric. In satellite communications,
the transmitted information is focused to various
destructions which causes by the transmission
medium combined with the mobility of transmitters
and/or receivers. Path-loss is an attenuation of the
signal power and depend upon the space among the
transmitter and the receiver antenna. The cellular
systems which use frequency reuse are founded on
the physical facts of path-loss. Unlike the
transmission in free space, transmission in practical
channels, where propagation occurs at atmosphere
and near the ground, is manipulated by terrain
contours. As the mobile moves, the slow variation in
mean envelope over a small region, shadowing,
appears because of the variations in large-scale
terrain characteristics, such as hills, forests, and
clumps of buildings. Compared with the large-scale
fading because of the shadowing, multipath fading,
also called fast fading, refers to the small-scale fast
actuation of the received signal envelope resulting
from multipath response and transmitter and/or
receiver movement. For example, a navigational
broadcast ~may interfere  with  commercial
communications.

1l FACTORS THAT INCREASE RISK IN
SATELLITE COMMUNICATION/GNSS

e  Attacker know the frequency repetition period.
e  Attacker know the coding sequence.

e Interference (Intentionally or Unintentionally).
e  Attacker know the location of the signal.

e Strong frequency with respect to our signal.

IV CONCLUSION

MUJI ie. Meaconing, Jamming, interference and
spoofing are the main threats in the GNSS, and
community related to satellite communication is
currently seeking to resolve these risk by providing
strong prevention and countermeasures at the user
ends and GNSS signal/ system levels end. This paper
has focused on the main aspects of the threat
analysis, risks that starts and description of the origin
of the threats, the different types of attack that need
to be considered including meaconing,interference,
spoofing/jamming incidents, their impact at the user
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level and on critical infrastructure and some
guidelines that could be considered to performa full
risk analysis per user case and application.
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