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Abstract- E-health records use the software to store 

their systems across the cloud for patients. Doctors, 

family members and other health care providers can 

access this record via the internet. Nonetheless, the 

question of privacy disclosure persists, privacy is an 

important issue for cloud computing in terms of both 

legal enforcement and user trust and needs to be 

considered at every design phase. The block chain 

ensures security in line with the information age. It 

provides security through peer authentication with 

encryption and hash value generation. This project uses 

the block chain to show secure e-health records. This 

also indicates performance improvements in the 

development of light weight device access control and 

secure data exchange with high levels of security and 

privacy compared to existing models of data sharing. 

 

I.INTRODUCTION 

 

Recently increasing the need for secured technology 

from the next generation, active block chain studies 

have been conducted to ensure the safe use of 

electronic health care by communicating only among 

peers and without third party involvement. The block 

chain is characterized as a separate, decentralized 

distributed ledger that contains all records of 

transactions related to participating members. It is 

designed to prevent arbitrary manipulation by the 

distributed peer operator as a form of distributed 

database and a record list that continues to grow. 

Using the block chain can provide greater security 

compared to storing all data in a central database. 

Damage from attacks on a database can be avoided in 

the data storage and management aspect. Moreover, 

since the block chain has an attribute of openness, 

when applied to an area that requires the disclosure of 

data, it can provide transparency in data. Because of 

these advantages, cloud computing can be used in 

various areas, including the protection of e-health 

records. 

The healthcare industry has seen many improvements 

to their access to e-health records by using emerging 

technologies such as cloud computing as providing 

data storage capabilities. Because of its efficiency 

and availability, cloud computing has been applied to 

many IT environments. In addition, cloud security 

and privacy issues were discussed in terms of 

confidentiality, integrity, authentication, access 

control, and many more important security elements. 

This is because healthcare is a regulated domain 

involving the privacy of the patient. This paper 

addresses issues related to the application of block 

chain technology in healthcare and the challenges 

associated with consensus algorithms. This paper is 

intended to introduce new use case methods to block 

chain applications based on health care. 

This generation is linked to wider applications such 

as health education, science, art, and governance. 

Several innovations, such as cyber physical systems, 

are incorporated with the block chain in this century. 

Over the past year, block chain technologies have 

been used in e-health records (EHR) systems to 

provide command, tracking, availability, auditing and 

interoperability. It is expected to revolutionize and 

drive industry and economics because it is safe, fast, 

reliable, immutable, and provides transparent 

solutions for both the public and private sectors.  

In this paper, we aim to investigate the concept and 

foundation of block chain technology and investigate 

the trend of studies to explore areas to be explored, 

taking into account cloud computing environments. 

We also address block chain security considerations 

and stable solutions. 

The remainder of the journal is structured as follows. 

Section II shows the proposed system's related works. 

The idea of the existing system will be given in 

Section III. Section IV presents the proposed 
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program phase with diagrams followed by the 

conclusion of Section V. 

 

II. RELATED WORK 

 

There have been many related works and many 

solutions in the cloud environment to secure the 

sharing of e-health records. The proposed paper [1] 

provides a solution for secure sharing of data on 

mobile clouds while mitigating potential threats to 

confidential health information. The program has e-

health records that share resources on a mobile cloud 

platform that merge the block chain with the 

distributed interplanetary file system (IPFS). 

For multi-sourced order maintaining symmetric 

encryption, the authors in[ 2] were scheduled to 

merge the encrypted data indexes from multiple data 

providers without knowing the index content. 

MOPSE enables query processing to be efficiently 

and privately preserved in that a data user can use a 

single query, the cloud can process all related data 

providers using encrypted data without knowing the 

query. The data owner should handle the keys to 

different data providers and request a specific data 

query for each data provider even if the query 

conditions are exactly the same. Can data holder 

enables the upload of encrypted health records and 

information indexes to the cloud server through 

multiple data providers. The cloud server merges 

multiple encrypted data indexes from the same 

patient's different health providers without infringing 

the privacy of the patient. It also helps the patient to 

produce a single encrypted request over the encrypted 

data stored on the cloud server for his entire health 

provider. 

Works in the construction of[3]-[6] attribute-based 

conditional data re-encryption which allows doctors 

who satisfy the predefined requirements in the cipher 

text to enable the cloud platform to transform a 

cipher text of a specialist identity-based encryption 

scheme without leaking any sensitive information. 

Cloud services deliver significant advantages in 

terms of cost-effective storage, connectivity, retrieval 

and data sharing with increased efficiency and 

effectiveness. Because the data runs in a wide 

network of remote servers that are integrated and 

operated as a single ecosystem A privacy-conscious 

s-health access control scheme, the key ingredient of 

which is a broad CP ABE universe of partially hidden 

access policies. 

 

III. EXISTING SYSTEM 

 

We develop comprehensive software loading and 

information sharing data using block chain for e-

health applications in mobile clouds. We propose a 

data storage system to protect the health database 

through the use of IPFS technology. In order to 

exploit the access control capabilities of the 

intelligent contract and block chain to manage 

authentication, password recognition, and process 

integrity, we particularly enforce the smart contract 

model on Amazon Cloud block chains. In this piece, 

we focus on implementing a real data sharing design 

with mobile devices and mobile clouds on a block 

chain rather than theoretical analysis as current 

studies. Based on the integrating performance, they 

recognize some helpful technical features of the EHR 

sharing block chain which can contribute 

significantly to block chain science, including 

healthcare in IoT applications.  We review the 

proposed system in a comprehensive manner with 

regard to various technical aspects like access control 

efficiency, network latency and security. There are 

also obstacles and transparent problems for the 

application of the block chain of EHR and e-health 

systems. 

 

IV. METHODOLOGY 

 

We use an etheric network framework in this paper 

for our digital heath process. Ethereum is a modern 

decentralized network like most networks and 

bitcoins. 

Ethereum enables the secure and structured exchange 

of data through decentral databases between the 

medical community. Such organisations protect 

patient data and privacy, allow physicians to access 

the medical history of their patients and encourage 

scientists to use popular information to facilitate 

scientific development. 

Blockchain technologies allow structured data 

possession across layers built on Ethereum of 

confidentiality and permission. Although patients can 

not alter or erase the doctor's feedback to their 

accounts for particular medical data, they can control 

access by having full or partial transparency to 
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various health-care-related stakeholders. For 

example, patients can share their entire record with a 

medical expert, but can only share data with scientific 

research firms or other larger healthcare institutions 

that cannot be identified. 

The advancement of cloud computing has been 

immense, transforming the technology world with its 

space, flexible capacity, easy and quick delivery and 

cost savings, which have driven many companies to 

transfer their data in the cloud. While cloud services 

offer huge advantages, they also face multiple 

security threats. The vast amount of data processed 

by the cloud service provider is, for instance, not 

accessible to consumers. Due to lack of transparency 

the storage of the information is difficult to 

understand and thus difficult to trust the service 

provider who can in turn cause a huge loss of data. In 

the area of cloud safety, there have been many 

schemes and innovations. Few innovative strategies 

for cloud protection. 

 

The cloud server, the data owners and the data 

providers are three different types of entities. A client 

who owns the PHRs is the software holder. In 

comparison, a data provider can refer to a patient, a 

doctor or a hospital and even his personal health 

tracking system. The cloud database stores and 

allows access to the PHRs issued by the data 

providers of each data holder everywhere and 

anywhere. The privacy concerns of each data holder 

of their PHRs are high. His data providers therefore 

need to encrypt the PHRs to the cloud server before 

outsourcing them. Each data provider also uploads a 

cloud data index to ensure efficient searches for 

encrypted PHRs. The data holder or any of its 

licensed providers can submit data queries to the 

cloud server. To order to avoid disclosure of 

information, all data indexes and queries should also 

be encrypted. Cloud servers look up data indexes to 

identify PHRs that meet that query without PHRs, 

data indexes, or data queries being decrypted. 

Eventually, the cloud repository returns the required 

encrypted PHRs to the data client who asks, who can 

decrypt them with the right decryption key. 

 

 
EHR director: Within our data sharing system, the 

EHR administrator plays an important role. All app 

transfers are managed throughout the network, 

including remote gateway data storage processes and 

connections to mobile users. Smart contracts enable 

the management capability of the EHR manager by 

means of strict user policies. 

Admin: It is used to handle database transfers and 

services by attaching, modifying and canceling usage 

allowances. Admin is responsible for the 
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implementation of intelligent contracts and the only 

company capable of updating or changing 

Policies in smart contracts. 

 

Smart Contracts: They are responsible for all 

operations allowed in the access control process. By 

using the Contract Address or Application Binary 

Interface (ABI), clients can communicate with smart 

contracts. Through activating payments or emails, 

smart contracts will recognize the application, verify 

it and give medical users access permissions. All 

blockchain entities have access to the smart contract 

and its operations. It's seen in our e-health platform 

as core software. 

 

Decentralized storage: Since it is impossible to share 

and store large data in blockchain, we use a 

decentralized InterPlanetary File System (IPFS) to 

build the  le share platform for the blockchain 

network [34].  le is the highly promising solution. 

The BitTorrent protocol and the Kademlia 

Distributed Hash Table (DHT) have been built into 

IPFS. The role of a central server is eliminated in the 

IPFS system and users can save data in the 

distributed storage nodes of the same  le system with 

advantages over existing cloud storage, such as no 

failure point, a high storage performance and 

improved data collection[35].By using IPFS, users 

can identify and access _les by relying on the 

cryptographic hashes of their contents. 

In Amazon cloud storage they used a proprietary 

Ethereum blockchain network, which included two 

physical AWS EC2 computers, two USB 16.04 LTS 

virtual machines, respectively, for admin and EHRs 

administrators. Solidity programming language has 

drawn up and enforced our smart contract for AWS 

Lambda functions. Every functionality communicates 

with the blockchain platform through the web3.js 

API. Where a Geth server is installed for the 

conversion of each smartphone into Ethereum node 

(a Commando line interface implemented in the Go 

language). A mobile user could build an Ethereum 

account to connect to our blockchain network for 

data access by using the Geth consumer. In order to 

develop the mobile application to connect to the 

Ethereum blockchain Network, the web3.js library, a 

lightweight, Java library for the work with smart 

contracts. 

 

 

 
 

V. CONCLUSION 

 

This paper argues that the cloud computing and 

blockchain-enabled EHRS sharing platform. We 

identify critical challenges for existing systems for 

sharing and offer effective solutions to these 

problems through a genuine implementation of a 

prototype. Our main point in this project is the design 

of a trustworthy system for access control based on 

one smart contract to manage user access. In 

addition, we integrate the peer-to-peer IPFS storage 

system with blockchain to achieve decentralized data 

storage and data sharing to investigate the 
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performance of the proposed approach. We deploy an 

etherese blockchain in the Amazon Cloud to interact 

with the EHR sharing system. To order to achieve a 

desired level of patient privacy and network security, 

our access control will detect and effectively prevent 

unauthorized access to the e-health system. We also 

provide safety assessments and detailed analyses of 

various technical problems in the proposed system 

demonstrating the benefits of our implementation 

over existing solutions. Based on the merits of our 

model, we conclude our block chain approach is a 

leap towards successful e-health records management 

in digital clouds, which in many healthcare 

implementations is exciting. 
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