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Abstract- Growing usage of mobile devices and advances 

in networking technology has led to the need of secure 

file storage over a network. Storing confidential data 

over a network has various security risks. 

Cryptography is a popular technique nowadays for data 

security. The following paper is a broad survey of 

different approaches that can be used to securely store a 

file over a network and share it. Accordingly, a scheme 

is proposed for the same. The proposed scheme will 

provide a way for storing files securely using 

cryptography ensuring confidentiality, integrity and 

authentication security mechanisms.    

 

Index terms- Cryptography, Confidentiality, Integrity, 

Authentication, RSA, Digital signature, Storage and 

Security 

I.INTRODUCTION 

 

Aim of the project is to build an end to end encrypted 

secure file storage system using which users can 

securely share files with other users. Users are able to 

store any type of files like text file, an audio file, 

image etc. The system requires a file as input which 

is then encrypted using cryptography techniques and 

then stored at a remote location. Shared file can be 

viewed by the user by downloading the encrypted file 

from remote locations and decrypting using 

decryption algorithm on users machine using the 

metadata information shared with user by the owner. 

There are two kinds of users of the system. The 

owner of files and the user with shared access to files. 

The system uses different public key cryptography 

algorithms like RSA and Symmetric key 

cryptography techniques like AES. Hashing 

algorithms like SHA are used to ensure integrity of 

message. Users would require active internet 

connection to access files, share files and download 

files. The project requires encrypting the files, 

decrypting the files, and maintaining integrity and 

confidentiality of keys. The end system is helpful to 

build projects that require confidentiality and 

integrity. The project can also be modified and can be 

used to make public clouds more secure.  

 

II. LITERATURE SURVEY 

 

A literature review is an objective, critical summary 

of published research literature relevant to a topic 

under consideration for research. Ten published 

articles have been referred in order to create a firm 

base about the project. Following is a brief overview 

of all the ten papers that have been referred:- 

Secure file storage in cloud using Hybrid 

Cryptography [1]  

Author - Punam V. Maitri, Aruna Verma,Year - 2016  

Description - Paper focuses on how files can be 

securely stored on cloud. It discusses the problem 

with using a single algorithm to encrypt the file and 

how ineffective it will be on cloud.The method 

discussed in paper splits file into blocks and each 

block is encrypted using AES, BRA, blowfish, RC6 

algorithms. The key information and information 

about which file uses which algorithm is sent to the 

receiver using Steganography. 

Modern approach to file system integrity checking 

[2]  

Author - M. Malarvizhi, J. Angela Jennifa Sujana, 

T.Revathi, Year – 2014 

Description – The main focus of the paper is on 

integrity of files and restoring the files if integrity is 

violated.The proposed system uses pattern of each 

protected file to determine its modification. Method 

used for pattern generation are cryptographic hash 

functions. The system uses a database which stores 

the names of files that need to be protected and their 

hash codes. To check the integrity of the file the hash 

code of the file is produced and checked with one in 

the database. If the file is verified positively then 

access is granted otherwise the administrator is 

alerted and if a saved copy is available of the same 

file then the file is restored. 
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New approach to user authentication using digital 

signature [3]  

Author -Jerzy Kaczmarek, Michał Wróbel, Year - 

2008  

Description – Paper describes a approach to  integrity 

of files and restoring the files if integrity is violated. 

The proposed system uses pattern of each protected 

file to determine its modification. Methods used for 

pattern generation are cryptographic hash function. 

The system uses a database which stores the names of 

files that need to be protected and their hash codes. 

To check the integrity of the file the hash code of the 

file is produced and checked with one in the 

database. If the file is verified positively then access 

is granted otherwise the administrator is alerted and if 

a saved copy is available of the same file then the file 

is restored. 

Secure file sharing using cryptographic techniques in 

cloud [4]  

Author - Rashi Dhagat, Purvi Joshi, Year - 2016 

Description – The paper focuses on providing the 

facility to securely store and share the data in a 

specific group using cloud for storage. The method 

proposed in the paper uses group signature and 

encryption techniques. The advantages of the method 

proposed is that data owners can store the file without 

revealing their identity to others in the cloud. 

Public key exchange scheme that is addressable 

(PKA) [5]  

Author - Bilal Habib, Bertrand Cambou,Duane 

Booher, Christopher Philabaum, Year - 2017  

Description -The paper provides a new method to 

implement public key infrastructure. The PKI has the 

disadvantage that the mathematical relation between 

public and private key is maintained. Paper proposes 

a new PKI scheme with addressable elements (PKA). 

The approach proposed removes the mathematical 

relation between public and private keys using 

addressable cryptographic tables. 

Secure data sharing in cloud storage using key 

aggregation cryptography [6]  

Author - Tulip Dutta, Amarjyoti Pathak, Year - 2016 

Description – The paper discusses on how secret key 

can be shared with other users to whom access needs 

to be given. It discusses the problem with using a 

single key to encrypt all data and using different keys 

for different files. The solution described in paper 

tries to address both the problem using key 

aggregation. In key aggregation different data files 

are encrypted with different keys and then for 

decryption a single aggregated key is used. The 

encryption algorithm used is AES and the system is 

being implemented in java using keystore data 

structure. 

Achieving cloud security using third party auditor, 

MD5 and identity- based encryption [7]  

Author -Bhale Pradeep kumar Gajendra, Vinay 

Kumar Singh, More Sujeet, Year - 2016 

Description – This paper overcomes the security 

tradeoff and improves the performance of data 

transmission and increases the security. Also,MD5 

hashes are no longer considered cryptography secure. 

An approach to hybrid cryptography on cloud 

environment [8]  

Author -Mr. Rohit Barvekar, Mr.Shrajal Behere, 

Mr.Yash Pounikar, Ms. Anushka Gulhane,Year - 

2018  

Description -The proposed security mechanisms will 

prevent confidential data from being misused making 

the system more reliable. High speed : The proposed 

method will make encryption and decryption with 

proper key much faster than usual.In RSA, there is a 

high chance of guessing the combination until and 

unless the exponent size is made higher than 2048 

bits. 

Security in Cloud Computing using Cryptographic 

Algorithms [9]  

Author - Shakeeba S. Khan, Prof. R.R.Tuteja, 

Year - 2015  

Description -The proposed algorithm is a Multilevel 

Encryption and Decryption algorithm. Thus, in our 

proposed work, only the authorized user can access 

the data. Even if some intruder gets the data, he must 

have to decrypt the data at each level which is a very 

difficult task without a valid key.It is time consuming 

as multiple encryption and decryption takes place. 

Secure data sharing using cryptography in cloud 

environment [10]  

Author - Anjali Patil, Nimisha Patel, Dr.Hiren Patel, 

Year - 2016 

Description - In this paper, The system satisfies 

confidentiality, integrity and authentication. Provides 

access control. The confidentiality of data is totally 

dependent on a trusted cryptserver. 

 

III. PROPOSED SYSTEM 

3.1 Overview  

The system overview is presented in this Section. 
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Existing System Architecture 

 
Figure 1 Existing system architecture[1] 

The high level architecture of the current secure file 

storage system is depicted in Figure 1. The current 

system uses symmetric key cryptography and 

steganography techniques. Symmetric key algorithms 

like AES, blowfish, RC6 and BRA algorithms are 

used to provide block wise security to data. Each file 

is split into 8 blocks and every block is encrypted 

using a different algorithm. LSB steganography 

technique is used to share secret keys between users. 

Using LSB steganography keys are inserted into 

cover images and then cover images are shared with 

the user via email. The existing system only focuses 

on confidentiality and does not consider integrity and 

authentication. 

Proposed System Architecture  

The main disadvantage of the current system is it 

does not consider integrity and authentication. Also it 

uses stenography to share secret keys between users. 

To overcome these drawbacks we propose a system 

that provides integrity and authentication along with 

confidentiality. Also our system uses asymmetric key 

cryptography rather than stenography to share secret 

keys among users. We plan to use asymmetric key 

cryptography over stenography as it would be better 

to use asymmetric key cryptography as our system is 

using digital signature. 

In our proposed system there are two main entities: 

an owner of file and other with whom the owner has 

shared access with. The owner will upload the file 

that is required to be stored at a remote location or 

needs to be shared with other users. Owner gives 

access to other users by sharing required metadata to 

decrypt the file using an asymmetric crypto system. 

A user with shared access can download the file from 

remote storage and view the contents of the file. 

Figure 2 High Level System 

The proposed architecture is shown in Figure 3. 

Figure 3 Proposed system architecture 

In our proposed system there are four blocks each 

having different functionality. 

1. The file is divided into chunks and then every 

chunk is encrypted using AES algorithm and 

digital signature for file is generated. A metadata 

file is created consisting of secret keys and 

information about file chunks. 

2. On server files are stored and a table is 

maintained to map hash codes with file names. 

3. A different server is maintained as a trusted 

center for distribution of public key. 

4. Lastly there is a block for downloading the file. 

The file downloaded is decrypted then it's digital 

signature is verified before showing the file to 

the user. 

 

3.2 Hardware and Software Specifications The 

experiment setup is carried out on a computer system 

which has the different hardware and software 

specifications as given in Table 1 and Table 2 

respectively. 

Table 1 Hardware details  

Processor  Intel i7  

HDD  1 TB  

RAM  4 GB  
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Table 2 Software details  

Operating System  Windows 10  

Programming Language  Java JDK 7.8  

Database PgAdminIII 

 

IV. CONCLUSION 

 

Based on the survey it was identified that secure file 

storage and sharing would not only require 

confidentiality but also authentication and integrity. 

To overcome these drawbacks a architecture is 

proposed which tries to provide a complete solution 

for securely storing the files. 
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