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Abstract - Cloud computing enables information to be 

accessed from a variety of devices. It makes it possible to 

connect with your business at any time and from any 

place. There are several perks to using the cloud, 

including reduced IT expenditures, infrastructure costs, 

adaptability, and continuity planning. Workplace 

flexibility, collaborative efficiency, and automated 

upgrades are all factors to take into account. These 

advantages can only be realized with solid identity and 

access control for cloud apps and services. Our system 

challenges include user password fatigue, manual 

provisioning and  an act that is prone to failure, visibility 

of compliance, isolated user directories for each 

application, access management across an explosion of 

browsers and devices, updated application integration, 

the variation of administrative models for different 

applications, and a lack of knowledge of quality 

standards for optimal cloud service resource usage. To 

address these concerns, this analysis gives a neural 

network-trained intelligent identity and access 

management framework. 

 

Index Terms - Cloud computing, Neural network, Smart 

identity and access controls. 

 

INTRODUCTION 

 

Connectivity to cloud resources and resource 

extraction necessitates the use of an authentication and 

authorization portal, which causes an unauthorized 

party to attempt to breach the system and get 

unauthorized access resources. This reason is 

especially vulnerable in the cloud compared to 

traditional infrastructure where only a few 

administrators have access to features  as well as 

geographical security To provide successful identity 

and access, four important roles are employed.These 

are identity provisioning and processioning, 

authentication, and authorization, Confederation, 

authentication, and user profile management, as well 

as compliance support [1]. Due to the obvious 

substantial concerns associated with confidential data 

theft and disclosure, enterprises are cautious about 

embedding their resources in the cloud environment. 

Study conducted recognizes the critical relevance of 

access control security.[3].  

According to International Data Corporation, security 

remains a hurdle for cloud customers. Actual security 

events, such as outages at Amazon Web Services and 

Email, are a clear illustration of high-level insecurity. 

Identity, infrastructure, and information are the three 

most important aspects of security.[34] 

 

LITERATURE REVIEW 

 

Identity and Access Management in cloud computing 

was proposed by Khandakar Entenam Unayes Ahmed 

and Vassil Alexandrov.[4] According to an 

International Data Corporation survey, 87.5 percent of 

customers are hesitant to employ cloud computing for 

future project deployments. The reason for this 

reluctance is the security of data stored on the cloud. 

Identity and Access Management is one such solution 

presented by the authors, which offers increased data 

security in the cloud. This approach comprises 

Kerberos authentication and authorization based on an 

RBAC processor that implements authorization 

policies for allowing user access using Java. [6] The 

services provided by this model include authentication 

server service, ticket-granting server service, RBAC 

processor service, and edge node service. This strategy 

is vulnerable to losing personal identifying 

information owing to the risk of a man in the middle 

attack between the cloud service provider and a trusted 

third party. 

Ruediger Schulze offered identity and access 

management for payment card industry cloud services 

[17]. Its data integrity rule specifies that all customer 
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’s data environments implicated in the credit card 

payment process adhere to all applicable requirements. 

Identity management in the cloud was presented by 

Alina Madalina Lonea, Huaglory Tianfield, and 

Daniela Elena Popescu [28]. This paradigm is mostly 

concerned with web application security and 

virtualization security concerns. There is discussion of 

mitigation approaches that offer proper identification 

and management architecture. Umme Habiba, Rahat 

Masood, Muhammad Awais Shibli, and Muaz A Niazi 

suggested assessment criteria for assessing existing 

and prospective cloud-based identity and access 

management systems [7]. This study looks into 

assaults on identity and access management systems, 

as well as responses, as well as the feature mechanism 

relationship utilized to assess cloud-based identity and 

access management systems.[9] Surya Majumdar, 

Taous Madi, Yushun Wang, Yosr Jarraya, Makan 

Pourzandi, Lingyu Wang, and Mourad Debbabi 

provided a framework for cloud security compliance 

auditing using OpenStack in "Security Compile 

Auditing of Identity and Access Management in the 

Cloud: Application to OpenStack" [5]. In "Identity-

based Access Control for Digital Material based on 

Ciphertext Policy Attribute-Based Encryption," [13] 

Win-Bin Huang and Wei-Tsung Su developed a 

method to digital content. The solution is identity-

based access control, which is further supported by 

ciphertext-policy attribute-based encryption (iDAC) 

[21]. In "User-Centrist Trust-Based Identity as a 

Service for Federated Cloud Environment," 

Samlinson.E, M.Usha suggested a service that 

attempts to create trust among Cloud Service 

Providers (CSPs) [12]. A user-centrist trust agent 

identification service is what this service is called. The 

authors addressed different standards such as SAML 

[12], OAuth [22], XACML [23], and SPML in order 

to provide trust and safe access to cloud services.In "A 

Paradigm for Identity Management with Privacy in the 

Cloud," [30] Jorge Werner and Carla Merkle 

Westphall suggested a model that will handle privacy 

concerns linked to Personally Identifiable Information 

(PII) [27]. Using Open ID Connect (OIDC), a 

prototype with dynamic scopes, federation 

agreements, and security policies was created [19]. 

 

PROPOSED METHODOLOGY 

 

Cloud computing is a collection of various 

customization computing assets such as servers, 

networks, services, apps, and storage that enable cloud 

customers to get beneficial and on-demand access to 

cloud services. Individuals frequently refer to and use 

cloud computing in a variety of commercial 

industries.[10] However, managing these identities 

and regulating access by cloud clients and apps 

remains a major issue to this day. Implementing a 

reliable identity and access management (IAM) [14] 

system in the cloud is required to improve venture 

security. This research presents an intelligent and 

trustworthy IAM system based on neural networks. 

The goal is to develop a system capable of achieving 

an intelligent identification method for authenticating 

actual users and accessing data on the cloud server.  

There are two parameters that make up access 

management: 

(1) Efficient and simple file access  

(2)  File policy management 

Files that are often accessed by users are retained on a 

separate active server based on learning and 

association rules in order to enable quicker access and 

minimize the latency of such files to the IAM (Identity 

and Access Management) system for further 

processing.[24] For this, the machine learning model 

anticipates data viewed by the consumer in the 

previous several days, as seen in Figure 1. 

Fig 1. Machine Learning Model for File Prediction 

The system will detect user logs in order to learn about 

a user's most frequently accessed files. [25] These user 

file logs can be produced by explicitly deploying 

Audit control services [29] on the cloud server. The 

resulting file logs will be in raw or unsupervised 

format. For subsequent processing, the acquired 

unsupervised data must be translated into supervised 

CSV (Comma Separated Values). [26]The data-set 

will be pre-processed [18] in order to clean and 



© January 2022| IJIRT | Volume 8 Issue 8 | ISSN: 2349-6002 

IJIRT 153577 INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 42 

 

identify the string values so that the machine learning 

model can be built. The data is ready for analysis after 

the numerical and categorical data has been gathered 

following the pre-processed step. The arbitrary data 

will then be taken from the files specified by the 

Identification system for authentication of a certain 

user. The data will then be used to extract certain 

words, which will be blended into a word cloud [2], 

and the user will be required to identify the file name 

containing those words in order to gain access to the 

file server. 

 

PROCESS MODEL FOR TRAINING AND 

EVALUATION  

 

To identify the files (through filenames) based on the 

three fundamental properties listed above, a machine 

learning model must be chosen. Additionally, the 

IAM  system will use these files for authentication. 

Without using any clustering methods, the machine 

learning model is primarily directly trained and 

assessed on pre-processed user logs contained in a 

CSV (Comma Separated Values) file. Figure 2 depicts 

the forecast using the Random Forest Algorithm. 

Fig 2. Prediction using Random Forest Algorithm 

To identify the user files, another model employing 

Artificial Neural Network (ANN) is implemented on 

pre-processed CSV (Comma Separated Values) data 

without clustering. Figure 3 depicts the forecast made 

by an Artificial Neural Network.[31] 

Fig 3. Prediction using Artificial Neural Network 

When deployed directly without creating any clusters, 

the Random Forest [11] algorithm outclasses the 

Artificial Neural Network [15] in terms of accuracy. 

However, the logarithmic loss of the Random Forest 

algorithm is significantly higher than that of the 

Artificial Neural Network.[32] 

A novel strategy is used, in which a clustering 

algorithm is applied to the pre-processed data before 

deploying the Artificial Neural Network algorithm on 

the clustered data. Several Clustering algorithms were 

used, and it was discovered that the Gaussian Mixture 

Model (GMM) [20] produces the best results with a 

Silhouette score of 0.4334 and the lowest Inertia score 

in segregating the files into two clusters, one for the 

files that are useful for the Identification process and 

another for the files that are not. 

 

EXPERIMENTAL ANALYSIS  

 

To begin appropriate data analysis, the model initially 

accepts audit files including log records as input and 

transforms the raw data provided into a CSV (Comma 

Separated Value) file. The data will be split among 16 

columns in the CSV (Comma Separated Value) 

file.[33] 

Upon exporting our information to a CSV (Comma 

Separated Value) file, the model pre - processes it to 

make it easier to examine. The model then applies 

multiple Machine Learning algorithms to evaluate 

which ones offer us with the best evaluation criteria. 

Name Trai

n 

time 

Accura

cy 

Precisi

on 

Reca

ll 

Lo

g 

los

s 

RO

C 

AU

C 

Random 

forest 

7s 0.76 0.37 0.44 0.6

2 

0.98 

ANN 0s 0.76 0.37 0.44 1.4

6 

0.95 

GBT 2s 0.71 0.42 0.49 1.4

4 

0.94 

Logistic 

Regressi

on 

9s 0.57 0.18 0.22 1.9

5 

0.93 

 

The acquired findings show that the Artificial Neural 

Network outperforms the Random Forest and, when 

combined with the Gaussian Mixture Clustering 

model, achieves around 99 percent accuracy. [35] The 

model can successfully forecast the ideal file for word 

cloud production using the upgraded artificial neural 

network modified with the Gaussian mixture. Textract 
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was used to create the word cloud. Multiple word 

clouds will be provided to a user for second-factor 

authentication, and if an acceptable selection is made, 

full file access and authorization will be granted. 

 

CONCLUSION  

 

An efficient model is suggested in this study to extract 

user's file access logs, learn from them, and give a 

word-cloud based on an intelligent identification 

system for user identification, authentication, and 

authorization of files, ensuring efficient and speedier 

file access. Model pre-processed the access logs by 

converting them to a CSV (Comma Separated Value) 

file. The data is then examined using several machine 

learning methods, and experimentally, Artificial 

Neural Network was shown to have an ideal 

performance measure of 99 percent accuracy. 
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