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Abstract: Now days BD (Big Data) and IoT (Internet of 

Things) are popular and mostly used terms. The Internet 

of Things is generating an enormous amount of data. 

There is not available any conventional tool that refers 

massive set of data that is BD. Speed, Variety and volume 

are important features of BD and due to this big data. In 

this paper, we explore Big data in IoT driven 

technologies and the issue of the seven V’s in Big Data. 

With the rapid growth of IoT, number of devices are 

connected. This paper also discusses on there are number 

of cloud-based IoT platforms such as Amazon Web 

Services and Google Cloud Internet of Things. We 

studied the importance of Big Data imagining, gives 

insights on various visualization tools and methods. 

Lastly, this paper also deals with various significant 

challenges of Big Data in IoT, security and privacy issues 

and future research directions.  
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INTRODUCTION 

The IoT expected billions of devise up to 2025. [1]. 

Day by day the number of Internet of Things devices 

increases and implemented in different applications, 

the number of threats and huge security and privacy 

risks rise, creating an Internet of Weaknesses [1]. As 

day by day number of devices increases which connect 

to internet and they generated large amount of data 

every moment. The volume and information gathered 

or generated from various IoT devices and 

applications and audio, video, images data by humans, 

organizations and applications are increasing every 

second and has almost doubled in year. There are 

different types of data generated also we say that 

heterogeneous data generated it’s may be structured or 

unstructured due to IoT devices and cannot be simply 

converted into databases. [2] 

 
Figure 1: IoT devices in future [1] 

 

Big Data: 

The collection of data by IoT devices and applications 

are huge and known as Big Data, and the data is 

increased exponentially with time. BD is a data 

with large in size and difficulty that none of any 

traditional data management tools or any database tool 

can store it or process it efficiently. Big data is also a 

data but with huge size.  

Big Data examples- There are number of examples are 

present as we deals with Big Data Stock Exchange is 

an one of the example of Big Data that generates 

about one terabyte of new trade data per day, we can 

also know that  five hundred+ terabytes of new data 

get ingested into the databases of social media site 

like  Facebook, every day. This data is mainly 
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generated in terms of images, photo, video uploads, 

message exchanges and putting comments etc.  

 

Types of Big Data: Structured, Unstructured, Semi-

structured, Structured 

The Structured data is the data that can be stored, 

accessed and processed in the form of fixed format. 

Now days by using computer science concepts we can 

developing techniques for working with such kind of 

data and also deriving value out of it. However, 

nowadays, we are foreseeing issues when a size of 

such data grows to a huge extent, typical sizes are 

being in the rage of multiple zettabytes. 

Data which is massive, hard to store, manage and 

analyse through traditional databases is termed as “Big 

Data”.[9] Day by day number of devices increases 

which connect to internet and they generated huge 

amount of data every second as mention in above some 

examples. 

 

What Are IoT Devices?  

The devices that connect wirelessly to the Internet or a 

local network hub are known as  IoT devices. These 

remotely controlled devices have the ability to 

transmit and receive data from other devices. Some 

everyday examples might be a car, doorbell or an even 

a refrigerator. 

These IoT devices can be hardware, sensors, gadgets, 

machines, or appliances that communicate over 

networks or the Internet through applications and their 

programming, according to a glossary by processor 

design company Arm. These smart devices turn 

ordinary objects into tools that can provide 

information. 

 

How Do IoT Devices Work?  

Many IoT devices gather information via their sensors 

and then use software to analyse it and determine what 

decisions to make based on the data. These devices 

usually connect to a central server to get more 

information. They also compare and transmit data to 

public websites and services to collect data, as well as 

connect to a messaging server that can email, text or 

call. IoT devices can also connect to other IoT devices 

via the same wireless network to instruct them on what 

to do. Although IoT devices can make tasks easier, 

more convenient or expand the capabilities of the task, 

these devices can also pose a security and safety 

threat too if they are hacked or compromised.  

IoT Generated Data: 

The objects or devices that connects physical or 

computer-generated objects to the internet is an 

Internet of Things (IoT). The technology used in the 

sensor that allowing to link a physical object or device 

such as a watch, a drone or a speaker, to the internet. 

From long time telephone and computer are connected 

to internet but there are number of new devices 

incorporating with the IoT. 

Internet of Things (IoT) is an interrelated wireless 

network where IoT devices interrelate with each other 

in order to exchange data or generate data through the 

communicating medium[3]. Connectivity and 

exchange of information lies at the core of smart grid 

functionality, which made connected devices a corner-

stone for this technology. These devices are called the 

IoT devices, and enable the grid components to 

exchange data to maintain an up-to-date system status 

and receive commands to act as grid conditions 

change.[5] 

IoT devices are increasing significantly in number 

each year, and are bringing unique opportunities and 

challenges with their wider implementation. [5]. IoT 

devices generate a vast amount of information as a 

data, which cannot be handled through conventional 

analysis techniques. This massive data is termed as 

‘‘big data’’, and it motivated the move towards new 

data analysis techniques. Big data generated from IoT 

devices are also exposed to security threats, and that 

have attracted a lot of attention as well. [5]. So, there 

was need a security and privacy model and the number 

of study where research carried out which was 

concerned with the developed of a new IoT model that 

can increase the security and privacy of the users of 

the IoT [4]. 

 

Big Data in Cloud Based IoT Platforms: 

There is a cloud-based platform which is a huge 

network that supports IoT devices and applications. [8] 

There are number of platforms along with devices 

where also huge amount of data generated in a 

moment. These IoT platforms are Microsoft Azure IoT 

Suite, Google Cloud’s IoT Platform, IBM Watson IoT 

Platform, AWS IoT Platform, Cisco IoT Cloud 

Connect, Salesforce IoT Cloud, Kaa IoT Platform, 

Oracle IoT Platform, Thingspeak IoT Platform, GE 

Predix IoT Platform etc.[8] 

There are number of platforms available but Google's 

platform is among the best platforms we currently 

https://builtin.com/internet-things
https://www.arm.com/glossary/iot-devices
https://builtin.com/iot-internet-things/practical-iot-hacking
https://builtin.com/iot-internet-things/practical-iot-hacking
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have. Google has an end-to-end platform for Internet-

of-Things solutions. It allows to easily connect, store, 

and manage IoT data. The main focus is on making 

things easy and fast. The services on Google Cloud is 

done on a per-minute basis as a pricing concern, which 

is low-priced than other platforms. These Google 

Cloud's IoT platform provides number of features, 

main are provides vast storage, cost for server 

maintenance, fully protected, intelligent, and 

responsive IoT data. Efficient and scalable, Analyse 

big data etc.[8] 

 

Big Data IoT Security and Privacy Challenges: 

There are number of benefits of Big data and IoT 

among the users huge; however, some challenges 

come along with it. For researchers and security 

specialists Cybersecurity and privacy risks are the 

primary concerns. These two are posing a significant 

difficulty for many business organizations as well as 

public organizations. Prevalent high-profile 

cybersecurity attacks have demonstrated the 

vulnerabilities of IoT technologies. Due to 

interconnectivity of network vulnerability in the 

Internet of Things brings along accessibility from 

unidentified and untrusted Internet requiring original 

security solutions [7]. These all the challenges that are 

known, no one of them has a more significant effect on 

IoT adaptation, such as security and privacy. It is, 

however, unfortunate that the users do not regularly 

have the required acknowledgment of the security 

impacts until the time when a breach or hole has 

occurred, causing massive damages such as loss of 

crucial data. With the ongoing security breaks which 

have cooperated the privacy of users, the appetite of 

the customers for poor security is now declining. In a 

recent review conducted regarding privacy and 

security, consumer-grade Internet of Things did not do 

well. There were a lot of vulnerabilities in modern 

automotive systems.[6] 

 

CONCLUSION 

 

There are large number of IoT devices and data 

generated by they are in huge amount. Here we 

conclude that data share by IoT devices is private, 

sensitive and by use of it by anyone can miss use it so 

Security and privacy is necessary for Big data 

generated by IoT.  
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