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Abstract — A biometric voting machine uses biometric
technology to authenticate voters and prevent
fraudulent voting by scanning data such as
fingerprints, iris scans, and facial recognition to
verify voter identity. While this technology has been
implemented in several countries worldwide, ongoing
debates surround its suitability, reliability, and
security. Despite the advantages of transparency and
voter authentication, concerns around privacy and
data security persist. Therefore, many countries
continue to use traditional paper ballots or a
combination of electronic and paper-based voting
methods.
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INTRODUCTION

Biometrics involves measuring and analyzing
biological data, like DNA, fingerprints, eye retina
voice pattern, facial pattern, and hand measurements
for authentication purposes. Among these, fingerprint
scanning technology serves as a common and
efficient identifier used by law enforcement to
quickly identify individuals and assign access
privileges. In this project, fingerprints are used for
voter identification to minimize errors, and a
database is created to store the fingerprint images of
all voters. By using a fingerprint-based electronic
voting machine elections could be made fair as votes
cannot be manipulated.

LITERATURE SURVEY

The Election Commission of India developed the
country's EVMs in partnership with the Electronics
Corporation of India (ECIL) and Bharat Electronics
Limited (BEL). The first-generation EVMs which
were developed in the 1980s used firmware to store in
external UV-erasable PROMs and EEPROMs to store
votes. The second-generation model which was
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introduced in 2000 by both ECIL and BEL was
gradually deployed in greater numbers, and
nationwide usage of them began in 2004. In 2006,
third-generation EVMs were designed which included
changes which were suggested by the Election
Commission. As of July 2009, there were 1,378,352
EVMs in use, with 448,000 being third-generation
machines, and the remaining being second-generation
models. In the 2009 parliamentary election, there were
417,156,494 votes cast, resulting in an average of 302
votes per machine

ADVANTAGES

The biometric voting system has several advantages
over traditional voting systems, including enhanced
security through fingerprint recognition technology to
verify the voter's identity, reducing the risk of
fraudulent voting or impersonation. The system also
has a user-friendly interface, requiring minimal
training for voters, and is designed to be simple and
intuitive for a wide range of voters. Fast and accurate
results are achieved through electronic vote counting
technology, reducing the time required to declare the
results and minimizing errors in the counting process.
Additionally, the biometric voting system is cost-
effective, eliminating the need for paper ballots, ballot
boxes, and manual counting, thereby reducing the cost
of conducting elections and making the process more
efficient. The system also provides transparency in the
voting process by maintaining an electronic record of
all votes cast, which can be used to verify the results
and resolve any disputes that may arise.

CHALLENGES

The biometric voting system also has some challenges
that need to be addressed:
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Technical issues: The biometric voting system relies
on technology, which can be prone to technical failures
or glitches. This can lead to delays in the voting
process or errors in the counting process.

Privacy concerns: The use of biometric data raises
privacy concerns, as the system requires the collection
and storage of sensitive personal information. This
data must be protected and stored securely to prevent
unauthorized access or misuse.

Accessibility: The biometric voting system may not be
accessible to all voters, particularly those with
disabilities or elderly voters who may have difficulty
using the fingerprint sensor or the user interface.

Cost of implementation: The biometric voting system
requires significant investment in hardware and
software infrastructure, as well as training for election
officials and voters. This can be a barrier to adoption,
particularly in developing countries or regions with
limited resources.

Voter education: The biometric voting system requires
voter education to ensure that voters understand how
to use the system and the importance of keeping their
personal information secure. This can be a challenge
in regions with low literacy rates or limited access to
information technology.

That's correct! The AS608 fingerprint sensor's ability
to function in different environments is due to its
optical scanning technology, which allows it to capture
high-quality images of fingerprints despite variations
in skin conditions. Additionally, its compatibility with
microcontrollers and simple interface makes it easy to
integrate into various projects, providing a reliable and
secure way to authenticate users.

Figure (1).
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METHODOLOGY

The implementation of the biometric voting system
involves both hardware and software components. The
hardware includes a fingerprint module, a
microcontroller (Arduino), and an LCD, while the
software involves the use of the Arduino IDE.

The system has two main stages: voter enrollment and
voting. During the enrollment stage, voters are
registered in the system, and their fingerprints are
captured and stored for future identification. The
system also allows for searching and verifying
registered voters.

While casting the vote, voters place their finger on the
fingerprint module for identification, and upon
successful authentication, they cast their vote. The
LCD shows the result of the vote casting. The system
is designed to prevent re-voting by the same person
and voting attempts by unregistered users. The results
can be viewed by the admin in real time.

One of the main advantages of the biometric voting
system is its cost-effectiveness compared to other
existing equipment. It provides a secure and reliable
way to authenticate voters using their unique
fingerprints. It also consumes low power, requires
minimal manpower, and also reduces the time required
for voting and counting. Additionally, it prevents
invalid voting by ensuring that only registered voters
are allowed to cast their votes.

However, there are some drawbacks to the system.
One disadvantage is that users need to enroll first
before they can vote. Additionally, the sensitivity of
the fingerprint module may cause some combined
character errors, which can lead to authentication
issues.

Overall, the biometric voting system is a promising
technology that can revolutionize the voting process.
Its advantages outweigh its disadvantages, and with
further  improvements in its design and
implementation, it has the potential to increase the
transparency and integrity of the election process.

APPLICATIONS

Political Elections:

Fingerprint voting machines can be used in national,
state, and local level elections. This technology can
help in conducting free and fair elections by ensuring
that only eligible voters are allowed to vote. It can also
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prevent electoral malpractices such as bogus voting
and rigging. Fingerprint voting machines can also
speed up the voting process, reducing the time
required for counting votes.

Corporate Elections:

Fingerprint voting machines can also be used in
corporate elections, such as those conducted during
annual shareholder meetings. This technology can
help in ensuring that only eligible shareholders are
allowed to vote, thereby preventing unauthorized
individuals from influencing the voting process.
Fingerprint voting machines can also speed up the
voting process, enabling companies to announce the
results of the elections immediately.

Community-level Elections:

Fingerprint voting machines can be used in
community-level elections such as those conducted by
resident welfare associations (RWAs) and Panchayats.
This technology can help in conducting free and fair
elections and prevent electoral malpractices.
Fingerprint voting machines can also reduce the time
required for vote counting and announcement of
results, enabling communities to make decisions
quickly.

Opinion Polls:

Fingerprint voting machines can also be used in
conducting opinion polls, such as those conducted by
media organizations during national and state-level
elections. This technology can help in ensuring that
only eligible voters are allowed to participate in the
polls, thereby providing accurate data on public
opinion.

Benefits:

Increased Security:

Fingerprint voting machines provide increased
security compared to traditional voting systems. It
ensures that only eligible voters are allowed to vote,
preventing unauthorized individuals from influencing
the voting process.

Reduced Electoral Malpractices:

Fingerprint voting machines can help in reducing
electoral malpractices such as bogus voting and
rigging. It provides accurate data on the number of
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voters, preventing any manipulation of the election
results.

Faster Results:

Fingerprint voting machines can speed up the voting
process, reducing the time required for vote counting
and announcement of results. This can help in making
decisions quickly, without any delay.

CONCLUSION

The project "Fingerprint Based Voting Machine" was
designed to develop a more secure and reliable
electronic voting machine using biometric technology.
The use of fingerprint authentication provides a
foolproof way to identify eligible voters and prevent
fraud or manipulation of the voting process.

This system is particularly relevant in India, a country
with a large population and a democratic system that
requires a free and fair election process. By using
biometric identification, the system ensures that only
eligible voters can cast their votes, thereby reducing
the risk of impersonation and other fraudulent
activities.

The fingerprint-based EVM is also user-friendly and
easy to use, making it accessible to voters of all ages
and backgrounds. It requires minimal training for the
voters, and the results can be calculated and
announced quickly and accurately.

In addition to the benefits of increased security and
efficiency, the use of a fingerprint-based EVM could
also lead to greater participation in the electoral
process, as it would help to build trust and confidence
among voters. It could also serve as a model for other
countries looking to enhance their electoral systems
with biometric technology.

Overall, the development of the fingerprint-based
voting machine represents an important step forward
in the ongoing efforts to improve the election process
in India and other countries. With continued
innovation and refinement, this technology has the
potential to become a cornerstone of democratic
governance worldwide.
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