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Abstract: Systems Engineering (SE) can help align
complex products development with a wide range of
regulations across various industries and various
verticals of regulations. The primary industries that SE
has established and supported to align with regulations
are Aerospace industry regulations, Automotive industry
regulations, Information technology regulations,
Medical Devices regulations, etc. such as Cybersecurity,
Military standards, Vehicle and/or components
homologations, Medical Device Reporting regulations,
and so on. This is mainly achieved by inculcating some of
the best practices in SE such as ‘overall product
regulatory compliance alignment problem definitions’,
‘using a system systems and system-of-systems approach
to manage the regulatory compliance at all levels’,
‘requirements engineering and management for the ever
changing regulatory dynamics’, ‘using model-based
approaches for reusability of regulatory models across
different phases of V-model’ and ‘a comprehensive
stakeholder involvement to cascade the regulatory
information across teams’.

This paper briefly describes the current role of SE in
regulatory compliance using automotive use-cases,
trends and future scope, keeping the importance of
various regulatory compliances a product must comply
as the fulcrum for automotive sensors development, in
conjunction with best practices of SE, in enabling
technologies for advanced driver assistance systems
(ADASS) and highly automated driving (HAD).

Keywords: SE, Automotive, Regulations, NCAP,
Cybersecurity, INCOSE, Project baselining

1. INTRODUCTION

Regulatory compliance is the process of ensuring that
a system meets the requirements and standards
imposed by the relevant authorities or
agencies. Regulatory compliance is significant for
some reasons, like safeguarding general wellbeing and
security, guaranteeing quality and dependability,
staying away from legitimate liabilities and
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punishments, and upgrading consumer loyalty and
trust.
However, achieving regulatory compliance can be
challenging, especially for complex systems such as
those in the automotive industry. Such systems have to
comply with a myriad of regulations and standards
from different sources, such as government agencies,
industry associations, and international organizations.
These regulations and standards may be vague,
ambiguous, inconsistent, or conflicting, and may
change over time. Also, these guidelines and norms
might influence different parts of the automotive
system, like its features, execution, quality, security,
convenience, and supportability.
SE is a discipline that can help in addressing these
challenges and facilitating regulatory compliance. SE
is a holistic and systematic approach to designing,
developing, and managing complex systems. SE
considers the system’s entire lifecycle, from idea and
design to development, testing, and operation. It
intends to guarantee that it addresses the issues and
assumptions for all partners, including end users,
regulatory authorities and manufacturers. SE helps in
regulatory compliance by providing a framework for:
e Evoking fitting prerequisites from the regulations
and standards that apply to the target system
e Planning the engineering effort of the functions
and subsystems to satisfy regulatory requirements
e Identifying and mitigating potential hazards and
failures that may compromise the system’s
compliance by applying risk management
methods
e Verification and validation of system
performance to ensure that the system is
compliant to the regulatory requirements
e Archiving and following the proof of consistence
all through the system’s lifecycle
In this paper, we will discuss how SE helps in
regulatory compliance in more detail. We will present

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 1342



© May 2023| IJIRT | Volume 9 Issue 12 | ISSN: 2349-6002

some examples of how SE is applied to different
aspects of regulatory compliance in the automotive
industry, such as safety regulations, environmental
regulations, and data protection regulations. We will

Archiving system consistency @

Verification and validation of system parameters

also highlight some of the benefits and challenges of
using SE for regulatory compliance in the automotive
industry. The SE framework for regulatory
compliance is depicted in Figure 1 below.

® Prerequisites from requlations and standards

Planning Engineering Efforts

Hazards and failures - identification and mitigation

FIGURE 1: SE FRAMEWORK FOR REGULATORY COMPLIANCE

Regulatory Framework

The automotive industry is subject to various

regulations and standards at the national and

international levels. These regulations and standards
aim to ensure the safety, performance, quality, and
environmental compatibility of vehicles and their
components. Some of the main regulatory bodies and
frameworks that govern the automotive industry are:

e The European Union (EU) has more than 100 EU
Regulations and 80 Directives for vehicle type
approval, emissions, safety, noise, fuel quality,
and occupant protection.

e The United Nations Economic Commission for
Europe (UNECE), which develops international
regulations under the 1958 Agreement and global
technical regulations under the 1998 Agreement.
covers aspects such as tyres, lighting,
crashworthiness, braking and electric vehicles.

e The Gulf Cooperation Council (GCC), which has
a common technical regulation for motor vehicles
covers safety, environmental protection, and
market surveillance.

e The Association of Southeast Asian Nations
(ASEAN) has a harmonized framework for
automotive product standards and conformity
assessment procedures and it covers safety,
emissions, fuel efficiency, and labelling.
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e Other countries, such as Brazil, China, India,
South Korea, Japan, Taiwan, and Israel have their
own national regulations and standards for the
automotive industry.

Among these regulations and standards, there are
some differences in the requirements and test
procedures for radio and NCAP (New Car Assessment
Programme) regulations. Radio regulations refer to the
rules that govern the use of radio frequency spectrum
and equipment in vehicles. NCAP regulations refer to
the rules that assess the safety performance of vehicles
in crash tests.

Some of the differences in radio and NCAP

regulations are:

e Radio regulations vary depending on the
frequency bands allocated for different services
and applications in different regions and
countries. For example, the EU has harmonized
the use of the 5.9 GHz band for intelligent
transport systems (ITS), while the US has
allocated part of this band for unlicensed devices.

e Radio regulations also differ in the technical
specifications and  conformity  assessment
procedures for radio equipment in vehicles. For
example, the EU has a Radio Equipment Directive
(RED) that sets out the essential requirements and
harmonized standards for radio equipment, while
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other countries may have different certification
schemes or type approval processes.

e NCAP regulations differ in the test protocols and
rating systems used to evaluate the safety
performance of vehicles. For example, the EU has
a Euro NCAP Programme that uses a five-star
rating system based on four categories: adult
occupant protection, child occupant protection,
vulnerable road user protection, and safety assist.
Other regions or countries may have different

NCAP programs with different criteria or scoring

methods.

These differences in radio and NCAP regulations
pose challenges for the automotive industry, as they
may increase the complexity and cost of developing
and testing vehicles for different markets. Therefore,
there is a need for more harmonization and alignment
of these regulations at the global level to facilitate
trade and innovation in the automotive industry. The
extent of regulatory framework that is applicable in the
automotive industry is shown in figure 2 below.
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FIGURE 2: REGULATORY FRAMEWORK OVERVIEW

2. EXCEPTIONS AND CHALLENGES

The automotive industry is heavily regulated, with a
wide range of regulations and standards at the local,
national, and international levels. Compliance with
these regulations is essential to ensure the safety and
reliability of vehicles, protect the environment, and
maintain consumer trust. However, there are several
challenges and exceptions that can make it difficult for
companies to comply with regulatory changes.

One of the biggest challenges is keeping up with the
constant changes in regulations. As technology
continues to evolve, new regulations are frequently
introduced to keep pace with the latest advancements
and address emerging risks. For example, the growing
popularity of electric vehicles has led to new
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regulations related to battery safety and recycling.
Similarly, the emergence of autonomous vehicles has
spurred the development of new regulations related to
cybersecurity and data privacy. To keep up with these
changes, companies must maintain a robust regulatory
monitoring and compliance program that regularly
reviews new regulations and updates internal policies
and procedures accordingly. Another challenge is the
cost of compliance. Compliance with regulations often
requires significant investments in  research,
development, and testing. For example, a new safety
regulation may require a manufacturer to redesign a
vehicle's chassis or add new safety features. This can
be particularly challenging for smaller companies or
those operating in highly competitive markets, where
profit margins are already slim.
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There are also exceptions to compliance with
regulations. In some cases, companies may be granted
waivers or exemptions from certain regulations if they
can demonstrate that compliance would be too costly
or technically infeasible. For example, a manufacturer
may be granted an exemption from a fuel efficiency
standard if they can demonstrate that compliance
would be too costly or technically infeasible.
However, obtaining an exception can be a time-
consuming  process that requires extensive
documentation and justification.  Furthermore,
companies that are granted an exception may face
additional scrutiny from regulators and consumers and
may require extensive  documentation and
justification.

Finally, there is the challenge of balancing compliance
with innovation. Regulations are intended to ensure

safety and reliability, but they can also limit the
introduction of new technologies and stifle innovation.
For example, regulations related to emissions may
discourage the development of new engine
technologies or alternative  fuels.  Similarly,
regulations related to safety may make it difficult for
companies to introduce new features or functions that
have not yet been tested or proven safe. To balance
compliance with innovation, companies must carefully
evaluate new technologies and work closely with
regulators to ensure that new features and functions are
safe and compliant with applicable regulations. They
may also need to invest in testing and research to
demonstrate the safety and reliability of new
technologies. Figure 3 shows the regulatory exception
handling mechanism.
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FIGURE 3: REGULATORY EXCEPTION HANDLING

3. SE ROLE IN CHANGE MANAGEMENT

SE can play a critical role in ensuring compliance with

regulatory changes in the automotive industry and

facilitating change management. Here are some ways
in which SE can help:

e Requirements management: SE can help to
manage regulatory requirements by defining,
tracking, and prioritizing them throughout the
product development lifecycle. One approach that
can be used to manage changes and variants is
project baseline branching, which involves
creating a baseline for each variant or subproject
and then managing changes to each baseline
separately [®Il, This process starts with identifying
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all relevant regulations and standards that apply to
the product, and then analysing them to determine
which requirements are applicable. SE can help to
ensure that these requirements are incorporated
into the product design from the outset and
tracked throughout the development process. This
can include using modelling and simulation tools
to validate compliance with regulatory
requirements, and developing traceability
matrices that link each requirement to the specific
design features or test cases that demonstrate
compliance.

e Risk management: SE can help to manage risks
associated with compliance by identifying
potential compliance issues early in the
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development process. Risk management will be
facilitated by project baseline branching, as each
variant or subproject can be evaluated separately
for compliance risks 11, This includes analyzing
risks related to new regulations, assessing the
impact of non-compliance, and developing
mitigation strategies to reduce risk for each
variant. SE can also develop mitigation strategies
to reduce risk, such as modifying the design or
implementing additional controls to ensure
compliance. This can include using risk
assessment techniques such as Failure Modes and
Effects Analysis (FMEA) to identify and mitigate
potential compliance risks. Project baseline
branching allows different teams to work on
different variants or subprojects independently,
while also ensuring that each variant remains
compliant with all applicable regulations and
standards. This approach can help to simplify the
change management process and reduce the risk
of errors or omissions.

e Testing and verification: SE can help to ensure
compliance by developing and executing robust
testing and verification processes that validate
that the product meets all applicable regulatory
requirements. Testing and verification can also be
managed separately for each variant or subproject,
using the same approach as with regulatory
requirements  management.  This includes
developing test plans, executing tests, analysing
results, and reporting compliance status for each
variant or subproject. This involves developing
test plans and test cases that verify compliance
with each regulatory requirement, as well as
conducting verification and validation activities to
ensure that the product meets all functional and
performance requirements. This can include using
modelling and simulation tools to test compliance
with regulatory requirements, as well as
developing test automation scripts to streamline
the testing process.

e Change management: SE can play an active role
in change management by facilitating the
adoption of new regulations and managing the
impact of changes on the product development
process. Change management can be facilitated
by project baseline branching, as each variant or
subproject can be managed separately for
changes. This includes tracking changes,
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assessing the impact on the variant or subproject,
and communicating changes to all stakeholders
[N, SE can also help to ensure that any necessary
changes are implemented in a timely and effective
manner, and that each variant or subproject
remains compliant with all applicable regulations
throughout the change process. This can include
using change management tools and processes to
track and manage the impact of regulatory
changes on the product design and development
process.
For example, General Motors uses project baseline
branching to manage changes and variants for its
vehicles. Each vehicle platform has its own baseline,
and changes are managed separately for each platform.
This approach helps to ensure that each vehicle is
compliant with all applicable regulations and
standards, while also allowing for flexibility and
customization. (1]
Project baseline branching is also used in the
aerospace industry to manage changes and variants.
For example, Boeing uses a similar approach to
manage changes to its aircraft designs. Each aircraft
model has its own baseline, and changes are managed
separately for each model. This approach helps to
ensure that each aircraft is compliant with all
applicable regulations and standards, while also
allowing for customization and innovation 121,
There are many tools and frameworks available to
support project baseline branching, including the SE
Body of Knowledge (SEBoK) and the ISO/IEC/IEEE
15288 standard [“], These resources provide guidance
on how to manage changes and variants using project
baseline branching, including how to define baselines,
manage changes, and ensure compliance. Thus, SE can
help to ensure compliance and facilitate change
management in the automotive industry by providing
a structured approach to managing regulatory
requirements, risks, and changes throughout the
product development lifecycle. This helps to ensure
that products are safe, reliable, and compliant with all
applicable regulations, while also enabling companies
to innovate and stay competitive.
The change management at large in SE is shown in
figure 4. Change management, as outlined in the
INCOSE handbook, involves planning, implementing,
and controlling changes within a system or project.
Key elements include change identification,
evaluation, approval, implementation, verification,
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validation, and communication. The handbook
emphasizes the need to wunderstand change
requirements, assess impacts, and promote effective
collaboration among stakeholders. It highlights the
importance of formal review and approval processes,
as well as verification and validation of implemented
changes. Effective communication throughout the

Change in operational

process is also emphasized. The INCOSE handbook
provides additional tools and techniques for change
management, emphasizing its iterative nature and the
need for continuous monitoring and adjustment. It is
essential to consult the handbook for comprehensive
guidance tailored to specific SE projects.
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Figure 4: Change Management at large in SE

Use-cases of tracking regulations with help of SE
There are several use cases for tracking regulations
with the help of SE and the codeBeamer ALM tool.
Here are some examples:

Compliance management: Figure 5 of shows
systems requirement engineering with the
codeBeamer ALM tool for regulations tracking

with other systems modules. SE and codeBeamer
can be used to track regulatory requirements and
ensure compliance with applicable standards and
regulations. This can help companies to avoid
costly penalties, lawsuits, and damage to their
reputation 1,
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FIGURE 5: SYSTEMS REQUIREMENT ENGINEERING WITH THE CODEBEAMER ALM TOOL FOR
REGULATIONS TRACKING WITH OTHER SYSTEMS MODULES
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¢ Change management: CodeBeamer can be used to
manage changes to regulatory requirements,
ensuring that any changes are properly
documented, reviewed, and approved before
implementation. This can help to reduce the risk
of non-compliance and ensure that products and
services meet the latest standards and regulations
8, As depicted in figure 6 tracking and
incorporating regulatory changes completes the
puzzle of change management in SE.
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Figure 6: Change configuration using systems requirements
engineering

¢ Risk management: SE and codeBeamer can be

used to identify and assess risks associated with

regulatory compliance, such as non-compliance

penalties, product recalls, and reputational

damage. This can help companies to take
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proactive measures to mitigate these risks and
ensure compliance with regulatory requirements
1101, A\ pictorial representation of this is shown in
figure 7 below.
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Figure 7: IPO Diagram for risk management — incose seh
Traceability: CodeBeamer can be used to
establish  traceability  between  regulatory
requirements, design decisions, and test cases.
This can help companies to demonstrate
compliance with regulatory requirements and
provide a clear audit trail in case of regulatory
inspections or audits 21, This can be better

understood with Figure 8 as shown below.
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FIGURE 8: SYSTEMS DEVELOPMENT TRACEABILITY AT VARIOUS SYSTEM STAGES
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e Collaboration: SE and codeBeamer can be used to
facilitate  collaboration  among  different
stakeholders, including engineers, managers, and
regulators. This can help to ensure that everyone
is on the same page regarding regulatory

Systems Scale

requirements and that any issues or concerns are
addressed promptly 141l Enabling new styles of
societal and economic interactions to create mass
collaboration and value cocreation is depicted in
figure 9.

System Complexities  System Quality System Development System Stakeholders

Overruns

FIGURE 9: ENABLING NEW STYLES OF SOCIETAL AND ECONOMIC INTERACTIONS TO CREATE MASS
COLLABORATION AND VALUE COCREATION

Hence, using SE and codeBeamer to track regulations
can help companies to ensure compliance, manage
changes, mitigate risks, establish traceability, and
facilitate collaboration. This can ultimately lead to
better products and services, improved customer
satisfaction, and reduced legal and reputational risks.

4. SE AND REGULATIONS: TRENDS,
CHALLENGES AND FUTURE
OPPORTUNITIES

SE plays a critical role in ensuring compliance with
regulations across a wide range of industries, from
automotive and aerospace to healthcare and energy. As
regulations continue to evolve and become more
complex, SE must keep pace in order to ensure that
products and services meet the latest standards and
regulations. One of the key trends in SE and
regulations is the increasing use of digital tools and
platforms to manage compliance. For example, the
CodeBeamer ALM tool is widely used in the
automotive and aerospace industries to manage
compliance  with regulatory requirements.
CodeBeamer allows engineers to track regulatory
requirements, manage changes and variants, establish
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traceability, and collaborate  with  different
stakeholders to ensure compliance.

Another trend is the increasing focus on risk
management in regulatory compliance. With the rise
of cybersecurity threats and other risks, companies
must take proactive measures to identify and mitigate
risks associated with regulatory compliance. SE can
play a key role in risk management by identifying
potential risks, assessing their likelihood and impact,
and developing strategies to mitigate them.

One of the biggest challenges in SE and regulations is
the sheer complexity of regulatory requirements. With
so many regulations and standards to keep track of, it
can be difficult for engineers and managers to ensure
compliance across all areas. This challenge is
compounded by the fact that regulations are constantly
evolving, which means that companies must stay up-
to-date with the latest standards and requirements.
Another challenge is the increasing focus on global
regulations. Many industries operate in multiple
countries and regions, each with their own set of
regulations and standards. This can make it difficult to
ensure compliance across all regions, particularly as
regulations continue to evolve and change.

Despite these challenges, there are also many
opportunities for SE to enhance compliance with
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regulations. For example, by using digital tools and
platforms such as CodeBeamer, engineers can more
easily track regulatory requirements and manage
changes and variants. By focusing on risk
management, companies can identify potential risks
and develop strategies to mitigate them, which can
help to ensure compliance and reduce the risk of non-
compliance penalties.

Looking to the future, SE will continue to play a
critical role in regulatory compliance as regulations
become increasingly complex and global in scope.
One emerging area of opportunity is the use of
artificial intelligence and machine learning to
automate compliance management processes. For
example, Al and ML algorithms can be used to
identify potential compliance issues, analyse data to
identify trends and patterns, and provide
recommendations for improving compliance [,
Another opportunity is the use of blockchain
technology to establish trust and transparency in
compliance management 22, By using blockchain to
establish an immutable record of compliance
activities, companies can provide a clear audit trail and
demonstrate compliance with regulatory requirements.
This can be particularly important in industries such as
healthcare and finance, where compliance with
regulations is critical to maintaining public trust.
These trends and challenges make it clear that SE plays
a critical role in ensuring compliance with regulations
across a wide range of industries. While there are
many challenges associated with regulatory
compliance, there are also many opportunities for SE
to enhance compliance through the use of digital tools

and platforms, risk management, and emerging
technologies such as Al, ML, and blockchain. As
regulations continue to evolve and become more
complex, SE must continue to innovate and evolve in
order to ensure that products and services meet the
latest standards and regulations.

5. CONCLUSION

In summary, SE plays a critical role in ensuring
compliance with regulations across a wide range of
industries. The use of digital tools and platforms such
as codeBeamer, as well as risk management strategies,
are key trends in the field of SE and regulatory
compliance. However, challenges such as the
complexity of regulatory requirements and the
increasing focus on global regulations remain.
Despite these challenges, there are opportunities for
SE to enhance compliance management processes.
Emerging technologies such as artificial intelligence,
machine learning, and blockchain present new
opportunities to automate compliance management
processes, establish trust and transparency, and
provide a clear audit trail.

Looking to the future, SE will continue to evolve and
innovate in order to keep pace with the latest
regulatory requirements. The field is poised to become
increasingly important as regulations become more
complex and global in scope. By staying up to date
with the latest trends and emerging technologies,
systems engineers can help to ensure compliance and
reduce the risk of non-compliance penalties.

6. LIST OF ABBREVIATIONS

Terminology ‘ Meaning
ADAS Advanced Driver Assistance Systems
ASPICE Automotive Software Process Improvement and Capability dEtermination
CAN Controller Area Network
CM Configuration Management
PDM Product Data Management
ECU Electronic Control Unit
IPO Input Process Output
ISO International Organization for Standardization
ITS Intelligent Transportation Systems
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MBSE Model-Based SE

OEM Original equipment Manufacturer

RF Radio Frequency

SE SE

SOl System of Interest

SoS System of Systems

ETSI European Telecommunications Standards Institute

SAE Society of Automotive Engineers

NCAP New Car Assessment Program

FCC Federal Communications Commission

INCOSE International Council on SE

IEEE Institute of Electrical and Electronics Engineers
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