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Abstract— In Automation applications are growing in
large scale in various fields. Previously human man
power was used for various work in industries such data
reading, data monitoring, device control etc. The task is
to take the readings, send signals in form of request and
response commands for control station to the end node
and maintain the record. This task has to be done at
regular interval of time by human operator. Also it
involves task to identify the faulty nodes, channel and
replace it. It has a possibility of errors in human
operators reading which has to be rectified with higher
priority.
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I. INTRODUCTION

Different protocols can be used in automation fields
such as Modbus, Can bus, Profibus etc. In our work
we have used Modbus along RS 485 as a
communication channel along with
PIC32MX795F512H, power supply, LCD module,
reset circuit, RS 485 transceiver, sensor connector, pc
connector and LED indicator. We are going to review
the work in different areas such as Industry
requirement, Modbus protocol and its applications,
possible threats and security measures for the system.
Some of the important parameters which are
responsible for network security are authentication of
user, to modify data content, fake identity, denial of
service etc. Network security is very important to
secure the data transfer between end devices passing
through communication channels. Following are some
parameters responsible:

Network topology

Type of communication channel
Attacks on network

Hardware and software
Protocols and its features used

akrwdnPE
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6. Methods to avoid attacks
7. Security methods to implemented

Il. INDUSTRY REQUIREMENT

Automation is a key aspect to increase the overall
productivity of any company but still it is not used and
implemented in wild application. So it is necessary to
see the challenges and hurdles to implement
automation technology in existing industries. An
awareness about current state and future state of
operations to make it effectively has to be done. Also
robotic process automation (RPA) is also having large
demand in industries along with artificial intelligence
(Al). Depending on quantity of production
programmable automation is selected mostly for small
and medium scale. Intelligent robots play an important
role in programmable automation with accuracy [1].
Software engineering plays an important role in
automation industries and also in manufacturing
industries. In recent decade the use software in
automation industries is increased from 20% to 40%.
If it continues then in coming days’ software will
cover major section in industrial applications.
Depending on increasing application of software large
number of research projects are growing along with
combination of PLCs and SCADA system on which
number of communication protocols are implemented.
In this work various protocols such as Modbus,
Profibus, Canbus are used which takes care for reliable
data transmission of data between master and sensor
nodes. Also certain problems related to data security
during transmission of data in which possibility of
attacks can place also due to software involved the
exposure of network is now to internet through
Ethernet standard [2].
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I1l. MODBUS PROTOCOL AND ITS
APPLICATION

Automation In automated industries large number of
sensors are extensively used and integrating it with
PLCs, SCADA large number of industrial applications
are implemented. With new technology emerging like
IOT(Internet of Things), large number of low cost
sensor are in great demand. Basic idea of 10T is to
connect low power devices such as sensors, actuators
etc. which are termed as things with existing internet
technology which can support large number of
devices. Industrial system also require very large
security network but unfortunately currently it is not
implemented. As sensors and actuator are directly
having communication with Physical layer possibility
of attack is very high [3].

Bus are used to carry the data between the nodes in the
network which are designed on the basis of protocols
used such as CAN bus, Modbus. As in network two
types of interface are used namely user-network
interface and network — network interface at which
different types of interface are used where protocol
conversion is required which are to be studied. Field
bus standards are not uniform which leads for large
difficulty in design of system having different sensor
nodes used for reading different values. So to make
effective  communication in network with serial
communication with different interface Modbus and
Canbus are two protocols used in large number of
industrial application [4].

Serial communication is an important mode of
transmission of data between the nodes in number of
application which mainly consist of three versions
namely: RS 232, RS 422 and RS 485 which use both
at industry and laboratories. Considering the factors
such as number of end nodes, balanced or unbalanced
configuration, data rate, length of transmission it was
suggested that RS 485 has advantage over other two
serial communication versions. Also in networking
Ethernet standard is also used but comparing it with
RS 485 we will see both will have several advantage
and disadvantage over each other. Ethernet has good
data rate but has length limitation and collision
avoidance methods are to be incorporated where as in
RS 485 data rate is less but length is large and due to
polling method collision avoidance is incorporated.
Each system has connected to Ethernet has possibility
of attacks also for RS 485 which are running Modbus
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TCP/IP when connected to internet has attacks but RS
485 can provide an additional level of security [5].
Zigbee is one of the protocol which is also used in
large number of application in mostly wireless sensor
network. It is a less expensive protocol which is used
in number of applications in home, industries, PLC
automation along with in toys and games were sensors
are involved. If we combine Modbus along with
Zigbee then extra conversion methods are avoided and
good communication is established along with data
can be viewed at different interface. Combining
Zigbee with Modbus has a good application in plant
physiological plant monitoring application as
advantages of both Zighee and Modbus are added in
above applications [6].

Modbus can be also used to design a communication
gateway for EPA and MODBUS. This gateway has
main application in process control of power plant
which is secure, stable and real time. Mostly DCS
system are used in domestic power plants along with
fieldbus, Modbus protocols. ARM7 along with OS II
is used where result is shown using EPA-RT serial
module without changing original DCS structure. In
this gateway bidirectional protocol conversion is done.
Different equipment’s are also connected using RS
485 bus connection. Modbus messages are directly
delivered using ARM 7. It makes clear that Modbus
has an application in power system device
digitalization and informatization [7].

In modern application uninterrupted power supply is
required along with secure data transmission. SCADA
systems are mostly used in power station which
require some communication protocol for data
transfer. SCADA is used to control electric power
station which also requires broad range of
surveillance. These system uses number of protocols
such as Conitel, Profibus, Modbus, RTU and RP -570.
MACICO is an agency has proposed some methods to
remove problem having in interconnecting different
telecommunication networks. Also using DSiP TCP
related problems are resolved [8].

Power system consists of different sections such as
generation, transmission and distribution where
existing communication network is to be combined
with power network in smart grid systems. In this
paper experimental results of WSN based on mesh
topology are discussed where mesh topology is used
in which Modbus protocol is used. In WSN nodes
microcontrollers with IEEE 802 standard having
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Modbus application are running on WSN stack.
Modbus node performs number of application such a
read energy meter etc. In this system Modbus master
and slave model is used which polls a specific Modbus
slave for measurement of data. It consists of four slave
devices and a master device [9].

In market different control strategies are present and
also some are proposed on ARM embedded platform.
These controller different control methods. Currently
industries PID are extensively used to optimize the
control action. PID also has applications in fuzzy,
adaptive etc. LPC2148 microcontrollers are based on
16/ 32 bit ARM7. Advantage is different control loops
can be implemented on single arm controller by which
device is used again and communication of system is
through Modbus protocol [10].

CAN bus along with Modbus are two commonly used
field bus protocols along with protocol conversion.
During initiation of communication interrupt is
generated and on receiving interrupt CPU enters ISR.
Also PIC32MX microcontroller is used as
intermediate between RS485 and CAN 1SO1050 as a
conversion interface [11].

Software is developed to collect dissolved values in
environment after regular interval of time using visual
C++ and RS 485 for communication process. The
oxygen meter used DO -200-S which has LCD panel,
four keys used to set relevant references, two relays
and RS485 supporting Modbus protocol. Two physical
connecting methods are introduced one with desktop
connecting with meter and other laptop with meter
[12].

Large number of applications are based on network
embedded systems such as green house. In green
house applications embedded web servers along with
Modbus protocol for connecting sensors and actuators
used for 24 hrs monitoring. Modbus based 24
greenhouse is a small size network with number of
sensors, actuators etc. with dynamic topology. In this
application data is gather together from local
sensor/actuator and routed to other network situated on
internet. Connection between internet and web server
is done through Ethernet [13].

Multiple genset can be also monitored using Modbus
protocol through local network and internet. It helps
genset technician to monitor multi genset located at
different location only by using interface. Advantage
is previously monitoring was done manually but now
it can be done via computer. Generator control
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information is transmitted using Modbus protocol to
client that uses TCP/IP. In this topology number of
genset are connected together to a single computer
server. The data monitored and collected is stored in
data base where it will have presented online via
website. Also convertor is required for RS — 485 to RS
— 232 as server computer is connected via serial port
RS -232[14].

Currently large demand in applications on smart
devices is present in different commercial industries.
Sensor are used in place of analog devices which are
used to measure temperature and pressure.
Microcontrollers are used for data processing and
result are shared using RS 485 on which Modbus is
implemented. Also ARM Cortex M3 along with
USART connected to ADC. Modbus/TCP or
Modbus/RS 485 are used for communication between
PLC and PCs [15].

In manufacturing industries data monitoring is very
important in which status of machine running
produces large amount of data which should
continuously analysed at regular interval. Sensor
values are noted through serial port through devices.
In industrial automation microcontrollers are used
along with RS 485 on which Modbus protocol is
implemented. This system also consists of PLC,
Arduino, analog module, GSM/ GPRS module, Wi-Fi
etc. All data in PLC are accessible through Modbus
over Ethernet Modbus TCP. Arduino is also
configured as Modbus client in which both Modbus
request and response command are used. Also in
future the work is scaled up to read data from different
protocols such as Modbus TCP/IP, Modbus RTU
protocol. Along with Modbus protocol based on
Ethernet standard TCP combine together with Modbus
namely Modbus TCP is used in number of application
based on automation and tele control systems. MQTT
is used for machine to machine data transfer along
with Modbus TCP in an HHOT applications. Mostly it
is based on polling and request response pattern. In
one scenario Modbus TCP can be also considered as
an loT protocol which is based on request response
pattern and in second Modbus TCP can be also used in
conjunction with message queuing telemetry
transport(MQTT) in which the need of gateway is
eliminated. Number of applications combine MQTT
which works on polling based principle along with
Modbus which works on request and response model.
Also we can compare HTTP, CoAP, MQTT and
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Modbus TCP based on parameters such as
infrastructure, layers, pattern, methodology encoding,
security etc. In number of applications message
structure of Modbus TCP is maintained throughout
communication as MQTT lacks of interoperability
[16].

In some applications Modbus slave is designed and
implemented on Modbus RTU over RS-485.
Applications consist of cortex, 32- bit ARM processor
that provides communication between master and
slave using RS 485 in two ASCII and RTU mode.
Considering the parameters such as reliable, fast data
acquisition, real time speed etc cortex MO is efficient
on which RS485 is used so that network can
communicate with number of devices. Modbus RTU
and TCP is used for batch of control of an
pharmaceutical company using PLC as slave and
Modbus TCP and RTU to communicate with master.
Slave Modbus can be also configured using RS 485
and FreeRTOS used for real time application. Also in
combination with cortex Modbus is also used for data
acquisition for electrical parameters used in smart
meter to obtain voltage, current, three phase voltage
and current [17].

In coming year industrial wireless sensor network
(IWSN) has a important role in industrial automation
to help in competitive growth in Industry 4.0. In some
industries Node-RED is used for smart factories for
data transfer in wireless mode between different
nodes. [18].

Problem of power outage, short circuit is present in
number of electrical applications for which data
analytics has to be done to avoid adverse effect of
above parameters and improve energy consumption.
These parameters are measured by multifunction
meter (MFM) installed in various commercial or
residential buildings. For data analytics extraction of
data is required which is important as it has to be taken
from multifunction meter (MFM). Raspberry pi is
used as master controller to which server is connected
in 26 wireless mode. The multifunctional meter works
on RS 485 Modbus protocol which collects the data
from different devices only when devices sends
request which avoid extra traffic on bus to avoid
congestion. Mostly this system is half duplex in which
Modbus protocol supports maximum 247 devices
without repeater [19].

As the role of internet is crucial now a days and its
importance is growing now a day in residential
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applications as demand of smart applications is
growing among people. Controllers uses Modbus TCP
which is packet transmission protocol to connect
different nodes. Serial number 502 is assigned to
Modbus TCP in instrumentation and automation
applications. Only the case is using Ethernet is
expensive as we have remove existing cables and
place Ethernet cables so that TCP/IP can be
implemented which consist of security aspect as it is
working on transport layer were Modbus does not
have any security parameter so we have implement
separate algorithm [20].

IV. SECURITY REQUIREMENTS

Mostly on industrial applications attacks are rare but
still it should be avoided. Process flow may be
changed when attacks take place. To avoid the threat
three things are to be considered one to extract value
of process variables from traffic in network, second
based on time series characterize variables and third
regularity in variables are to be monitored. Prototype
is to be implemented and then it is to be evaluate with
real world network traffic. Above approach does not
completely detect PLC code updates but when PLC
code update takes place means special command is
issued to PLC. So it is important to find such events
by taking commands from application layer. Also
attacks are not in above preview which can be
overcome by gaining approach on PLC, in above
approach use of automation protocols is beneficial as
data model of protocols is generic and defines two
process variables registers and coils which makes
coding easy [21].

Large efforts are currently going on to identify
different attacks and possibility of system being
exposed. Also with respect to above attacks efforts are
also been taken to prevent the attacks. Signature based
attack detection used and is effective to monitor serial
port in ICS. In this research one of the automation
protocol Modbus RTU and Modbus ASCII where
demonstrated on which signature based intrusion
detection system was used. Thus malicious activities
are detected on ICS using Modbus protocol in which
SNORT intrusion detection system is introduced.
Basically in number of automation protocols are not
developed for security and also it does not contain any
security measures. Depending on survey it is clear that
attacks takes place on these protocol and its
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applications. One of the type is attackers inserts false
command which cause malfunction in normal
operation in the application. So we have to discuss
different attacks on system and detection algorithm
with concerned to above discussion. Also we have to
consider flooding attacks in which network traffic
dataset is taken into consideration. Flooding attack is
the attack where packets are injected into local
network connecting HMI. It does not block the
messages but sends large number of normal messages
which increases network load i.e flood messages
which lead to congestion. It successfully detects the
flooding attacks in which signature based detection are
fastest to detect.

Some attacks continuously monitor the network traffic
in some of the applications such as power grid
industrial control system. Simulated system consists of
two PCs one for SCADA monitoring and second for
simulation PC. Raspberry Pi is used as relay controller
on simulation PC end and SCADA at monitoring end.
C++ python script along with Pybroswer is used. After
simulation results it seems that padding namely
roundup padding and random padding are one of the
effective method to avoid attacks. Even though
padding reduces the possibility of side channel attacks
but increase the load on the traffic. Also padding may
consume one third of bandwidth and also full leakage
and attacks are not avoided. So depending applications
low level of padding can be used to avoid wastage of
bandwidth.

Encryption and decryption is combine together termed
as cryptography. This method helps to store important
information in hard disk etc. and transmit it over an
insecure network so that it is protected from
unauthorized users. As cryptography is a process it
consists of various components one of which is cipher.
Cipher is also a series of well-defined steps which can
be termed as procedure. Thus cryptography is process
to secure data and cryptanalysis is process to break
secure communication in other words we can say it as
attackers [22]. Key is generated using some key
generation algorithm which is provided to source end
and same key is used and transmitted to destination
end through secured channel. This coded text is
transmitted to destination through communication
channel which can be wired or wireless. At destination
decryption algorithm takes the input cipher text and
another input a key received and gets original
message. One of the method is user defined key which
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are generated by programmer. This key but can be
easily identified by attackers and can cause problem in
communication. In another method pseudorandom
generating sequence is used to generate the key were
chance of identification of keys is less. In this
algorithm is used to generate a sequence of numbers
whose properties are like random number [23].

V. CONCLUSION

So points that can be elaborated from above review

are:

o Energy sectors, power sectors, industrial sectors,
home and industrial automation sectors.

e Most serial communication application use
Modbus and RS 485

e False data transmission may collapse whole
system.

e Major parameter - Light, Temperature, Humidity,
Pressure etc.

Currently no encryption algorithm is implemented in

above protocols. Considering the above fact, a

Cryptosystem tools is required to handle different

attacks. Cryptosystem tools will be based on the Key

generation which will be employed on any one Modes

of protocol such as modbus, profibus, canbus etc.

Further the Cryptosystem Tool should be applied to

Master and Slave structure which can effectively

prevent the intrusions affecting the system.
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