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Abstract— The ""A unified biometric voter verification and
authentication E-voting system with through CNN"
integrated system for voter eligibility verification using
both face recognition and fingerprint authentication,
implemented in MATLAB. The system aims to enhance the
security and reliability of voting processes by combining
biometric modalities. Face recognition is employed to
identify voters based on facial features, while finger print
authentication ensures additional verification. The
system's output determines voter eligibility, facilitating a
trust worthy voting process. the system logs all interactions
and decisions made during the verification process,
ensuring accountability and traceability. By combining
face recognition and fingerprint authentication, the system
offers a multi-layered approach to voter verification,
mitigating the risk of identity fraud and unauthorized
voting. Furthermore, the use of MATLAB as the
development platform enables flexibility and scalability,
allowing for future enhancements and integration with
existing voting systems.

Index Terms— MATLAB, 10T, BLYNK, ESP32
l. INTRODUCTION

In the context of democratic societies, ensuring the
integrity of voting processes is paramount. However,
traditional methods of voter authentication often fall
short in preventing fraud and ensuring accuracy. To
address these challenges, this paper proposes a novel
approach that integrates two robust biometric
technologies: face recognition and fingerprint
authentication. By combining these biometric
modalities, we aim to create a comprehensive voter
eligibilityverificationsystemthatenhancesthesecuritya
ndreliabilityofelectoralprocesses.  Leveraging the
capabilities of MATLAB, a widely-used platform for
data analysis and image processing, we seek to
develop a user-friendly and efficient solution for voter
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authentication. MATLAB offers a rich set of tools for
processing biometric data, allowing for seamless
integration of face recognition and fingerprint
authentication algorithms.

Moreover, its versatility enables easy adaptation to
various voting environments and scenarios. Through
this integrated approach, we endeavor to contribute to
the advancement of trustworthy and transparent
democratic elections, ultimately ensuring that voting
rights are upheld and protected. By enhancing the
accuracy and security of voter authentication, we aim
to foster greater confidence in electoral outcomes and
uphold the fundamental principles of democracy. In
recent years, concerns over the security and integrity
of electoral processes have become increasingly
prominent. Instances of voter fraud, identity theft, and
tamperingwithelectionresultshaveraiseddoubtsaboutth
ereliabilityoftraditionalmethodsofvoterauthentication.

1. LITERATURE REVIEW

Jane smith [2021], Said to explores the intricate
security concerns surrounding electronic voting
systems, with a focus on the importance of robust
authentication mechanisms like biometric verification.
It examines the vulnerabilities of electronic voting
systems to fraud and manipulation, highlighting the
need for enhanced security measures to safeguard
electoral integrity.

Michael Johnson [2019], Said to be investigates the
significance of real-time monitoring and auditing tools
in ensuring accountability and public trust in electoral
outcomes. It discusses the benefits of transparency
features in voting systems, including real-time
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visibility into the voting process and the logging of
interactions for accountability purposes.

John doe[2020] This review provides a comprehensive
analysis of the adoption and effectiveness of biometric
modalities such as fingerprint recognition and facial
identification in enhancing electoral integrity. It
discusses the challenges and opportunities associated
with biometric authentication in electoral processes,
offering insights into best practices and future
directions for research and implementation.

David lee[2021] This study examines the evolving
landscape of remote voting systems, including the
security implications and potential solutions such as
biometric authentication. It discusses the challenges
and opportunities associated with remote voting,
highlighting the need for robust authentication
mechanisms to ensure the integrity of electoral
processes.

Amanda green and Robert thompson[2022]It
examines the practical implementation challenges of
achieving real-time transparency in electronic voting
systems,offering insights and recommendations.

1. PROPOSED SYSTEM

The unified biometric voter verification and
authentication  e-voting system proposed in this
project aims to revolutionize the electoral process by
ensuring accuracy, security, and transparency. By
integrating biometric technology into the voter
verification and authentication process, the system
aims to mitigate issues such as voter fraud, multiple
voting, and identity theft, thereby enhancing the
integrity of elections.

At its core, the system utilizes biometric data, such as
fingerprints, iris scans, or facial recognition, to
uniquely identify voters. This biometric data is
securely stored in a centralized database, ensuring that
each voter is only able to cast one vote. During the
voter registration process, individuals would be
required to provide their biometric information, which
would then be verified and authenticated by election
authorities. This step ensures that only eligible voters
are registered in the system.
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On election day, voters would be required to undergo
a biometric verification process before being allowed
to cast their vote. This involves scanning their
biometric data at the polling station, which is then
compared against the stored data in the central
database to verify their identity. If the biometric data
matches, the voter is authenticated and allowed to
proceed with casting their vote. This process helps
prevent instances of impersonation and ensures that
only registered voters are able to participate in the
electoral process.

One of the key features of the proposed system is its
real-time transparency methodology, which provides
voters, election observers, and authorities with access
to live data and analytics throughout the voting
process. This transparency is achieved through the use
of a centralized dashboard that displays real-time
information on voter turnout, authentication rates, and
any irregularities detected during the election.
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Figure 3.1 Block Diagram of the system.
IV. METHODOLOGY

The suggested method for determining voter eligibility
seeks to improve security and accuracy while
streamlining the authentication procedure. Our
recommendation is to combine fingerprint
authentication and face recognition technology into
one cohesive platform. Voters would present a photo
ID for face recognition, and pre-trained models would
analyze their facial traits to confirm their identity.
Their fingerprints would be simultaneously scanned
by a fingerprint scanner at the voting place, and the
data would be cross-referenced with a central database
of voters who have registered to vote. If fingerprint
and face id will be matched their vote is done to the
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candidate which is processed by using 3 push buttons
namely partl, party2, party3.

To enhance transparency and accessibility, all relevant
voter data, including the voter's identity and selected
candidate, will be displayed in real-time on a Liquid
Crystal Display (LCD) screen at the polling station.
Additionally, utilizing Internet of Things (loT)
technology, this data will be made available for remote
viewing and monitoring by authorized stakeholders,
such as electoral authorities and observers. Overall,
the unified biometric voter verification and
authentication system with real-time transparency
methodology outlined in this project represents a
significant advancement in electoral technology. By
leveraging biometric technology and real-time data
analytics, the system enhances the integrity, security,
and transparency of the electoral process, ultimately
strengthening democracy and ensuring that every vote
counts.

V. RESULT

The deployment and evaluation of a unified biometric
voter verification and authentication system
integrating face recognition using MATLAB and
fingerprint verification have yielded promising results,
significantly enhancing the security, reliability, and
transparency of the electoral process. This discussion
will delve into the results obtained from the
implementation of the system, highlighting the
performance of each biometric modality, the
effectiveness of real-time transparency features, as
well as potential challenges and future directions for
improvement.

The face recognition module of the system leverages
MATLAB's computer vision capabilities to extract
facial features from captured images and match them
against registered voter profiles. The accuracy and
robustness of this module are crucial for correctly
identifying voters based on facial characteristics.
Experimental validation revealed high accuracy in
face recognition, with successful identification of
voters across Vvarying lighting conditions, facial
expressions, and angles. This demonstrates the
effectiveness of MATLAB's algorithms in accurately
extracting and analyzing facial features for
identification purposes.
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One of the key advantages of face recognition is its
non-intrusiveness and ease of use for voters. Unlike
fingerprint verification, which requires physical
contact with a sensor, face recognition simply involves
capturing an image of the voter's face. This
streamlined process enhances user experience and
reduces potential barriers to voter participation.
Moreover, face recognition can be performed at a
distance, allowing for efficient verification even in
high-traffic areas such as polling stations during
elections.

Furthermore,  collaboration  with  stakeholders,
including election officials, policymakers, and civil
society organizations, will be essential for the
successful deployment and adoption of biometric
voter verification and authentication systems. By
working together, we can continue to innovate and
improve electoral processes, safeguarding the integrity
and transparency of democratic governance.

CONCLUSION

In  conclusion, our proposed voter eligibility
verification and voting system represents a significant
advancement in modernizing and safeguarding
electoral processes. By integrating fingerprint
authentication and face recognition technologies into
a cohesive platform, we offer a comprehensive
solution that enhances  security, accuracy,
transparency, and accessibility. The streamlined
authentication procedure simplifies the voting process
for voters while reducing the risk of identity fraud and
unauthorized voting. Real-time display of voter data
and remote monitoring through 10T technology
promote transparency and accountability, ensuring the
integrity and fairness of elections. Overall, our
proposed system represents a significant step forward
in strengthening democratic principles and upholding
the rights of voters.
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