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Abstract— this paper is motivated by the recognition of the 

need for a finer grain and more personalized privacy in data 

publication of social networks. We propose a privacy 

protection scheme that not only prevents the disclosure of 

identity of users but also the disclosure of selected features in 

users' profiles. An individual user can select which features 

of her profile she wishes to conceal. The social networks are 

modeled as graphs in which users are nodes and features are 

labels. Labels are denoted either as sensitive or as non-

sensitive. We treat node labels both as background 

knowledge an adversary may possess, and as sensitive 

information that has to be protected. We present privacy 

protection algorithms that allow for graph data to be 

published in a form such that an adversary who possesses 

information about a node's neighborhood cannot safely infer 

its identity and its sensitive labels. To this aim, the 

algorithms transform the original graph into a graph in 

which nodes are sufficiently indistinguishable. The 

algorithms are designed to do so while losing as little 

information and while preserving as much utility as possible. 

We evaluate empirically the extent to which the algorithms 

preserve the original graph's structure and properties. We 

show that our solution is effective, efficient and scalable 

while offering stronger privacy guarantees than those in 

previous research. 

Index Terms- social networks, link analysis, anonymization, 

privacy in data mining. 

I. INTRODUCTION 

Anonymized Social Networks. Digital traces of human 

social interactions can now be found in a wide variety of 

on-line settings, and this has made them rich sources of 

data for large-scale studies of social networks. While a 

number of these on-line data sources are based on  

publicly crawl able blogging and social networking sites 

[6, 12] where users have explicitly chosen to publish their 

links to others, many of the most promising opportunities 

for the study of social networks are emerging from data 

on domains where users have strong expectations of 

privacy these include e-mail and messaging networks, as 

well as the link structure of closed (i.e. “members-only”) 

on-line communities [1, 2]. As a useful working example, 

consider a “communication graph,” in which nodes are e-

mail addresses, and there is a directed edge (u, v) if u has 

sent at least a certain number of e-mail messages or instant 

messages to v, or if v is included in u’s address book. Here 

we will be considering the “purest” form of social network 

data, in which there are simply nodes corresponding to 

individuals and edges indicating social interaction, without 

any further annotation such as time-stamps or textual data. 

The present work: Attacks on anonymized social networks. 

In this paper we present both active and passive attacks on 

anonymized social networks, showing that both types of 

attacks can be used to reveal the true identities of targeted 

users, even from just a single anonymized copy of the 

network, and with a surprisingly small investment of effort 

by the attacker.  

We describe active attacks in which an adversary chooses 

an arbitrary set of users whose privacy it wishes to violate, 

creates a small number of new user accounts with edges to 

these targeted users, and creates a pattern of links among 

the new accounts with the goal of making it stand out in 

the anonymized graph structure. The adversary then 

efficiently finds these new accounts together with the 

targeted users in the anonymized network that is released. 

At a theoretical level, the creation of O(plog n) nodes by 

the attacker in an n-node network can begin compromising 

the privacy of arbitrary targeted nodes, with high 

probability for any network; in experiments, we find that 

on a 4.4-million-node social network, the creation of 7 

nodes by an attacker (with degrees comparable to those of 

typical nodes in the network) can compromise the privacy 

of roughly 2400 edge relations on average. 

The privacy issue arises from the disclosure of sensitive 

labels. One might suggest that such labels should be simply 

deleted. Still, such a solution would present an incomplete 

view of the network and may hide interesting statistical 

information that does not threaten privacy. A more 

sophisticated approach consists in releasing information 

about sensitive labels, while ensuring that the identities of 

users are protected from privacy threats. We consider such 

threats as neighborhood attack, in which an adversary finds 

out sensitive information based on prior knowledge of the 
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number of neighbors of a target node and the labels of 

these neighbors. In the example, if an adversary knows 

that a user has three friends and that these friends are in A 

(Alexandria), B (Berlin) and C (Copenhagen), 

respectively, then she can infer that the user is in H 

(Helsinki). We present privacy protection algorithms that 

allow for graph data to be published in a form such that an 

adversary cannot safely infer the identity and sensitive 

labels of users. We consider the case in which the 

adversary possesses both structural knowledge and label 

information. 

The algorithms that we propose transform the original 

graph into a graph in which any node with a sensitive 

label is indistinguishable from at least 1 other node. The 

probability to infer that any node has a certain sensitive 

label (we call such nodes sensitive nodes) is no larger 

than 1=`. For this purpose we design `-diversity-like 

model, where we treat node labels as both part of an 

adversary's background knowledge and as sensitive 

information that has to be protected. 

The algorithms are designed to provide privacy protection 

while losing as little information and while preserving as 

much utility as possible. In view of the tradeo_ between 

data privacy and utility [16], we evaluate empirically the 

extent to which the algorithms preserve the original 

graph's structure and properties such as density, degree 

distribution and clustering coefficient. We show that our 

solution is effective, efficient and scalable while offering 

stronger privacy guarantees than those in previous 

research, and that our algorithms scale well as data size 

grows. 

II. PROBLEM STATEMENT 

The current trend in the Social Network it not giving the 

privacy about user profile views. The method of data 

sharing or (Posting) has taking more time and not under 

the certain condition of displaying sensitive and non-

sensitive data.  

Problems on existing system: 

There is no way to publish the Non sensitive data to all in 

social Network.  

It’s not providing privacy about user profiles. 

Some mechanisms that prevent both inadvertent private 

information leakage and attacks by malicious adversaries. 

Here, we extend the existing definitions of modules and 

we introduced the sensitive or non-sensitive label concept 

in our project. We overcome the existing system 

disadvantages in our project.  

 

Advantages: 

1. We can publish the Non sensitive data to every-one in 

social Network.  

2. Its providing privacy for the user profiles so that 

unwanted persons not able to view your profiles. 

3. We can post sensitive data to particular peoples and 

same way we can post non-sensitive data to everyone like 

ads or job posts. 

III. SYSTEM DEVELOPMENT 

Implementation is the stage of the project when the 

theoretical design is turned out into a working system. 

Thus it can be considered to be the most critical stage in 

achieving a successful new system and in giving the user, 

confidence that the new system will work and be effective. 

       The implementation stage involves careful planning, 

investigation of the existing system and it’s constraints on 

implementation, designing of methods to achieve 

changeover and evaluation of changeover methods. 

User Module: 

Users are having authentication and security to access the 

detail which is presented in the ontology system. Before 

accessing or searching the details user should have the 

account in that otherwise they should register first. 

Information Loss: 

We aim to keep information loss low. In- formation loss in 

this case contains both structure information loss and label 

information loss. There are some non sensitive data’s are 

Loss due to Privacy making so we can’t send out full 

information to the public.  

Sensitive Label Privacy Protection: 

There are who post the image to the online social network 

if allow the people for showing the image it will display to 

his requesters it make as the sensitive to that user. Thesis is 

very useful to make sensitive data for the public. 

Algorithm: 
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Experimental Results: 

We compare the data utilities we preserve from the 

original graphs, in view of measurements on degree 

distribution, label distribution, degree centrality [9], 

clustering coefficient, average path length, graph density, 

and radius.  

 
 

In view of utility of released data, we aim to keep 

information loss low. Information loss in this case 

contains both structure information loss and label 

information loss. 

 

 

IV. RELATED WORK 

Here, we imagine that a coalition X of size k is initiated 

by one user who recruits k −1 of his or her neighbors to 

join the coalition. (Other structures could lead to 

analogous attacks.) We assume that the users in the 

coalition know the edges amongst themselves the internal 

structure of H = G[X], using the terminology from the 

active attack. We also assume that they know the names 

of their neighbors outside X. This latter assumption is 

reasonable in many cases: for example, if G is an 

undirected graph built from messages sent and received, 

then each user in X knows its incident edges. Other 

scenarios imply different levels of information: for 

example, if an undirected released network G is obtained 

from a directed graph where (u, v) indicates that v is in u’s 

address book, then a node u does not necessarily know all 

its inbound edges, and hence doesn’t know its full neighbor 

set in the undirected graph G. However, in the comparably 

plausible variant in which the directed version of an 

address book network is released, the nodes in X will have 

all the information they need for the passive attack. 

To prove the correctness and efficiency of the attack, we 

show two things: with high probability the construction 

produces a unique copy of H in G, and with high 

probability, the search tree T in the recovery algorithm 

does not grow too large. It is important to stress that 

although these proofs are somewhat intricate; this 

complexity is an aspect of the analysis, not of the 

algorithms themselves. The construction of H and the 

recovery algorithm have already been fully specified in the 

previous subsection, and they are quite simple to 

implement. In keeping with this, we have structured this 

subsection and the next (on computational experiments) so 

they can be read essentially independently of each other. 

The first necessary anonymization technique in both the 

contexts of micro- and network data consists in removing 

identification. This nave technique has quickly been 

recognized as failing to protect privacy. For microdata, 

Sweeney et al. propose k-anonymity [17] to circumvent 

possible identity disclosure in naively anonymized 

microdata. `-diversity is proposed in [13] in order to further 

prevent attribute disclosure. 

Similarly for network data, Backstrom et al., in [2], show 

that naive anonymization is insufficient as the structure of 

the released graph may reveal the identity of the 

individuals corresponding to the nodes. Hay et al. [9] 

emphasize this problem and quantify the risk of re-

identification by adversaries with external information that 

is formalized into structural queries (node refinement 

queries, subgraph knowledge queries). Recognizing the 

problem, several works [5, 11, 18, 20{22, 24, 27, 8, 4, 6] 

propose techniques that can be applied to the naive 

anonymized graph, further modifying the graph in order to 

provide certain privacy guarantee. Some works are based 

on graph models other than simple graph [12, 7, 10, 3]. To 

our knowledge, Zhou and Pei [25, 26] and Yuan et al. [23] 

were the first to consider modeling social networks as 

labeled graphs, similarly to what we consider in this paper. 

To prevent re-identification attacks by adversaries with 

immediate neighborhood structural knowledge, Zhou and 
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Pei [25] propose a method that groups nodes and 

anonymizes the neighborhoods of nodes in the same 

group 

by generalizing node labels and adding edges. They 

enforce a k-anonymity privacy constraint on the graph, 

each node of which is guaranteed to have the same 

V. CONCLUSION 

In this paper we have investigated the protection of 

private label information in social network data 

publication. We consider graphs with rich label 

information, which are categorized to be either sensitive 

or non-sensitive. We assume that adversaries possess 

prior knowledge about a node's degree and the labels of 

its neighbors, and can use that to infer the sensitive labels 

of targets. We suggested a model for attaining privacy 

while publishing the data, in which node labels are both 

part of adversaries' background knowledge and sensitive 

information that has to be protected. We accompany our 

model with algorithms that transform a network graph 

before publication, so as to limit adversaries' confidence 

about sensitive label data. Our experiments on both real 

and synthetic data sets confirm the effectiveness, 

efficiency and scalability of our approach in maintaining 

critical graph properties while providing a 

comprehensible privacy guarantee. 
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