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Abstract— we develop a novel probability model to analyze 

the best redundancy level in terms of path redundancy and 

source redundancy, as well as the best intrusion detection 

settings in terms of the number of voters and the intrusion 

invocation interval under which the lifetime of a HWSN is 

maximized. The key concept of our redundancy 

management is to exploit the tradeoff between energy 

consumption vs. the gain in reliability, timeliness, and 

security to maximize the system useful lifetime. We 

formulate the tradeoff as an optimization problem for 

dynamically determining the best redundancy level to apply 

to multipath routing for intrusion tolerance so that the 

query response success probability is maximized while 

prolonging the useful lifetime. In this paper we propose 

redundancy management of heterogeneous wireless sensor 

networks (HWSNs), utilizing multipath routing to answer 

user queries in the presence of unreliable and malicious 

nodes. Furthermore, we consider this optimization problem 

for the case in which a voting-based distributed intrusion 

detection algorithm is applied to detect and evict malicious 

nodes in a HWSN. We then apply the analysis results 

obtained to the design of a dynamic redundancy 

management algorithm to identify and apply the best design 

parameter settings at runtime in response to environment 

changes, to maximize the HWSN lifetime. 

Index Terms— Heterogeneous wireless sensor networks; 

multipath routing; intrusion detection; reliability; security; 

energy conservation. 

I. INTRODUCTION 

HWSN to prolong its lifetime operation in the presence of 

unreliable and malicious nodes. We address the tradeoff 

between energy consumption vs. QoS gain in reliability, 

timeliness and security with the goal to maximize the 

lifetime of a clustered HWSN while satisfying application 

QoS requirements in the context of multipath routing. 

More specifically, we analyze the optimal amount of 

redundancy through which data are routed to a remote 

sink in the presence of unreliable and malicious nodes, so 

that the query success probability is maximized while 

maximizing the HWSN lifetime. We consider this 

optimization problem for the case in which a voting-based 

distributed intrusion detection algorithm is applied to 

remove malicious nodes from the HWSN. Our 

contribution is a model-based analysis methodology by 

which the optimal multipath redundancy levels and 

intrusion detection settings may be identified for satisfying 

application QoS requirements while maximizing the lifetime 

of HWSNs. 

We address the tradeoff between energy consumption vs. 

QoS gain in reliability, timeliness and security with the goal 

to maximize the lifetime of a clustered HWSN while 

satisfying application QoS requirements in the context of 

multipath routing. More specifically, we analyze the optimal 

amount of redundancy through which data are routed to a 

remote sink in the presence of unreliable and malicious 

nodes, so that the query success probability is maximized 

while maximizing the HWSN lifetime.  The solution is 

formulated as an optimization problem to balance energy 

consumption across all nodes with their roles. In either work 

cited above, no consideration was given to the existence of 

malicious nodes. A two-tier HWSN with the objective of 

maximizing network lifetime while fulfilling power 

management and coverage objectives. They determined the 

optimal density ratio of the two tier’s nodes to maximize the 

system lifetime. 

Many wireless sensor networks (WSNs) are deployed in an 

unattended environment in which energy replenishment is 

difficult if not impossible. Due to limited resources, a WSN 

must not only satisfy the application specific QoS 

requirements such as reliability, timeliness and security, but 

also minimize energy consumption to prolong the system 

useful lifetime. The tradeoff between energy consumption 

vs. reliability gain with the goal to maximize the WSN 

system lifetime has been well explored in the literature. 

However, no prior work exists to consider the tradeoff in the 

presence of malicious attackers.   It is commonly believed in 

the research community that clustering is an effective 

solution for achieving scalability, energy conservation, and 

reliability. Using homogeneous nodes which rotate among 

themselves in the roles of cluster heads (CHs) and sensor 

nodes (SNs) leveraging CH election protocols such as 

HEED for lifetime maximization has been considered.  

II. PROBLEM STATEMENT 
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Recent studies demonstrated that using heterogeneous 

nodes can further enhance performance and prolong the 

system lifetime. In the latter case, nodes with superior 

resources serve as CHs performing computationally 

intensive tasks while inexpensive less capable SNs are 

utilized mainly for sensing the environment.   The 

tradeoff issue between energy consumption vs. QoS gain 

becomes much more complicated when inside attackers 

are present as a path may be broken when a malicious 

node is on the path. This is especially the case in 

heterogeneous WSN (HWSN) environments in which CH 

nodes may take a more critical role in gathering and 

routing sensing data. Thus, very likely the system would 

employ an intrusion detection system (IDS) with the goal 

to detect and remove malicious nodes. While the literature 

is abundant in intrusion detection techniques for WSNs, 

the issue of how often intrusion detection should be 

invoked for energy reasons in order to remove potentially 

malicious nodes so that the system lifetime is maximized 

(say to prevent a Byzantine failure) is largely unexplored. 

The issue is especially critical for energy constrained 

WSNs designed to stay alive for a long mission time.   

Multipath routing is considered an effective mechanism 

for fault and intrusion tolerance to improve data delivery 

in WSNs. The basic idea is that the probability of at least 

one path reaching the sink node or base station increases 

as we have more paths doing data delivery. While most 

prior research focused on using multipath routing to 

improve reliability, some attention has been paid to using 

multipath routing to tolerate insider attacks. These 

studies, however, largely ignored the tradeoff between 

QoS gain vs. energy consumption which can adversely 

shorten the system lifetime. 

III. SYSTEM DEVELOPMENT 

Multi – Path Routing 

Multipath routing is considered an effective mechanism 

for fault and intrusion tolerance to improve data delivery 

in WSNs. The basic idea is that the probability of atleast 

one path reaching the sink node or base station increases 

as we have more paths doing data delivery. While most 

prior research focused on using multipath routing to 

improve reliability, some attention has been paid to using 

multipath routing to tolerate insider attacks. These 

studies, however, largely ignored the tradeoff between 

QoS gain vs. energy consumption which can adversely 

shorten the system lifetime. 

Intrusion Tolerance 

Intrusion tolerance through multipath routing, there are two 

major problems to solve:  

(1) How many paths to use and  

(2) What paths to use.  

To the best of our knowledge, we are the first to address the 

“how many paths to use” problem. For the “what paths to 

use” problem, our approach is distinct from existing work in 

that we do not consider specific routing protocols. 

Energy Efficient 

There are two approaches by which energy efficient IDS 

can be implemented in WSNs. One approach especially 

applicable to flat WSNs is for an intermediate node to 

feedback maliciousness and energy status of its neighbor 

nodes to the sender node (e.g., the source or sink node) who 

can then utilize the knowledge to route packets to avoid 

nodes with unacceptable maliciousness or energy status. 

Another approach which we adopt in this paper is to use 

local host-based IDS for energy conservation. 

Simulation Process 

The cost of executing the dynamic redundancy management 

algorithm described above, including periodic clustering, 

periodic intrusion detection, and query processing through 

multipath routing, in terms of energy consumption. 

IV. RELATED WORK 

A. Intra-cluster and Inter-cluster Routing In the description 

of HEED operation, we assumed single-hop communication 

among cluster heads and their registered cluster members. 

This is desirable in source-driven networks, where reports 

are periodically transmitted by the sensor nodes. In this 

case, a TDM frame may be constructed at each cluster head 

to eliminate interference within a cluster. Clearly, 

constructing TDM frames requires node synchronization, 

and in lightly-loaded networks, using TDM frames may 

waste resources. A better approach in this case is to allow 

channel contention. Multi-hop routing to the cluster head 

can increase network capacity in this case. The reader 

should refer to [29], [19], [30] for detailed studies 

addressing the issue of single-hop versus multi-hop routing 

in clustered networks. 

Cluster head overlay (i.e., inter-cluster) routes are used to 

communicate among clusters, or between clusters and the 

observer(s). In this case, an ad-hoc routing protocol, such as 

Directed Diffusion [5] or Dynamic Source Routing (DSR) 

[31], can be employed for data forwarding among cluster 

heads. Tiny OS beaconing is the approach currently 

specified for sensors running Tiny OS. This constructs a 

breadth-first spanning tree rooted at the base station. In a 
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clustered network, the beaconing approach can be applied 

to only the cluster head overlay, instead of the entire 

network. 

If two regular nodes from different clusters attempt to 

communicate, communication through their cluster heads 

is sub-optimal if the two regular nodes can directly 

communicate via a shorter path. This, however, is not the 

typical communication pattern for sensor network 

applications, where data is transmitted to an observer 

which is not close to the target source of data, and data 

may be aggregated by cluster heads. In addition, since the 

cluster range is typically limited (compared to the 

network size), the network can be approximately viewed 

as a grid-like area, where optimal routes along the grid are 

computed using routing tables or through reactive routing 

techniques. 

B. Selecting Transmission Ranges Careful selection of the 

inter-cluster transmission range (Rt) and the intra-cluster 

transmission range (Rc) is crucial for maintaining 

network connectivity (as discussed in Section III-D). 

Reducing interference, maximizing network capacity 

(concurrent transmissions), and reducing energy 

consumption are also important objectives to consider 

when selecting these ranges. Since requirements and 

transmission patterns (query-based data-driven versus 

source-driven) widely vary for different applications, 

determining transmission ranges must be performed on a 

per-application basis. The network density, radio model, 

and available number of power levels are constraints that 

affect the selection process. 

A key concern that is common to all applications is that 

the cluster head overlay, and consequently the entire 

network, remains connected. This can be achieved if the 

relationship between the number of nodes in the cluster 

head overlay n0, and the inter-cluster transmission range 

Rt satisfy the connectivity condition specified in [32] for 

unit square region: A method to compute the optimal 

number of clusters in a sensor network was presented in 

[8]. The goal of that study was to minimize energy 

dissipation, and consequently prolong the network 

lifetime. However, their analysis is specific to the 

scenario they study in [8], which assumes single-hop 

transmission is always possible. Selecting the 

transmission ranges for optimizing a system objective, 

such as maximizing the network lifetime, is left for future 

work. This paper only focuses on designing mechanisms 

for clustering the network for a given (Rc,Rt) pair. 

C. Fault Tolerance 

HEED clustering is periodically triggered in order to 

distribute energy consumption among sensor nodes. Re-

clustering also provides fault tolerance against unexpected 

failures, especially failures of cluster heads. In hostile 

environments (such as military fields), however, unexpected 

failures may be frequent. This may cause parts of the 

network to be unreachable. Re-clustering frequency has to 

be carefully selected in this case to withstand expected 

failure rates. This is practically difficult for two reasons. 

First, the failure rates in hostile environments are usually 

unpredictable and highly variable. This means that frequent 

re-clustering may result in significant resource waste if the 

failure rate is low most of the time. Second, frequent re-

clustering is not always feasible since it limits the time a 

sensor is “available” to conduct its primary operations 

(sensing and data communication), and increases the need 

for node synchronization. An alternative to frequent 

clustering is to maintain backup cluster heads. This 

mitigates the single point of failure problem at each cluster 

head, since a node can find an alternative path to the 

observer(s) if its cluster head fails. Finding backup cluster 

heads that are able to cover the entire cluster (i.e., act as 

cluster heads for all nodes in the original cluster whose head 

failed) may not always be feasible, however. 

Data dissemination protocols proposed for sensor networks 

consider energy efficiency a primary goal [6], [5], [40], [7]. 

SPIN [6] attempts to reduce the cost of flooding data, 

assuming that the network is source centric 

(i.e., sensors announce any observed event to interested 

observers). Directed diffusion [5], on the other hand, selects 

the most efficient paths to forward requests and replies on, 

assuming that the network is data-centric (i.e., queries and 

data are forwarded according to interested observers). 

Rumor routing [40] provides a compromise between the two 

approaches (source-centric vs. data-centric). In [7], 31 the 

dissemination problem is formulated as a linear 

programming problem with energy constraints. This 

approach assumes global knowledge of node residual 

energy, and requires sensors with specific processing 

capabilities. In [41], a disjoint path routing scheme is 

proposed in which energy efficiency is the main parameter. 

Clustering can be a side effect of other protocol operations. 

For example, in topology management protocols, such as 

GAF [10], SPAN [11], and ASCENT [9], nodes are 

classified according to their geographic location into 

equivalence classes. A fraction of nodes in each class 

(representatives) participate in the routing process, while 

other nodes are turned off to save energy. In GAF, 
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geographic information is assumed to be available based 

on a positioning system such as GPS. SPAN infers 

geographic proximity through broadcast messages and 

routing updates. GAF, SPAN, and ASCENT share the 

same objective of using redundancy in sensor networks to 

turn radios on and off, and prolong network lifetime. In 

CLUSTERPOW [3], nodes are assumed to be non-

homogeneously dispersed in the network. A node uses the 

minimum possible power level to forward data packets, in 

order to maintain connectivity while increasing the 

network capacity and saving energy. The Zone Routing 

Protocol (ZRP) [42] for MANETs divides the network 

into overlapping, variable-sized zones. 

 

 

 

V. RESULTS 

 

 

 

VI. CONCLUSION 

We developed a novel probability model to analyze the 

best redundancy level in terms of path redundancy (m p ) 

and source redundancy (m ), as well asthe best intrusion 

detection settings in terms of the number of voters (m) 

and the intrusion invocation interval (_ s ) under which the 

lifetime of a heterogeneous wireless sensor network is 

maximized while satisfying the reliability, timeliness and 

security requirements of query processing applications in 

the presence of unreliable wireless communication and 

malicious nodes. In this paper we performed a tradeoff 

analysis of energy consumption vs. QoS gain in reliability, 

timeliness, and security for redundancy management of 

clustered heterogeneous wireless sensor networks utilizing 

multipath routing to answer user queries. Finally, we 

applied our analysis results to the design of a dynamic 

redundancy management algorithm to identify and apply the 

best design parameter settings at runtime in response to 

environment changes to prolong the system lifetime. 
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