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Abstract— Different communities of computer science 

researchers have framed the ‘OSN privacy problem’ as one 

of surveillance, institutional or social privacy. In tackling 

these problems they have also treated them as if they were 

independent. We argue that the different privacy problems 

are entangled and that research on privacy in OSNs would 

benefit from a more holistic approach. Privacy is one of the 

friction points that emerge when communications get 

mediated in Online Social Networks (OSNs). In this article, 

we first provide an introduction to the surveillance and 

social privacy perspectives emphasizing the narratives that 

inform them, as well as their assumptions, goals and 

methods. We then juxtapose the differences between these 

two approaches in order to understand their 

complementary, and to identify potential integration 

challenges as well as research questions that so far have been 

left unanswered.  

I. INTRODUCTION 

Can users have reasonable expectations of privacy in 

Online Social Networks (OSNs)? Media reports, 

regulators and researchers have replied to this question 

affirmatively. Even in the “transparent” world created by 

the Facebooks, LinkedIns and Twitters of this world, 

users have legitimate privacy expectations that may be 

violated [9], [11]. Researchers from different sub-

disciplines in computer science have tackled some of the 

problems that arise in OSNs, and proposed a diverse 

range of “privacy solutions”. These include software tools 

and design principles to address OSN privacy issues. 

Each of these solutions is developed with a specific type 

of user, use, and privacy problem in mind. This has had 

some positive effects: we now have a broad spectrum of 

approaches to tackle the complex privacy problems of  

OSNs. At the same time, it has led to a fragmented 

 

landscape of solutions that address seemingly unrelated 

problems. As a result, the vastness and diversity of the 

field remains mostly inaccessible to outsiders, and at 

times even to researchers within computer science who 

are specialized in a specific privacy problem. 

Hence, one of the objectives of this paper is to put these 

approaches to privacy in OSNs into perspective. We 

distinguish three types of privacy problems that researchers 

in computer science tackle. The first approach addresses the 

“surveillance problem” that arises when the personal 

information and social interactions of OSN users are 

leveraged by governments and service providers. The 
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30029-abs.html approach addresses those problems that 

emerge through the necessary renegotiation of boundaries as 

social interactions get mediated by OSN services, in short 

called “social privacy”. 

The third approach addresses problems related to users 

losing control and oversight over the collection and 

processing of their information in OSNs, also known as 

“institutional privacy” [17]. Each of these approaches 

abstracts away some of the complexity of privacy in OSNs 

in order to focus on more solvable questions. However, 

researchers working from different perspectives differ not 

only in what they abstract, but also in their fundamental 

assumptions about what the privacy problem is. 

Thus, the surveillance, social privacy, and institutional 

privacy problems end up being treated as if they were 

independent phenomena.  

II. PROBLEM STATEMENT 

The existing work could model and analyze access control 

requirements with respect to collaborative authorization 

management of shared data in OSNs. The need of joint 

management for data sharing, especially photo sharing, in 

OSNs has been recognized by the recent work provided a 

solution for collective privacy management in OSNs. Their 

work considered access control policies of a content that is 

co-owned by multiple users in an OSN, such that each co-

owner may separately specify her/his own privacy 

preference for the shared content. We distinguish three types 

of privacy problems that researchers in computer science 

tackle. The first approach addresses the “surveillance 

problem” that arises when the personal information and 

social interactions of OSN users are leveraged by 

governments and service providers. The second approach 
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addresses those problems that emerge through the 

necessary renegotiation of boundaries as social 

interactions get mediated by OSN services, in short called 

“social privacy”. The third approach addresses problems 

related to users losing control and oversight over the 

collection and processing of their information in OSNs, 

also known as “institutional privacy”. 

Advantages of The System 

• Computation cost is low. 

• Scalability is high 

• User friendly 

III. SYSTEM DEVELOPMENT 

The Social Privacy: 

Social privacy relates to the concerns that users raise and 

to the harms that they experience when technologically 

mediated communications disrupt social boundaries. The 

users are thus “consumers” of these services. They spend 

time in these (semi-)public spaces in order to socialize 

with family and friends, get access to information and 

discussions, and to expand matters of the heart as well as 

those of belonging. That these activities are made public 

to ‘friends’ or a greater audience is seen as a crucial 

component of OSNs. In Access Control, solutions that 

employ methods from user modeling aim to develop 

“meaningful” privacy settings that are intuitive to use, and 

that cater to users’ information management needs. 

Surveillance: 

With respect to surveillance, the design of PETs starts 

from the premise that potentially adversarial entities 

operate or monitor OSNs. These have an interest in 

getting hold of as much user information as possible, 

including user-generated content (e.g., posts, pictures, 

private messages) as well as interaction and behavioral 

data (e.g., list of friends, pages browsed, ‘likes’). Once an 

adversarial entity has acquired user information, it may 

use it in unforeseen ways – and possibly to the 

disadvantage of the individuals associated with the data. 

Institutional Privacy: 

The way in which personal control and institutional 

transparency requirements, as defined through legislation, 

are implemented has an impact on both surveillance and 

social privacy problems, and vice versa. institutional 

privacy studies ways of improving organizational data 

management practices for compliance, e.g., by developing 

mechanisms for information flow control and 

accountability in the back end. The challenges identified 

in this paper with integrating surveillance and social 

privacy are also likely to occur in relation to institutional 

privacy, given fundamental differences in assumptions and 

research methods. 

Approach To Privacy As Protection:  

The goal of PETs (“Privacy Enhancing Technologies”) in 

the context of OSNs is to enable individuals to engage with 

others, share, access and publish information online, free 

from surveillance and interference. Ideally, only information 

that a user explicitly shares is available to her intended 

recipients, while the disclosure of any other information to 

any other parties is prevented. Furthermore, PETs aim to 

enhance the ability of a user to publish and access 

information on OSNs by providing her with means to 

circumvent censorship. 

IV. RELATED WORK 

We investigated two forms of privacy-related behavior: self-

reported adoption of privacy preserving strategies and self-

reported past release of personal information. We 

investigated the use of several privacy technologies or 

strategies and found a multifaceted picture. Usage of 

specific technologies was consistently low—for example, 

67.0 percent of our sample never encrypted their emails, 

82.3 percent never put a credit alert on their credit report, 

and 82.7 percent never removed their phone numbers from 

public directories. However, aggregating, at least 75 percent 

did adopt at least one strategy or technology, or otherwise 

took some action to protect their privacy (such as 

interrupting purchases before entering personal information 

or providing fake information in forms). 

These results indicate a multifaceted behavior: because 

privacy is a personal concept, not all individuals protect it 

all the time. Nor do they have the same strategies or 

motivations. But most do act. Several questions investigated 

the subjects’ reported release of various types of personal 

information (ranging from name and home address to email 

content, social security numbers, or political views) in 

different contexts (such as interaction with merchants, 

raffles, and so forth). For example, 21.8 percent of our 

sample admitted having revealed their social security 

numbers for discounts or better services or 

recommendations, and 28.6 percent gave their phone 

numbers. A cluster analysis of the relevant variables 

revealed two groups, one with a substantially higher degree 

of information revelation and risk exposure along all 

measured dimensions (64.7 percent) than the other (35.3 

percent). We observed the most significant differences 

between the two clusters in past behavior regarding the 



© 2014 IJIRT | Volume 1 Issue 5 | ISSN : 2349-6002 

IJIRT 100202 INTERNATONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY  95 

 

release of social security numbers and descriptions of 

professional occupation, and the least significant 

differences for name and nonprofessional interests. 

When comparing privacy attitudes with reported 

behavior, individuals’ generic attitudes might often 

appear to contradict the frequent and voluntary release of 

personal information in specific situations.7–10 However, 

from a methodological perspective we should investigate 

how psychological attitudes relate to behavior under the 

same scenario conditions (or frames), because a person’s 

generic attitude might be affected by different factors than 

those influencing her conduct in a specific situation.17 

Under more specific frames, we found supporting 

evidence for an attitude/behavior dichotomy. For 

example, we compared stated privacy concerns to 

ownership of supermarket loyalty cards. In our sample 

87.5 percent of individuals with high concerns toward the 

collection of offline identifying information (such as 

name and address) signed up for a loyalty card using their 

real identifying information. Furthermore, we asked 

individuals about specific privacy concerns they have 

(participants could provide answers in a free text format) 

and found that of those who were particularly concerned 

about credit card fraud and identity theft only 25.9 percent 

used credit alert features. In addition, of those respondents 

that suggested elsewhere in the survey that privacy should 

be protected by each individual with the help of 

technology, 62.5 percent never used encryption, 43.7 

percent do not use email filtering technologies, and 50.0 

percent do not use shredders for documents to avoid 

leaking sensitive information. 

Analysis: these dichotomies do not imply irrationality or 

reckless behavior. Individuals make privacy-sensitive 

decisions based on multiple factors, including (but not 

limited to) what they know, how much they care, and how 

costly and effective their actions they believe can be. 

Although our respondents displayed sophisticated privacy 

attitudes and a certain level of privacy-consistent 

behavior, their decision process seems affected by 

incomplete information, bounded rationality, and 

systematic psychological deviations from rationality. 

Armed with incomplete information 

Survey questions about respondents’ knowledge of 

privacy risks and modes of protection (from identity theft 

and third-party monitoring to privacy-enhancing 

technologies and legal means for privacy protection) 

produced nuanced results. The evidence points to an 

alternation of awareness and unawareness from one 

scenario to the other18,19 (a cluster of 31.9 percent of 

respondents displayed high unawareness of simple risks 

across most scenarios). 

On the one hand, 83.5 percent of respondents believe that it 

is most or very likely that information revealed during an e-

commerce transaction would be used for marketing 

purposes; 76.0 percent believe that it is very or quite likely 

that a third party can monitor some details of usage of a file 

sharing client; and 26.4 percent believe that it is very or 

quite likely that personal information will be used to vary 

prices during future purchases. On the other hand, most of 

our subjects attributed incorrect values to the likelihood and 

magnitude of privacy abuses. In a calibration study, we 

asked subjects several factual questions about values 

associated with security and privacy scenarios.  

Participants had to provide a 95-percent confidence interval 

(that is a low and high estimate so that they are 95 percent 

certain that the true value will fall within these limits) for 

specific privacy-related questions. Most answers greatly 

under or overestimated the likelihood and consequences of 

privacy issues. For example, when we compared estimates 

for the number of people affected by identity theft 

(specifically for the US in 2003) to data from public sources 

(such as US Federal Trade Commission), we found that 63.8 

percent of our sample set their confidence intervals too 

narrowly—an indication of overconfidence.20 of those 

individuals, 73.1 percent underestimated the risk of 

becoming a victim of identity theft.  

Similarly, although respondents realize the risks associated 

with links between different pieces of personal data, they 

are not fully aware of how powerful those links are. For 

example, when asked, “Imagine that somebody does not 

know you but knows your date of birth, sex, and zip code. 

What do you think the probability is that this person can 

uniquely identify you based on those data?,” 68.6 percent 

answered that the probability was 50 percent or less (and 

45.5 percent of respondents believed that probability to be 

less than 25 percent). According to Carnegie Mellon 

University researcher Latanya Sweeney,21 87 percent of the 

US population may be uniquely identified with a 5-digit zip 

code, birth date, and sex.  

In addition, 87.5 percent of our sample claimed not to know 

what Echelon (an alleged network of government 

surveillance) is; 73.1 percent claimed not to know about the 

FBI’s Carnivore system; and 82.5 percent claimed not to 

know what the Total Information Awareness program is. 

Our sample also showed a lack of knowledge about 

technological or legal forms of privacy protection. Even in 
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our technologically savvy and educated sample, many 

respondents could not name or describe an activity or 

technology to browse the Internet anonymously to prevent 

others from identifying their IP address (over 70 percent), 

be warned if a Web site’s privacy policy was 

incompatible with their privacy preferences (over 75 

percent), remain anonymous when completing online 

payments (over 80 percent), or protect emails so that only 

the intended recipient can read them (over 65 percent). 

Fifty-four percent of respondents could not cite or 

describe any law that influenced or impacted privacy. 

Respondents also had a fuzzy knowledge of general 

privacy guidelines. For example, when asked to identify 

the OECD Fair Information Principles,22 some 

incorrectly stated that they include litigation against 

wrongful behavior and remuneration for personal data 

(34.2 percent and 14.2 percent, respectively). 

Bounded rationality 

Even if individuals have access to complete information 

about their privacy risks and modes of protection, they 

might not be able to process vast amounts of data to 

formulate a rational privacy-sensitive decision. Human 

beings’ rationality is bounded, which limits our ability to 

acquire and then apply information.13 First, even 

individuals who claim to be very concerned about their 

privacy do not necessarily take steps to become informed 

about privacy risks when information is available. For 

example, we observed discrepancies when comparing 

whether subjects were informed about the policy 

regarding monitoring activities of employees and students 

in their organization with their reported level of privacy 

concern. Only 46 percent of those individuals with high 

privacy concerns claimed to have informed themselves 

about the existence and content of an organizational 

monitoring policy. Similarly, from the group of 

respondents with high privacy concerns, 41 percent admit 

that they rarely read privacy policies. 

 

 

 

 

 

 

 

 

 

 

 

EXPERIMENTAL RESULTS 

 

The techniques developed in assume that each party has an 

internal device that can verify whether they are telling the 

truth or not. 

 

V. CONCLUSION 

By juxtaposing their differences, we were able to identify 

how the surveillance and social privacy researchers ask 

complementary questions. We also made some first attempts 

at identifying questions we may want to ask in a world 

where the entanglement of the two privacy problems is the 

point of departure. We leave as a topic of future research a 

more thorough comparative analysis of all three approaches. 

We believe that such reflection may help us better address 

the privacy problems we experience as OSN users, 

regardless of whether we do so as activists or consumers. 
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