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Abstract— The current security systems have weaknesses which 

can be vulnerable to threat. Textual passwords are commonly 

used. Users usually choose meaningful words from dictionaries, 

which make it easy to crack and revealed vulnerable to hacking 

or brute force attacks. Many graphical passwords have a 

password space that is less than or equal to textual password 

scheme. Smart cards or tokens can be lost or stolen. Many 

biometric authentications have been proposed but some people 

refuse because of their intrusiveness and effect on their privacy. 

This paper represents   multifactor authentication scheme 3D 

Password. It include all the types of security schemes Textual, 

Graphical and many others but  users provided option to choose 

the level of security and user acceptability. More over we provide 

a 3D virtual environment to navigate and interact with various 

objects  more effectively and productively, The sequence of 

actions and interactions made by the user towards the objects 

inside the 3D environment constructs the user's password. 

Index Terms— Authentication, Textual  passwords, Biometrics, 

Graphical passwords, 3D passwords, 3D virtual environment. 

I.          BACKGROUND 

    The Dramatic increase of computer usage has lead to  rise 

many security concerns. One of the most important security 

concern is authentication, which is process of  identifying an 

individual, usually based on a username and password. In 

general, human authentication techniques can be classified as 

1 Knowledge based (what you know) 

2 Token based  (what you have) 

3 Biometrics (what you are) 

Knowledge-based authentication can be further divided into 

two categories as: 1)Recall based and 2)Recognition based [6]. 

Recall-based techniques require the user to reproduce a secret 

that is created before. Recognition based techniques require 

the user to identify and recognize the secret, or part of it, that 

the user selected before. One of the most common recall-based 

authentication schemes used  is textual passwords. One major 

drawback of  the textual password  is  its  two conflicting  

requirements:  the selection of  passwords should be easy to 

remember, at the same time it should be  hard  to guess. 

Klein[1] collected alphanumerical passwords of  nearly 15,000 

accounts and  he reached  the following observation: 25% of  

the passwords were guessed by using well-formed dictionary 

of  3 ×  10^6  words. Full textual password space for eight-

character passwords consisting of alphanumeric value is 

almost  2 ×  10^14  possible passwords, which  is easy to 

crack 25% of  the passwords by using only a small  subset of  

the full password space. Graphical password schemes have 

been proposed as a possible alternative to text-based schemes, 

motivated by the fact that humans can remember pictures 

better than text [2]. The first graphical password schema was 

introduced by Blonder [2], which was based on  idea of having 

a predetermined image, the user can select or touch regions of 

the image causing the sequence and the location of the touches 

to construct the user’s graphical password. Graphical 

passwords can be divided into two categories as follows: 1) 

recognition based and 2) recall based. Various graphical 

password schemes have been proposed. Graphical passwords 

are based on the idea that users can  recall  and  recognize 

pictures better than words. Some of  graphical password 

schema recall based are: Draw a Secret (DAS), is simply a 

grid in which the user creates a drawing. The user’s drawings, 

which consist of strokes, are considered to be the user’s 

password. It becomes very hard to recall for very large grid 

size. PassPoint[5]: system extended Blonder’s idea by 

eliminating the predefined boundaries and allowing arbitrary 

images to be used. Where user is free to select any point on 

the picture as password (PassPoint). But its time consuming 

also vulnerable to guessing attacks. Cued Click Point[5]; 

rather than five click-points on a image (as PassPoint), CCP 

uses one click-point on five different images shown in 

sequence. Some of  graphical password schema . recognition 

based are: Story schema[5]; to form a story line it requires the 

selection of pictures of objects (people, cars, foods, airplanes, 

etc.),  which  is an insecure authentication  scheme. Déjà 

Vu[3]; this process authenticates users by choosing portfolios 

among  temptation  portfolios. These portfolios are art  

randomized  portfolios. Each image is derived from 8-B seed 

that is in plain text format. Therefore, an authentication server 

does not need to store the whole image; it simply needs to 

store the 8-B seed. Users spent more  time on browsing  to 

create image portfolios than passwords. Passface [5]  is a 

technique developed on the assumption that people can  recall 

human faces easier than other pictures. The basic idea is; user 

is asked to choose four images of  human faces from a face 

database  as their future password. In authentication stage, 

user can see a grid of nine faces, consisting of one face 

previously chosen by the user and eight temptation faces. If 

user recognizes, clicks anywhere on the known face. If user 

correctly identifies the four faces; authenticated successfully. 

Most of the graphical passwords can be easily recorded while 



© 2014 IJIRT | Volume 1 Issue 5 | ISSN : 2349-6002 

IJIRT 100208 INTERNATONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY  285 

 

the legitimate user is performing; thus, it is vulnerable to 

shoulder surfing attacks. Currently, most graphical passwords 

are still in their research phase and require more enhancements 

and usability studies to deploy them in the market. From many 

authentication systems, particularly in banking, require not 

only Knowledge based (what the user knows) but also token-

based  (what the user possesses), which can  be vulnerable to 

fraud, loss or  theft. The most secure system is the biometrics. 

Many biometric schemes have been proposed; fingerprints, 

palm prints, hand geometry, face recognition, voice 

recognition, iris recognition and retina recognition are all 

different biometric schemes. some human properties are 

vulnerable to change by time due to several reasons such as 

aging, scarring, face makeup, hairstyle and  sickness. Each 

biometric recognition scheme has its advantages and 

disadvantages based on several factors such as consistency, 

uniqueness and  acceptability. One of the main drawbacks of 

applying biometrics is  its intrusiveness upon  a user’s 

personal characteristics. Most biometric systems require a 

special scanning device  to authenticate users, that  involves 

additional hardware costs as scanners. which is not applicable 

for  remote and  Internet users. Biometrics cannot be revoked, 

which leads to a confusion in case the user’s data has been 

forged. Unlike other authentication schemes where the user 

can alter his textual password in case of a stolen password or 

replace his/her token if it has been stolen or forged, a user’s 

biometrics cannot be  revoked. After going through the defects 

in the above mentioned schemes  we will easily agree to the 

fact  that  no security system is as  safe  as applicable as it 

appears to be. So, this paper come with a better  idea, "3D 

Password".  

II. 3D PASSWORD 

The 3D password  is a multifactor authentication scheme. It 

can combine all existing authentication schemes into a single 

3D virtual environment. This 3D virtual environment contains 

several objects with which the user can interact. The type of 

interaction  varies from one object to another. The 3D 

password is constructed by observing the actions and 

combination and sequences of  the user interactions. 

A. 3D PASSWORDS SCHEMA 

The 3D password scheme should be combination of recall-, 

recognition-, biometrics- or token-based authentication  

schemes. Scheme should provide secrets that should be easy to 

remember and very difficult to guess for intruders, not easy to 

write down on paper and difficult to share with others. Scheme 

should provide secrets that can be easily revoked or changed. 

Users should have freedom to choose scheme for combination, 

which can provide high user acceptability. 

B.   3D PASSWORD OVERVIEW  

3D password is simply the combination and the sequence of 

user interactions that occur in the 3D virtual environment. The 

3D password can combine recall, recognition, biometrics and 

token-based  systems  into one  authentication scheme. 

Designing a 3D virtual environment make it possible, these 

scheme contains objects that request information to be 

recalled, information to be recognized, tokens to be presented, 

and  biometrical data to be verified. 

Virtual objects can be any object that we encounter in real life. 

Any actions-interactions to the real-life objects can be done 

with virtual objects in the virtual 3D environment . We can 

have the following objects: 

 

 A computer with which the user can type; 

 A fingerprint reader that requires the user’s 

fingerprint; 

 A biometrical recognition device; 

 A white board that a user can write, sign or  

draw on; 

 An automated teller machine (ATM) that 

requests a token; 

 A light that can be switched on/off; 

 A television or radio where channels can be 

selected; 

 Any graphical password scheme;  

 Any real-life object;  

 Any upcoming authentication scheme.  

C. WORKING OF  3D PASSWORD 

Following are the steps for authentication (fig.1): 

 User will connect to the server for system login. 

 By successful login, client-server connection 

registration form will be filled up. 

 User will now enter into virtual 3D environment. 

 Now authentication steps will be performed  

according to preset design. 

 User enters his textual password. If successfully 

logged in, it will enter into graphical password 

window else it will go back to Login form. 

 Successfully logged in graphical password, will 

allow various services to be performed such as 

biometrics and tokens. 

 Services include Open (), Save (), Delete () and 

Upload () etc.. 

 Finally,  logout from the 3D environment. 
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D. 3D PASSWORD SELECTION AND INPUTS 

Let us consider 3D virtual environment space of  size G × G × 

G. The 3D environment space is represented by the 

coordinates (x, y, z) ∈ [1, . . ., G] × [1, . . , G] × [1,. . ., G]. The 

objects are distributed in the 3D virtual environment with 

unique (x, y, z) coordinates. User can navigate into 3D virtual 

environment and interact with various objects. The initial 

representation of user actions in the 3D virtual environment 

can be recorded as[1] follows: 

 

(10, 24, 91) Action = Open the office door;  

 (10, 24, 91) Action = Close the office door; 

 

 

Fig 1 – State Diagram of 3D virtual environment[5] 

 

(4, 34, 18) Action = Typing, “H”;  

(4, 34, 18) Action = Typing, “E”;  

(4, 34, 18) Action = Typing, “L”;  

(4, 34, 18) Action = Typing, “L”;  

(4, 34, 18) Action = Typing, “O”;  

(10, 24, 80) Action = Pick up the pen;  

(1, 18, 80) Action = Drawing, point = (330, 130) 

 

III. 3D VIRTUAL ENVIRONMENT 

To create 3D password system, need to design a 3D 

environment that reflects the administration needs and the 

security requirements. The design of  3D virtual environments 

should follow these guidelines. 

a. Real-life similarity : Possible actions and interactions 

of virtual objects should reflect real-life situations. 

Object responses should be realistic. 

b. Object uniqueness and distinction : Attributes of 

every virtual object are even such as position. Thus, 

the prospective interaction of obj1 != obj2.  

c. 3D virtual environment size : A large 3D virtual 

environment will increase the time required by the 

user to perform a 3D password. Moreover, a large 3D 

virtual environment can contain a large number of 

virtual objects and a small 3D virtual environment 

usually contains only a few objects. 

d. Number of objects (items) and their types: As part of 

designing 3D virtual environment is determining the 

type of object (what kind of responses the object will 

have) and how many objects should be placed in the 

environment. The types of objects reflect what kind 

of responses the object will have. 

e. System importance: 3D virtual environment should 

consider what systems will be protected by a 3D 

password. The number of objects and the types of 

objects that have been used in the 3D virtual 

environment should reflect the importance of  the 

protected system. 

 

IV. ATTACKS AND COUNTERMEASURES 

 

a. Brute Force Attack: The attacker has to attempt all 

possible 3D passwords. This kind of attack is very 

difficult for the following reasons.  

 Required time to login: Time taken to 

perform successful login using 3D password 

varies depending on size, number of actions 

& interactions using objects in 3D virtual 

environment. 

 Cost of attack: 3D password scheme can be 

implemented in 3D virtual environment & 

its creation costs very high. 

b. Well-Studied Attack: attacker has to study all the 

existing authentication schemes that are used in the 

3D environment. User has to further study about 

user's selection or combination of objects as 3D 

password, which provide different responses for 

types of 3D virtual environment. It is hard for 
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attacker to crack 3D password. 

c. Shoulder Surfing Attack: Attacker use camera to 

capture & recording of, 3D password. One of the 

most effective attack on 3D password & also to some 

of graphical passwords. Not possible for biometrics 

and textual password.  

d. Timing Attack: Observing time that legitimate user 

take to perform a successful login using the 3D 

password. This observation gives the attacker mere 

hints. So, it would probably be launched as part of a 

well-studied or brute force attack. Timing attacks can 

be very effective if virtual 3D environment is poorly 

designed. 

e. Key Logger : Attacker install software called key 

logger on system where authentication scheme is 

used. It stores text entered through keyboard, in the 

text file. This attack is more effective individual only,  

not so affective to 3D password. 

V. 3D PASSWORD APPLICATIONS 

The 3D password can have a password space that is very large 

compared to other authentication schemes. So, 3D password’s 

main application domains are protecting critical systems and 

resources. 

a.  Critical servers – Many large organizations have 

critical servers that are usually protected by a textual 

password. A 3D password authentication proposes a 

sound replacement for a textual password. 

b.  Nuclear and military facilities – 3D password has 

very large probable password space and since it can 

contain token, biometrics and knowledge-based 

authentications in a single authentication system. 

c. Airplanes and jet fighters – There are  possible threat 

of  misusing  airplanes and jet fighters for religious-

political agendas, which are  protected by a powerful 

authentication system. 

 A small virtual environment can be used in systems such as: 

 

• ATM 

• Personal Digital Assistance 

• Desktop Computers & laptop logins 

• Web Authentication 

 

VI. LITERATURE REVIEW 

TABLE I: Comparison of major 3D password techniques 

AUTHOR PUBLICATION 

& YEAR 

METHODOLOGY LIMITATIONS 

Alsulaima et al [4-5] IEEE 2006, 

2008 

Users navigate and interact with objects  of virtual 

3D environment. The combination of all 

interactions, actions and interactions towards 

objects and virtual 3D environment, constructs 3D 

password. Combination of  Recall based + 

Recognition Based + Token Based + Biometric 

scheme can create 3D password.  

Cannot resist strong shoulder-

surfing, well known attacks, 

time and memory requirement 

is large compare to other 

typical authentication schemes. 

Georgakakis et al[9] IEEE 2010 NAVI authentication scheme, a novel graphical 

password scheme where the credentials of the user 

are a route designed on a predetermined map. The 

user selects the starting and the ending point and the 

route is calculated by the provider of the route 

planning service. 

Cannot resist countering 

shoulder-surfing and key 

logger/spyware attacks 

SK Hafizul Islam 

[10] 

Springer 2014 Three factor  password authentication(TF-PWA) 

scheme based on extended chaotic maps(ECM), 

based on chaos theory include different 

cryptosystems with other authentication schemes. 

ECM-TF-PWA scheme is secure on the difficulties 

as  man-in-middle attack of chaotic map-based 

Cannot resist Well studied , 

Key logger/Spyware attacks 
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VII. CONCLUSION 

 

The 3D password is multifactor authentication scheme 

which combines various authentication schemes into a 

single 3D virtual environment. The virtual environment can 

contain any existing authentication scheme or even any 

upcoming authentication schemes by adding it as a response 

to actions performed on an object. The design of 3D virtual 

environment consist of choosing objects inside the 

environment and the object’s type reflect the resulted 

password space. The user’s  preferences and requirements 

reflects by allowing him/her choosing authentication 

scheme as part of  3D password. Designing various kinds of  

3D virtual environments, deciding on password spaces and  

interpreting user feedback and experiences from such 

environments will result in enhancing and improving the 

user experience of the 3D password. Moreover, gathering 

attackers from different backgrounds to break the system is 

one of the future works that will lead to system 

improvement and prove the complexity of  breaking  a 3D 

password. 
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