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Abstract- Software Security is an important part of Software
development as the risk from attackers is constantly evolving
through increased exposure. The main drawback in current
approach is more concerned towards software requirement and
not towards the security requirement of the software in SDLC.
There are various techniques to identify the vulnerabilities which
can be eliminated with the help of security pattern in software
development life cycle. But the main concern is about which
pattern is more efficient and can eliminate the vulnerabilities
efficiently. The Security pattern must be applied in the Design
phase and validated using USE TOOL that all the threats are
mitigated. But Main aim is to identify the J2EEE pattern which
can be implemented in spring Security Framework with the help
of available Classes of Spring Security and this framework is
more concern about Authentication and Authorization. So we
are also focusing on both of this area. After identification of
Security pattern it is tested in Design phase and checked Using
USE TOOL whether it is mitigating all the threat and finally it is
implemented in Spring Security Framework.

Index Terms— Security pattern, secure software, software
vulnerability, spring security framework.

I.  INTRODUCTION

Software security is an important quality aspect of any
software system that manages valuable data and processes. If
a system is not adequately secure, operational, reputational
and business stakes rise significantly for both the users and
owners of such a system

A Software Security Pattern [1] is defined as a generic well
defined security solution proposed by software security
experts to solve a recurrent problem in a given context. Using
security patterns, developers can address security issues such
as authentication, Authorization. Along with increasing
popularity of security engineering with patterns, it is
necessary to provide directions and guidelines helping system
designers who are not security experts. Applying security
patterns so far there is no clear, well documented and accepted
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process dealing with their full integration from earlier phases
of software development until production of code [2].

But now again question arise that how developer integrate
security pattern in secure software development process. And
how apply security pattern so it give guarantee that threats and
vulnerabilities are mitigated.Thus, our research aim to answer
these research questions (RQ).

RQ1: Whether the Security pattern can be applied in Spring
Security Framework.

RQ2: How software developer can apply security pattern in
SDCL.

RQ3: How developer can validate that the applied Security
pattern is Successful in mitigating the threat.

The organization of this document is as follows. In Section 2,
the detail study of Spring Security framework and identifation
of Security pattern is briefed. In Section 3, an approach to
implement the security pattern in SDLC is proposed and in
Section 4 conclusion is given.

1. BACK GROUND

What is Security Pattern?

“A security pattern describes a particular recurring security
problem that arises in specific contexts and presents a well-
proven generic scheme for its solution.”

Details of Spring Security Framework:

The core classes and their dependencies are shown in
Figure. The Authentication class stores user information. It is
part of a SecurityContext class for every authenticated user in
an application. An AuthenticationManager loads this data and
which verifies the authenticity of users using offered
credentials and information from a user store.
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Identification of Security pattern and Classes of Spring
Security Framework which can be applied to mitigate the
threats

The below table gives the general information about the
threats, its countermeasure, security pattern as a
countermeasure, and classes of spring Security Framework
which can implemented as Security pattern.

Threats

Identified classes for
implementation in spring
Security

1)Custom Validation
2)Javax validation

3)bean validation

Countermeasure Security design pattern

(as Countermeasure)

1)Buffer overflow
{leads to DOS attack)
2)Cross-site scripting
3)5QL Injection
1)Network eavesdropping
(spoofing identity)
2)brute force attacks
3)dictionary attacks
4)cookie replay
5)credential theft
1)Elevation of privilege
2)disclosure of
confidential data

Input Validation 1)intercepting validater

Identification and 1)Authentication
enforcer

1)Accountlockout

1) authentication manager,

Authentication 2)authentication provider

Access control 1)Authorization Enforcer | 1)Accessdecision manager

3)data tempering

1)5ession Hijacking
2)session replay
3)man in middle

Session management | 1)5ecure session
manager

2)5ecure pipe

1)5ecure channel

1)user denies performing
an operation(repudation)
2)attacker exploits an
application without trace
3)attacker covers hisor
her tracks

Auditingand logging | 1)5ecure logger 1)logger

Authentication and Authorization pattern identification
A focus was put on authentication and authorization pattern as

these are the main focus of the spring Security framework also.

Authentication Patterns

1) Authentication Information.

The main interface for implementing the Authentication
Information pattern is the Spring Security Authentication
interface, as its implementation offers information depending
on the authentication mechanism. The Authentication
interface is closely coupled to the Authentication Provider that
loads the user information.

2) User Store pattern

Accessing storages with the Spring Security framework, as
required by the User Store pattern, is achieved through
different implementations of the Authentication Provider
interface. Each implementation represents a different User
Store and uses varying Authentication concretions.

3) Authentication Enforcer

Authentication Enforcer pattern is implemented using the
filter chain  mechanism introduced by the Java
ServletSpecification.UsernamePasswordAuthenticationFilter
tries to authenticate the client using the configured
AuthenticationManager.
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The filter chain and authentication provider offers flexibility
in adding new authentication mechanisms and user stores
needed to support the Authentication Enforcer pattern.

Authorization Patterns

1) Role-Based Access Control

RBAC raises the need for defining Roles of Users. In Spring
Security Roles are called (Granted-) Authorities. Authorities
can be assigned to Users via configuration or loaded from a
User Store.

2) Attribute-Based Access Control

ABACI9] is not directly supported by Spring Security, but can
be easily implemented. Spring Security offers the Spring
Expression Language (SpEL) to describe access control.
Instead of annotating a right to methods or to a URL,
expressions can be used. When evaluating to True, access is
granted.

3) Identity —Based Access Control

IBAC [9]. In IBAC the set up of a database, holding the ACL
and the configuration of Spring Security to use a database, is
shown. For each Resource an Access Control Entry can be
added to the database, giving specific Permissions to a Subject.
4)Authorization Enforcer

the Authorization Enforcer pattern can be implemented by
using Spring Security access control.

I11. PROPOSED APPROACH

In the proposed method as per [10] we decided to check the
security concerns from the early phases of the life cycle like
requirement phase and design phase.

In requirement Phase when the Identification of assets and
stake holder and interaction between them is done with the
help of Use case Diagram. We will Study the possible threats
and vulnerability on the assets which are valuable in the
system. And after analysing the possible attack we will
identify the Security pattern as a countermeasure to the threat.
In Design phase, when the Counter measure is Identified we
will implement it in USE tool [11] to check whether the
Security Pattern as Countermeasure Can Successfully
Eliminate the identified threat.
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We will perform the following steps:

1. Design Conceptual model of the web application

2. Apply MASG model to identify the assets ,threat and
countermeasure on conceptual model

3. ldentify Security pattern/classes of Spring Security
which can Countermeasure the Identified Threats.

4. Trade off Analysis- in Trade off analysis, the best
possible security pattern is pick from the Collection
of Security pattern of same kind.

5. Implement the Selected Security Pattern/classes of
spring Security in the Design Phase with the help of
USETool [11].

6. After Implementing, With the help of Security

Requirement table, we will check whether the
Security pattern implemented is successful in
eliminating threats.
If Security Requirement Satisfies then pattern is
implemented successfully then Security pattern is
validated but if it comes false. Then the identification
of new security pattern is to be done which is the best
possible suit.

7. Then follow Step: 3 to Step: 7.

8. If Security Pattern is validated then implement it in
Spring Security framework.

Case Study

Using our approach we try to design Secure Flight
Reservation System. In which based on countermeasure we
define security requirement and based on that we select set of
j2ee security pattern to make secure shopping cart. Using
definition of security pattern we try to create test case and
using it we make sure that our method can contribute to
mitigate all threats in early phases of SDLC.
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Stepl.Using conceptual model of Flight Reservation System
create use case diagram to find non security asset and
functional requirement. It describes functional requirement of
flight reservation system or goal of user of cart application.

_ Registration

Login

Customer ¢ Searchfor )
SR

(& Book ticket

Payment

Step2. Apply MASG model on Use-case and find asset ,threat
and counter measure.

Make payment

<<assot>>

7
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e |z || i
 mmm—————

<<Threptens>> <Trreatens>> Attacker

<<Tivedtens>s

v
<<mitigate>>
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Step3. Now based on security requirement choose set of
security pattern which can Fulfill security requirement and
mitigate threats.

Countermeasure Security pattern

Identification and Authentication

Authentication

Access control Authorization

Input and Data Intercepting validator

validation

Auditing and logging Log and audit

Access control Single Sign on

Session management Session management

Centralization of control | Secure base action

Secure communication Secure pipe

Confidentiality Cryptography and
Authorization

Step4. Design class diagram with considering security means
that class diagram with applying security pattern/ Classes of
Spring Security framework.

-

Principal : String | __ —
Cregentisl :Sting | —————ULAUTH ===
acoess | =_— o [issuthenticated  Boolean
\ Securty,_ holds | Get_Authorties)
1 ————"" | Get_principal()
Payment_UI % LT ey credes
gLu Y e— Get_crendential)
= 7 =
get_Adthentication_object e o o)
request| / Credential - String
Authentgen
Fayment Controlier ‘Abstract_security_intercepter S
maks_3_payment : Boolean |INer2Ff get_Authentication_object From_SecConHoider() authentication_provider
make_a_payment() Get_securad_cbject Determine Request is_Secured ot puslcl)| oore ey raconject
ke Get_accessDacision_mamagsr)
| Get_authentication_manager() ———— [ Security_metadata_source| provieert
| grand_acoess() ‘Secured_object : Eoolean
asset
ask_for. ¢
name - String o oAuth_Authentication
price : Integer li“i;"—“l‘ Check_ldentity()
user_id - String T use_| create_acaesstoken()
FlightDetail_id - Integer luses User siore  |—"
date - String “. Principal - String
Creditcard_no : Integer Cradentisl - Strng
Cracitoant o nteger || 20853 Besision manager

Is_allowedifall_abstrain_decision()
grand_access()

Step5. Using definition of applied security pattern create test
case in OCL [17]
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Step6. now give input to USE tools [11] as class diagram
(step4) and test case (step5).Execute tests to validate an input
model satisfies security requirements and set of security
pattern which we applied is creates secure and robust design
of given application.

3 2 /
Condition | The Same Principal and | Yes | Yes | Yes [ Yas [ Mo [Me |No | Mo
credential that are inputted
imto ‘Login UJI' exists in

“Usar stora’

Accass permission is given | Yes | Yes [ No [Neo [ Yas [ Yas |No | Mo
in ‘Role’ to which User
balong

Sanitize Input Dats in TUT Ves [No [ Ves [No [Yas [Ho [ VYas [Ho
Consider Fagular user X X X X

Consider Mon Fagular user

Consider that User have [ X

acczss Parmission
Consider the user Doss not X X X X
have access parmission
Consider that wvalid input | X X X
data is used
Consider that invalid input X X X X
data is used
Exscutz ‘makes s payment | X
process’

Mot Exzcuts
payment process’

Actions

‘maks a X [X X X [X X [X

Step8. Implement the Security pattern/spring classes which is
validated in Use tool in Spring Security Framework and check
7 hether the Security Requirement if fulfilled.

0% S0 R SRR At )

IV.CONCLUSION

Based on our studies, we found that the Spring Security
Framework is a open source java framework, which provides
authentication, authorization and access control Solution. We
also found that the Security pattern is Quiet helpful in giving
Best possible Solution to the Security problem. But we are
quite surprised by reviewing the papers that there are no
methodology to use the security pattern in Spring Framework.
So we proposed a method by which Software developer can
Implement and validate the security pattern in Design phase of
SDLC Using USE Tool and implement it in spring framework
in implementation phase
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