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Abstract- The amount of data and the user’s demands of 

accessing these data both are increasing rapidly. As the 

cloud computing environment provides great flexibility 

and availability for the data as and when required, data 

owners are motivated to outsource their large amount 

of documents from local system to commercial public 

cloud. When users wants particular document from the 

cloud servers they gets readily available, but at the same 

time this kind of computing model brings challenges to 

the security and privacy of data stored in cloud servers. 

So to maintain this privacy this project proposes model 

with Attribute-based encryption (ABE) technology to 

design fine-grained access control system, which 

provides one good method to solve the security issues in 

cloud setting. Outsourced ABE (OABE) with fine-

grained access control system can largely reduce the 

computation cost for users who want to access 

encrypted data stored in cloud by outsourcing the heavy 

computation to cloud service provider (CSP). As their 

are large number of files, this project present a new 

cryptographic primitive called attribute-based 

encryption scheme with outsourcing key-issuing and 

outsourcing decryption, which can implement keyword 

search function (KSF-OABE). Instead now a days, there 

are large number of data users and also large number 

of documents in cloud, makes it crucial for the search 

service based on providing single keyword. This 

demands multiple keyword search query and provide 

result similarity ranking to meet the effective data 

retrieval needs. With this demands the proposed system 

solve the challenging problem of multiple keyword 

searching over cloud data. Here, the proposed and 

develop system takes multiple keywords for searching 

documents stored in cloud in encrypted format along 

with outsourcing key-issuing facility by third party 

auditor(TPA), that achieves privacy preservation and 

gives the matched document properly as a result. 

 

IndexTerms-Attribute-based encryption (ABE), cloud 

service provider (CSP), Outsourced ABE (OABE), 

Outsourced Attribute-based encryption with keyword 

search function (KSF-OABE), Trusted Authority (TA). 

I. INTRODUCTION 

In today's information technology with increasing use 

of internet, clients that need high warehousing and 

processing power have a tendency to outsource their 

information, sensitive data and administrations to 

clouds. Clouds empower clients to remotely store and 

access their information by bringing down expense of 

hardware possession while giving strong and quick 

administrations [1]. The significance and need for the 

protection for saving pursuit procedures are 

significantly more claimed in the cloud applications. 

As the data stored in cloud computing environment is 

in much large amount, searching from that much data 

is bit critical [2]. The query that comes in our mind 

from here is, given an arrangement of keywords, how 

would we use for secure storage of information in the 

cloud and how to give the access permission? 

Cloud computing is a new computation model in 

which computing resources is regarded as service to 

provide computing operations. This kind of 

computing paradigm enables us to obtain and release 

computing resources rapidly. So we can access 

resource-rich, various, and convenient computing 

resources on demand [3]. The computing paradigm 

also brings some challenges to the security and 

privacy of data when a user outsources sensitive data 

to cloud servers. Many applications use complex 

access control mechanisms to protect encrypted 

sensitive information. Sahai and Waters [4] addressed 

this problem by introducing the concept for ABE. 

This kind of new public-key cryptographic primitive 

enables us to implement access control over 

encrypted files by utilizing access policies associated 

with ciphertext or private keys. Two types of ABE 

schemes, namely key-policy ABE (KP-ABE) and 

ciphertext-policy ABE (CP-ABE) are proposed in 

this system. And for access the proposed system 
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concentrates on the arrangement of multi-keyword 

search over data that is mainly stored in the cloud [5]. 

For KP-ABE scheme, each ciphertext is related to a 

set of attributes, and each user‟s private key is 

associated with an access policy for attributes. A user 

is able to decrypt a ciphertext if and only if the 

attribute set related to the ciphertext satisfies the 

access policy associated with the user‟s private key. 

For CP-ABE scheme, the roles of an attribute set and 

an access policy are reversed. 

To actuate the search for the multiple keyword for 

successfully using of outsourcing cloud information 

under the previously stated model, this framework try 

to proposed by considering the security 

contemplations too. The framework is required to 

give the accompanying security with ABE and 

execution ensures as for Multiple keyword Search: 

To plan search which permit multiple keyword query 

and give result similarity ranking to authoritative 

information recovery [6]. Privacy-Preserving: To 

keep the cloud server from taking in extra data from 

the dataset and the record, and to meet the essential 

security necessities.  

The system proposed and develop here contains the 

two more mechanism that helps to perform the task 

more properly. The Security providing and 

authentication is done by Third party auditor (TPA),  

who always performs these task efficiently and after 

this security checks the user of data or owner of the 

data is able to uploading and downloading of data in 

public cloud environment. Along with this the 

records of large amount of data stored on cloud is 

available to cloud service provider which also 

performs the task of proper and secure storage. The 

remaining paper organized as, section II performs the 

study of literature and related work done by different 

authors. Section III contains the architecture of the 

system that shows storing and accessing of 

information in secure manner. Section IV shows 

different techniques proposed here for applying 

security to cloud storage and access with multiple 

keyword search function. Finally, section V 

concludes the paper. 

 

II. LITERATURE REVIEW & RELATED WORK 

 

Bethencourt et al. [7] provided a CP-ABE scheme, 

ensuring confidentiality of encrypted data stored even 

if the storage server is untrusted. In order to 

withstand collusion attack and avoid sensitive 

information leakage from access structure. Deng et 

al. constructed a ciphertext-policy hierarchical 

attribute based encryption (CP-HABE) with short 

ciphertext, which enables a CP-HABE system to host 

many users from different organizations by 

delegating keys. In CPABE scheme, a malicious user 

maybe shares his attributes with other users, which 

might leak his decryption privilege as a decryption 

black box due to financial profits. 

The author in Cryptographic Cloud Storage paper [8] 

said that when the benefits of using a public cloud 

infrastructure are clear, it introduces significant 

security and privacy risks. In fact, it seems that the 

biggest obstacle to the adoption of cloud storage is 

concern over the confidentiality and integrity of data. 

In [8], an overview of the benefits of a cryptographic 

storage service, for example, reducing the legal 

exposure of both customers and cloud providers, and 

achieving regulatory compliance is provided. Besides 

this, cloud services that could be built on top of a 

cryptographic storage service such as secure backups, 

archival, health record systems, secure data exchange 

and e-discovery is stated briefly. 

The author in this paper [9], proposed the Division 

and replication of data in cloud with Attribute based 

encryption. In the proposed system, a cloud storage 

security scheme that collectively deals with the 

security and performance in terms of retrieval time. 

The data file was fragmented and the fragments are 

dispersed over multiple nodes. And CP-ABE scheme 

that provides outsourcing key-issuing, decryption and 

keyword search function. This scheme is efficient 

since it need to download the partial decryption 

ciphertext corresponding to a specific keyword. In 

the proposed scheme, the time-consuming pairing 

operation can be outsourced to the cloud service 

provider, while the slight operations can be done by 

users. Thus, the computation cost at both users and 

trusted authority sides is minimized, with help of 

trapdoor provider work is reduces.  

Organizations, companies store more and more 

valuable information is on cloud to protect their data 

from virus, hacking. The benefits of the new 

computing model include but are not limited to: relief 

of the trouble for storage administration, data access, 

and avoidance of high expenditure on hardware 

mechanism, software, etc [10]. Ranked search 

improves system usability by normal matching files 
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in a ranked order regarding to certain relevance 

criteria mainly based on keyword frequency.  

The author in paper [10], propose a semantic multi-

keyword ranked search scheme over the encrypted 

cloud data, which simultaneously meets a set of strict 

privacy requirements. Firstly, we utilize the “Latent 

Semantic Analysis” to reveal relationship between 

terms and documents. The relationship between terms 

is automatically captured. The proposed scheme 

could return not only the exact matching files, but 

also the files including the terms latent semantically 

associated to the query keyword. Here the proposed 

system meanwhile supports latent semantic search 

and uses the vectors consisting of TF values as 

indexes to documents. These vectors constitute a 

matrix, from which we analyze the latent semantic 

association between terms and documents by LSA. 

Taking security and privacy into consideration, 

author employ a secure splitting k-NN technique to 

encrypt the index and the queried vector, so that we 

can obtain the accurate ranked results and protect the 

confidence of the data well.  

The author in [11], proposed a file-level authorized 

private keyword search (APKS) scheme over 

encrypted cloud data. However, it incurs additional 

communication cost, since whenever users want to 

search, they have to resort to the attribute authority to 

acquire the search capabilities. Moreover, this 

scheme is more suitable for the structured database 

that contains only limited number of keywords. The 

search time there is proportional to the total number 

of keywords in the system, which would be 

inefficient for arbitrarily-structured data search, e.g., 

free text search, in the case of dynamic file sharing 

system. 

The author in this paper [12], proposes a different yet 

more challenging scenario where the outsourced 

dataset can be contributed from multiple owners and 

are searchable by multiple users, i.e. multi-user 

multi-contributor case. Inspired by attribute-based 

encryption (ABE), we present the first attribute-based 

keyword search scheme with efficient user revocation 

(ABKS-UR) that enables scalable fine-grained (i.e. 

file-level) search authorization. Compared with 

existing public key authorized keyword search 

scheme, this scheme could achieve system scalability 

and fine-grained ness at the same time. Different 

from search scheme with predicate encryption, this 

scheme enables a flexible authorized keyword search 

over arbitrarily-structured data. 

 

III. ARCHITECTURE OF SYSTEM 

 

Figure 1: System Architecture 

 

The architecture of the proposed system is shown in 

Figure 1 above.  The architecture consist of following 

participants along with their functionality. 

Data Owner (DO):  This is a participant of our 

proposed system who intends to upload, outsource 

and share his data files on the cloud storage system in 

a secure way. For the mechanism of sharing, the 

encrypted ciphertext will be shared with intended 

receivers whose access structure will be satisfied by 

attribute set embedded in ciphertext. The 

responsibility of data owner is to generate indexes for 

some keywords and upload encrypted data with the 

indexes. 

Trusted Authority (TA): 

Trusted Authority is work as authority center, which 

is responsible for the authentication of system users. 

It also performs the task of providing attribute private 

keys to only authorized persons based on their 

demands. 

Cloud Service Provider (CSP): The cloud service 

provider is one of the main component of the cloud 
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computing environment. CSP performs the task of 

outsourcing computing service for Trusted Authority 

and Users. The different task performs by CSP are as 

follows 

KG_CSP: Could Service Provider perform the task of 

key generation (KG) and outsourced it, which is 

allocated by TA. Which is one of the most helpful 

task for TA done by CSP. 

S-CSP: It is a participant that supplies outsourcing 

data storage service for users who want to share their 

files in cloud. The storage activity is done with the 

help of TA and by KG-CSP functionality. 

D-CSP: It is a participant that supplies outsourcing 

computing service through accomplishing partial 

decryption for ciphertext and keyword search service. 

It is done on the partially decrypted ciphertext for 

data users who want to access the Data from the file. 

This activity is also done with the help of TA who 

checks the secret key of the file should be made 

available to the user or not.  

Data User (DU): This is a participant who access the 

data by performing decryption of the encrypted data 

stored in S-CSP with the help of D-CSP. If the 

attribute set given by data user satisfies the access 

structures, DU is able to access the encrypted files 

and recover the original files from it. DU can also 

downloads intended data files with the help of getting 

key from TA of that file and with appointed keyword. 

Data user can choose by providing multiple keywords 

to get decrypting data and files. 

 

IV. IMPORTANT TECHNIQUES 

 

Following are some important techniques that are 

used in the proposed system to perform secure cloud 

storage and access with multiple keywords. 

A. Attribute Based Encryption 

The attribute based encryption performs fine-grained 

access control. With this property ABE is used for 

Encryption operation in cloud environment. The first 

key policy attribute-based encryption (KP-ABE) 

scheme was invented, where ciphertext can be 

decrypted only if the attributes that are used for 

encryption satisfy the access structure on the user 

private key [13]. The second policy for the reverse 

situation, CP-ABE allows user private key to be 

associated with a set of attributes and ciphertext 

associated with an access structure. For the broadcast 

environment CP-ABE is a preferred choice when 

designing an access control mechanism. Since the 

first construction of CP-ABE, many works have been 

proposed for more expressive, flexible and practical 

versions of this technique. Cheung et al. proposed a 

selectively secure CP-ABE construction in the 

standard model using the simple Boolean function, 

i.e. AND gate. By adopting proxy re-encryption and 

lazy re-encryption techniques, Yu et al. also devised 

a selectively secure CP-ABE scheme with the ability 

of attribute revocation, which is perfectly suitable for 

the data-outsourced cloud model. 

B. Secure Data Storage in Cloud Environment 

The concept of "Cloud storage" can be defined as 

data storage that is made available as a service via a 

network [14]. Advances in networking technology 

and for the need of computing resources have 

prompted many organizations to outsource their 

storage and computing services. Now cloud storage is 

not remains as new technology, as experts have 

already developed some best practices for getting the 

most from moving to cloud storage. This new 

economic and computing model is commonly 

referred to as cloud computing and includes various 

types of services that are important, serves as base 

and mostly known to us as: infrastructure as a service 

(IaaS), where a customer makes use of a service 

provider‟s computing, storage infrastructure; 

platform as a service (PaaS), where a customer 

leverages the provider‟s resources that run some 

custom applications; and finally software as a service 

(SaaS), where customers use software that is run on 

the provider‟s infrastructure By moving the data of 

the users into the cloud, customers can lessen the 

costs of building and also maintaining a private 

storage infrastructure, and have to pay according to 

their use. For the customers, it provides several 

benefits including „availability‟ of data that is being 

able to access data without the concern of location 

and „reliability‟ of our data for not having to worry 

about backups at a relatively low cost. CSP demands 

some basic cost per gigabyte of cloud storage. That 

helps to figure out how much it will cost you per 

month depending on amount of data user need to 

store.  

C. Cryptographic Approach 

The cryptography is serves as the important tools for 

providing security to the data in the cloud computing 

platform. In this technique, the information is 

protected by transforming it or encrypting it which is 



© December 2017 | IJIRT | Volume 4 Issue 7 | ISSN: 2349-6002 

IJIRT 145045 INTERNATIONAL JO URNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY  167 

 

not readable by humans  called as cipher text. An 

important aspect of this cryptographic storage in the 

cloud service is that the security properties described 

above are achieved that is based on some strong 

cryptographic guarantees but opposed to legal, 

physical and access control mechanisms. Only those 

users who have a secret key can decrypt the 

encrypted message or download files [15]. As the 

electronic communication become more prevalent it 

serves as increasingly important need.  

Cryptography is used to protect most important and 

personal information which customer stored in the 

cloud environment while uploading and downloading 

as for both the time, when the data present in the 

network it will be in the encrypted format. 

Cryptography system can be classified into two main 

categories as symmetric-key system and public-key 

or asymmetric-key system. In the symmetric-key 

system, one single key is used by both sender and 

receiver. And in public-key system, as the name 

suggest the public key is known to everyone and 

private key to only the recipient users. For our 

purpose the asymmetric cryptography technique is 

most suitable for encrypting the customer‟s 

information which have great importance from 

different application point of view. The system uses 

the ABE algorithm for providing the security to our 

data as explain above. Asymmetric key cryptography 

is a class of cryptographic algorithms, mainly require 

two different keys one is secret or private and other is 

public key according to their different uses. The 

public key is used to encrypt the plaintext and private 

key is used to decrypt the cipher text to plain text. 

The public key is published without compromising 

security but private key used only after authentication 

and authorization phase only by the authorized 

people. 

D. Multiple Keyword Search 

Among various multi-keyword semantics, we choose 

the efficient principle of “coordinate matching”, i.e., 

as many matches as possible, to capture the similarity 

between search query and data documents. 

Specifically, we use “inner product s imilarity”, i.e., 

the number of query keywords appearing related to 

the document, to quantitatively evaluate the similarity 

of that document to the search query in “coordinate 

matching” principle. The search query is also 

described as a binary vector where each bit means 

whether corresponding keyword appears in this 

search request, so the similarity could be exactly 

measured by inner product of query vector with data 

vector. To design search schemes which allow 

multiple keyword query and provide result similarity 

ranking for effective data retrieval, instead of 

returning undifferentiated results. 

 

V. CONCLUSION 

 

In this paper, the mechanism is given for secure 

storage of large amount of data in cloud computing 

environment. For applying security different schemes 

of Attribute based encryption mechanism are used. 

Here the CP-ABE scheme that provides outsourcing 

key-issuing, decryption and keyword search function 

is proposed. The proposed scheme here is efficient 

since we only need to download the partial 

decryption ciphertext corresponding to a specific 

keyword. In our scheme, the time-consuming pairing 

operation can be outsourced to the cloud service 

provider, while the slight operations can be done by 

users. Thus, the computation cost at both users and 

trusted authority sides is minimized. Furthermore, the 

proposed scheme of multiple keywords search greatly 

improve communication efficiency and access 

guarantee for the user instead he knows less about the 

files from the cloud environment. The complete 

scheme helps to protect the privacy of users and helps 

easy access to the files stored in cloud environment. 
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