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Abstract- Reversible data hiding (RDH) is an active area
of research in signal processing. In this paper a
reversible data hiding (RDH) algorithm is proposed for
digital images. The traditional RDH algorithms have a
disadvantage that itis not robust in nature. Here in this
paper the focus is laid on increasing the robustness of
the RDH algorithm, this is achieved through scrambling
and encryption. The scrambling of the input image is
done by using Arnold transform and encryption is done
based on XOR operation. By changing the position of
the watermark image pixels through Arnold
transformation  the  better secret watermark
information can be hidden with the host image and the
owverall security can be improved by the technique of
encryption. Here the algorithm not only keeps the
PSNR value high but also increases the contrast of the
image thereby increasing the visual quality of the
image. It is the first RDH algorithm that incorporates
both scrambling and encryption to increase the security
of the algorithm .The proposed system produced better
results compared to other existing RDH algorithms so
this methods can be usedin real time multimedia based
secure communication systems.

Index Terms- RDH, Arnold scrambling, Encryption,
visual quality, histograms.

I. INTRODUCTION

DATA HIDING is commonly referred to as a process
where details are hided into a cover media. That is,
by the data hiding process two sets of data’s are
linked, a set of the embedded data and another set of
the cover media data. In covert communications,
hidden data may often be considered irrelevant
comparing to the cover media. In authentication, the
embedded data and the cover media are closely
related. In these two types of applications, invisibility
of hidden data is an important requirement. In most
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cases of data hiding, due to the data embedding
process the cover media will experience some
distortion and it cannot be inverted back to the
original media. That is, even after the extraction
process some permanent distortion will still occurred
to the cover media. In some applications, such as
medical diagnosis and law enforcement due to some
legal considerations it is very important to reverse the
watermarked media back to the original cover media
after the data extraction that is no change of the cover
medium is allowed. In other applications which are
highly sensitive, such as remote sensing and high-
energy particle physical experimental investigation, it
is desired that the original cover media can be
recovered because of the required high-precision
nature. The techniques satisfying this requirement of
lossless data recovery along with the reversible cover
medium are referred to as reversible, lossless,
distortion-free, or invertible data hiding techniques.

Reversible Data Hiding (RDH) [3] is a field that has
been popularly studied in the community of signal
processing. The main purpose of RDH algorithm is
data hiding that is to embed secret information into a
host signal such that a marked one is generated, from
this marked one the original signal can be recovered
exactly after extracting the embedded data from it.
The main tools to evaluate the RDH algorithm
performance are the hiding rate of RDH and the
marked image quality [5]. There usually exists a
trade-off between these two because increasing the
hiding rate often causes more distortion in the content
of the host image thereby decreasing the visual
quality. Direct modification of histogram of the
image provides less embedding capacity [7].
Comparing with other data hiding techniques that is
commonly used, the specific property of RDH is that
it can perfectly recover the cover medium and the
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secret data that is embedded. In general, RDH is a
fragile technique and it poses no robustness against
possible attacks.

The traditional RDH algorithms have a disadvantage
that it is not robust in nature [1]. Here in this paper
the focus is laid on increasing the robustness of the
RDH algorithm. Many methods are existed in RDH
that incorporates encryption with RDH jointly
referred to as RDH-EL. This is achieved through
scrambling [11] and encryption [8]. The scrambling
of the watermark image is done by using Arnold
transform [12] and encryption is done by using X-OR
operation [8]. By changing the position of the
watermark  image  pixels  through  Arnold
transformation, the better secrecy watermark
information can be hidden with the host image. Thus
there is a doubly secured RDH algorithm developed.
Considering the images that are obtained with poor
illumination, in such cases improving the visual
quality is more important than keeping the just
keeping the PSNR value high. Moreover, in medical
or satellite images for visual inspection purposes the
contrast is needed to be considered as a primary issue
so contrast enhancement of such images is very
important.. The RDH algorithm that is proposed here
can also use to achieve the property of contrast
enhancement instead of just keeping the PSNR value
high [1]. Generally, image contrast enhancement can
be achieved by histogram equalization. To perform
the processes of data embedding and contrast
enhancement at the same time, the proposed
algorithm modifies the histogram [7] of pixel values.
Firstly, the two peaks in the histogram are selected
then these bins are used to modify each of the pixels
in the image thus by this modification process the
histogram will become more and more equalized than
the original histogram of the image to avoid the
overflows and underflows that occur due to
histogram modification, the bounding pixel values
are pre-processed and a location map is generated to
memorize their locations of the preprocessed pixels.
The wvisual quality can be preserved after a
considerable amount of message bits have been
embedded into the host the proposed system
produced better results compared to other existing
reversible data hiding algorithms [1] so that we can
use this method in real time multimedia based secure
communication systems
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The section 2 presents the details of the proposed
RDH algorithm Section 3 presents the procedure for
the RDH algorithm, Section 4 gives details about
simulation results and the advantages ofthe proposed
algorithm are given in section 4. Finally, a conclusion
is drawn.

Il. ROBUST RDH ALGORITHM WITH
CONTRAST ENHANCEMENT

A. Data Embedding

Consider an 8-bit gray-level image, let the image be
I, the image histogram can be plotted by counting all
the pixels  with intensity value j for
je{0,1,...254,255}. Here h_I is denotes the image
histogram of the image so that h_I(j) represents the
number of pixels with a particular intensity value j..
N non empty bins are present inh_l, from which the
two peaks i.e. the highest two bin are chosen. The
highest two bins corresponding smaller and bigger
values are denoted byl_S andl_R, respectively. Data
embedding is performed for a pixel counted in h_lI
by,

( i—1, fori<Ig
Is — by, fori= I
= i, for [ <i<I; D
Is +bg, fori=1Iy
k Is + 1, fori> Iy

i’ is the modified pixel value, and b_k is the k-th
message bit (0 or 1) that is needed to be hidden. By
applying Eq. (1) to every pixel counted in[ h]_I, a
total of h_I( I_s) + h_I( I_R) binary values are
embedded in it. Last split peak value is needed to be
known during the extraction process. One way is to is
to exclude 16 pixels in image from histogram
computing that is the value of the last split peaks are
embedded at the LSBs of these excluded pixels.. The
least significant bits (LSB) of excluded pixels are
collected and included in the binary values to be
hidden. After applying Eqg. (1) to each pixel counted
in h_I for data embedding, the values of I_Sand |_R
(each with 8 bits) are used to replace the LSBs of the
16 excluded pixels by bitwise operation. To extract
the embedded data, the peak values need to be
retrieved and the histogram of the marked image I
is calculated excluding the 16 pixels aforementioned.
Then the following operation is performed on any
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pixel counted in the histogram and with the value
oflg-1IgIzorig +1

( ;' f:or%::IIs_l
ori’' =
b':{ ’ s 2
k 0, fori' = I @
t 1, fori' =1z +1

Where K-th binary value extracted from the marked
image IMis[ b)_K~. According to Eq. (1), the
embedding process take place and according to Eg.
(2) the extraction takes place. Now for the recovery
operation the following operation is performed on
every pixel counted in the histogram to recover its
original value:

i+ 1, fori' <Ig—1
Iq, fori’'=1, —1lori =1

= S B S ©)
Iz, fori' =Igori' =1z +1
i'—1", fori' > 1z +1

The original LSBs of 16 excluded pixels are obtained
from the extracted binary values. The excluded pixels
can be restored by writing themback so as to recover
the original image.

B. Preprocess

In this algorithm, it is required that all pixels counted
in the histogram of the image h_l are
within{1,2,...254} . If there is any bounding pixel
values present either 0 or 255, then it may cause
overflow or underflow. To avoid the overflow or the
underflow the histogram needs to be pre-processed
before the histogram modification operations.
Specifically, all the pixels having values 0 and 255
are changed to 1 and 254, respectively. Since it is an
RDH algorithm no permanent change of the host
image is permitted so all the preprocessed pixels also
needed to be written back, for this purpose a location
map is make use hereto memorize the pre-processed
pixels, a location map whose size is same as that of
the image is used. A location map with the same size
as the original image is generated by assigning 1 to
the location of a modified pixel, and 0 to that of an
unchanged one (including the 16 excluded pixels).
By restoring the original values of those pixels
accordingly, the original image can be completely
recovered.
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C. Scrambling

In data hiding one of the important metric used for
the quality analysis is its security or its robustness.
Generally the RDH algorithms are not truly secured,
one of the methods to increase the robustness of the
RDH algorithm is by adding scrambling in to the
system. Here the data that is needed to be hided is
scrambled such that the confidentiality of the content
is well preserved that is by making image visually
unreadable the security of the image can be preserved
and also it will be difficult to decrypt it for
unauthorized users this method is referred to as
image scrambling. During a particular class of
transformation, digital image scrambling usually
make an image into a completely different
meaningless image and it is like a pre-processing
during information hiding of the digital image, which
also known as information disguise. Image
scrambling technology is a data hiding technology
which is a non-password security algorithm for
information hiding. There are various image
scrambling techniques currently in the area of image
processing that that can be used to encrypt images
efficiently by scrambling the images.Arnold
scrambling algorithm is one among them which is
widely used. Due to its feature of simplicity and
periodicity it is used widely in the digital
watermarking technology. the original image can be
restored after several cycles due to the periodicity of
Arnold scrambling that is it has to wait for a long
time to restore an image because the periodicity of
Arnold scrambling depends on the image size, if the
size of the image is too high then restoring process
will be too long Generally, the image degree and the
cycle of Armold transformation is not directly
proportional. The algorithm for the Arnold
scrambling is as follows;

The transformation of point (x, y) to another point (X
', Y") in the unit square change by Arnold scrambling
algorithm is defined by the equation;

X' 1 11[*

[Y,] [, 2] [y]mod 0 @

We need to change the two-dimensional Arnold
scrambling of mod 1 to mod (N) to be specific to the
digital image then the equation changes in to:

X'7_[1 1711*
Y,] [, 2] [y mod (N) 5)
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If N is the order of digital image matrix then the
value of the x, y will be x, y €{1,2,3,...(N-1)}. The
digital image can be seen as a two-dimensional
matrix. When the size of the image is N, then the
image have N x N elements, here the subscript X, y
stand for the position of pixel, x, y € {0, 1, 2..., N-1}.
Let x, y that is defined previously corresponds to the
%,y of Arnold scrambling. Then for each pair x, v,
after Arold scrambling will become X' and Y'.This
can be defined as the original image of the point from
(x, y) move to the point (X ', Y)) so that way the
movement of pixels in the image take place. In the
image where Arnold scrambling took place then it
will traverse all the points to complete a new picture,
a scrambled picture. The cycle of Arnold scrambling
and the size of the image are related.the
corresponding two dimensional Inverse Arnold
transformation matrixes is as follows:

12 T dmod 0 ®

D. Image Encryption

The process involve here is the technique of the
simple XOR operation for the image encryption For
example, the string (01010111 01101001 01101011
01101001 ) can be encrypted with the repeating key
11110011.Then the encrypted string is (10100100
10011010 1011000  10011010),conversely  for
decryption the output string is (01010111 01101001
01101011 01101001) this is again obtained by the
XOR operation between the encrypted string and the
key 11110011 .The encryption used here is a private
key or symmetric key encryption process, that is the
key used here is same for both the encryption and the
decryption process. The key that we used here is the
binary value of 256.The key should be transfer
between the transmitter and the receiver prior to the
whole data transfer process.

I11.PROCEDURE FOR THE RDH ALGORITHM

Reverse data hiding is a technique is used to hide a
secret data in to a host image preventing the object's
data details. This technique is used to ensure the
security and to protect the integrity of the object from
any modification by preventing intended and
unintended changes.
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A. Embedding Section

Original
‘watermark
v
Scrambling
(Arnold

scrambling)

Ongmal Pre-process and Calculate the T Perform
bost =M generatethe [P  histogram of bedding (L

image | location map pixel values pairs)

]

Keep the last pair of
bin values in the LSBs
of 16 excluded pixels

Watermarked image

Encryption

Encrypted image

Fig: 1 Embedding processing

The procedure for the embedding section of the
proposed RDH algorithm is shown in Fig 3. 1. totally
L pairs of histogram bins are to be split for data
embedding and the value of L is determined by the
transmitter based on the amount of data to be hided
and the amount of contrast enhancement the person
needs, the embedding procedure includes the
following steps:

1. Pre-process: in the pre-processing the pixels in
the range of [0, L-1] and [256-L, 255] are
processed as mentioned in section 2.2 but it is
done by excluding the first 16 pixels in the
bottom row. To record the locations of those
pixels a location map is generated and it is
compressed to reduce its length by the JBIG2
standard.

2. Without counting the first 16 pixels in the
bottomrow the image histogramis calculated.

3. Armold scrambling is done on the watermarked
image that is the image thatis needed to be hided

4. Embedding: the highest two bins in the
histogram are split for data embedding by
applying Eq. (1) to every pixel counted in the
histogram. Then to further increase the
embedding rate the two peaks in the modified
histogram are again chosen to be split, and so on
the process continues until defined L pairs are
split. For the perfect recovery operation the bit
stream of the compressed location map is
embedded before the message bits. LSBs of the
16 excluded pixels are replaced by the last split
peak values to form the marked image.
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5. By using encryption based on XOR operation an
encrypted image is produced. Here we are using
a private key encryption process so the key used
for encryption is needed to be shared between
the transmitter and the receiver prior for the
decryption process in the absence of the key the
receiver can’t do the decryption. The key will be
also in the binary format

B. BExtraction and Recovery Section

Encrypted Image | Decryption gl Retrieve a pair of bin [ Perform extraction
values from the LSBs (Lpairs)
of 16 excluded pixels

Original Descrambling Scrambled
watermark watermark
| Recovery Process |

Decompress and
extracted the
location map

)

Restore the Pre-

processed pixel

values

¥

Recovered
host

Fig.2. Extraction and Recovery Process

The extraction and recovery process include the

following steps:

1. Decryption is done on the encrypted image from
the transmitter section. It is done by using the
predefined key shared between the transmitter
and receiver.

2. for obtaining the last two split peaks the LSBs of
the excluded 16 pixels are retrieved

3. By using Eq. (2) the data embedded with the last
two split peaks are extracted from this the value
of the original LSBs of 16 excluded pixels, the
length of the compressed location map, and the
previously split peak values are obtained.

4. From the step 2 scrambled watermark is also
obtained ,descrambling is done on the scrambled
watermark and  original watermark image is
obtained

5. The recovery operations are carried outon rest of
the image from step 2 by processing all pixels
except the 16 excluded ones with Eqg. (3).
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6. The process of extraction and recovery is
repeated until all of the split peaks are restored.

7. The compressed location map is obtained and
decompressed to the original size that is the size
of the image. All those pixels modified in
preprocess are identified with the help of the
decompressed map. At last, by writing back the
original LSBs of 16 excluded pixels the original
image is recovered.

IVSIMULATION RESULTS

The algorithm that is proposed here preserves the
image contents confidentiality, this is done by the
scrambling and encryption process another
importance or characteristic of this algorithmis that it
increases the contrast of the host image. To perform
this data embedding and contrast enhancement is
done at the same time in other words they are
simultaneously performed. It is done by the process
of histogram modification thereby achieving
histogram equalization that increases the contrast of
the host image. To increase the embedding capacity,
the highest two bins in the modified histogram can be
further chosen to be split, and so on until satisfactory
contrast enhancement effect is achieved, further the
robustness is achieved by scrambling and encryption.
The RDH algorithm defined here consist of two basic
sections or stages

1. Data embedding stage(Transmitter section)

2. Data extraction and recovery stage (Receiver

section)

A. Transmitter Section

In the transmitter section two processes are taking
place other than the scrambling and encryption. They
are the preprocessing and data embedding. In the
transmitter section, an image is taken and considered
as the host image. The image to be hidden is
embedded into the host image using the Eq. (1). The
figure shown below describes the first stage of the
data embedding .It mainly includes the host image in
which the data embedding take place, the foremost
step is to plot the histogram of the image. Here
cameraman is used as the host image with size
512*512.the histogram of cameraman is plotted.
Then the pre-process is done it mainly depend on the
value of L. we plotted the histogram of the pre-
processed image, it is clear from the image that the

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 352



© May 2018 | IJIRT | Volume 4 Issue 12 | ISSN: 2349-6002

histogram of the pre-processed image is entirely
different from that of the original image histogram.
The pre-processed image histogram is more shifted
towards the centre that all the boundary pixels is now
changed to prevent the overflow and the underflow
conditions that take place during the embedding
section.

4000

0 50 100 150 200 256
Fig.4 Preprocessed image And Histogram

In the next section scrambling and encryption is
done. Here the input image which is needed to be
hided is provided, then scrambled version of the input
image is produced, the scrambled version of the
image is shown in fig 5 (b). Then the watermarked
image is produced from the host and scrambled input
image shown in fig 5 (c). Later encryption is done to
produce an encrypted image as shown in fig 5 (d).
The decryption of this encrypted image is needed to
be done at the receiver. The scrambling is done by
the Arnold scrambling and the encryption is done by
XOR operation. Before the encryption the key for
encryption the key is needed to be transferred
between the transmitter and receiver for decryption.
Here we used a private key cryptographic method for
the encryption.

] (dr
Fig. 5 The last stage of transmitter (2) mput mmage (b) scramblad
mage () watsrmarked image (d) encrypted fmags
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A. Receiver Section

In the data exraction stage using the defined
algorithm the hided image is completely recovered
from the watermarked image. The received encrypted
watermarked image is used for data extraction. First
step is the decryption process, after that the extraction
of data which is embedded in host image is done. The
extraction process is followed by the scrambling to
obtain the embedded data. Then recovery operation
takes place by predefined equations. The process of
extraction and recovery is repeated until all of the
split peaks are restored and the data embedded with
them are extracted. The contrast of the host image is
also increased.

Fig.6 The recetver section (2) decrypted mage (b) scrambled mmage
(c) recoverad input image (d) recoversd host image

C. Contrast Enhancement

In this algorithm the contrast of the host image is
increased simultaneously by the data embedding
process. This can be proved by plotting the histogram
of the host image before and after the process. We
can see that once the contrast is increased the
histogram will become more equalized than before.
here we are taking cameraman image first we plotted
the histogram of the host image and then the
histogram of the final image after the recovery
process is plotted ,by comparing both it is clear than
based on the value of L embedding capacity has
increased simultaneously the contrast is also
increased.

Histogram of input Image enhanced histogram

4000 3000

3000

2000
2000

1000 1000

150 200 250 0 50 00 150 200 250

Fig.7 (2) host image histogram (b) recovered image histogram
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V. ADVANTAGES

e By splitting of number of histogram peaks pair
by pair the contrast of the image can be increased
remarkably. By choosing the value of the
number of peaks to be spitted we can control the
contrast of the image

e This technique can be easily extended to color
images.

e Original signal can be exact recovery of the
original host data takes place after the extraction
of the embedded data.

e |t is useful in sensitive applications where no
permanent change is allowed on the host signal
during the process.

e It protects the image content's confidentiality.

VI. CONCLUSION

A new highly secured reversible data hiding
algorithm is developed with the property of contrast
enhancement. Here the robustness of the RDH
algorithm is ensured through scrambling and
encryption. Basically, the two peaks (i.e. the highest
two bins) in the histogramare selected for the process
of data embedding so that histogram equalization
can be simultaneously performed along with the data
embedding by repeating the process.The contrast
enhancement is achieved by histogram equalisation.
The results have shown that the image contrast can be
enhanced by splitting a number of histogram peaks
pair by pair. Moreover, the original image can be
exactly recovered without any additional distortion.
Here the robustness of the systemis increased .The
set of experiments is done on the cameraman image.
The contrast enhancement is proved by plotting the
histogram of the original image histogram of the
recovered image. The proposed system produced
better results compared to other existing reversible
data hiding algorithms so that we can use this method
in real time multimedia based secure communication
systems.
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