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Abstract- The chance of the question paper getting
leaked is increasing day by day and a solution is
proposed to solwe this problem. Elliptic Curve
Cryptography (ECC) along with QR code will be a
solution to this problem. QR code (Quick Response) is
the trademark for a type of matrix (two dimensional)
barcode. A QR code uses four standardized encoding
modes (humeric, alphanumeric, byte/binary and kanji)
to store data efficiently. Elliptic-curve cryptography
(ECC) is an approach to public-key cryptography based
on the algebraic structure of elliptic curves over finite
fields. ECC requires smaller keys compared to non-EC
cryptography (based on plain Galois fields) to provide
equivalentsecurity. ECC technique involves conversion
of text to cipher text. The cipher text is then converted
to a QR Code. During decryption, the QR code is
scanned and the content is decrypted. Only the
application can read the original data shared in QR
code since the data is encrypted with ECC with the
integrity being maintained. An additional feature of
linking the student’s answer sheet with hall ticket and
guestion paper is also added to awoid paper frauds and
making re-evaluation a simpler task. Once the
evaluation is done, the examiner can then scan the code
and enter the mark in the student database which is
maintained by the university.

Index Terms- QR Code, ECC, RSA, DES, Encryption,
Decryption.

INTRODUCTION

In this age of the digital era, with the progress of
technology and continuous growth in digital data,
there is an important need of optimization of data and
information presently in the digital world. The
authenticity of data is the trickiest issue in

management of data in the internet database. In order
to achieve this, we use cryptography.

Cryptography is a science that applies complex
mathematics and logic to design strong encryption
methods. Cryptography allows people to keep
confidence in the electronic world. People can do
their business on electric channel without worrying of
deceit and deception. Confidentiality, data integrity,
authentication, and non-repudiation are central to
cryptography. Modern cryptography exists in almost
every discipline like mathematics, computer science
and electrical engineering. Cryptography involves
two methods called encryption and decryption.
Encryption changes the plain text to cipher text using
encryption algorithms such that no one other than the
sender can make sense out of it using a key generated
by the algorithm during the encryption process.
Decryption is the reverse of encryption that is done
on the receiving end. But in order to do it the receiver
must have the knowledge of key otherwise he will
not be able to make sense out of the received
encrypted message.

In this, we mainly consider the problem of exam
papers getting leaked. Keeping this problem in mind,
we have introduced a new digital documentation
system using QR codes. QR Code is a type of 2
dimensional matrix barcode, which is more popular
than 1-D barcodes because of its large capacity of
digital data and it can be readable in any mobile
devices. By  combining Elliptical ~ Curve
Cryptography with QR code, we can achieve a new
level of reliable communication.
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CONCLUSION

In this paper, we are able to bring a solution to the
question paper getting leaked. We are able to encrypt
the question paper using Elliptical Curve
Cryptography and make it into a QR code. There is
no data loss at all and complete integrity of the file is
maintained throughout the process. Additionally, we
are able to access the question paper only 2 hours in
prior to the exam and not before that, thereby
preventing any chances of leaking. We are also able
to track the student’s attendance for the exam and
have made it possible for the evaluator to enter the
marks a very easy process.
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