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Abstract- A private number (PIN) could be a sequence 

of digits that confirms the identity of an individual once 

it's with success given. The maturity of PIN 

authentication could be a result of its continuous usage 

for years during a big selection of standard of living 

applications, like mobile phones and banking systems. 

PIN authentication is vulnerable to brute force or 

perhaps guesswork attacks. IPIN uses the technique of 

hybrid pictures to mix 2 keypads with completely 

different digit orderings in such some way, that the user 

UN agency is on the point of the device is seeing one 

keyboard to enter her PIN, whereas the offender UN 

agency is staring at the device from a much bigger 

distance is seeing solely the opposite keyboard. To avoid 

shoulder-surfing attacks on authentication schemes by 

proposing Illusion PIN (IPIN), a PIN-based 

authentication methodology that operates on digitally 

encoded screen is being used. The user’s keyboard is 

shuffled in each authentication try since the offender 

could con the placement of the ironed digits. The 

visibility formula forms the core of our work and that 

we would love to look at whether or not it will be wont 

to assess the visibility of pictures aside from hybrid 

keypads. Visibility formula can be wont to tuned for the 

actual task at hand. 

 

Index terms- PIN authentication, illusion PIN, visibility 

algorithm 

 

I.INTRODUCTION 

 

Shoulder-surfing could be a massive threat for PIN 

authentication specially, as a result of it's 

comparatively simple for associate observer to follow 

the PIN authentication method. PINs square measure 

short and need simply atiny low numeric keyboard 

rather than the same old alphanumerical keyboard. 

additionally, PIN authentication is commonly 

performed in jammed places, e.g., once somebody is 

unlocking her movable on the road or within the 

subway. Shoulder-surfing is expedited in such 

eventualities since it's easier for associate  

wrongdoer to square about to the user whereas 

escaping her attention. we have a tendency to 

designed Illusion PIN (IPIN) for bit screen devices. 

The virtual keyboard of IPIN consists of 2 keypads 

with totally different digit orderings, intermingled in 

an exceedingly single hybrid image. The user UN 

agency is about to the screen is in a position to 

ascertain and use one keyboard, however a possible 

wrongdoer UN agency is viewing the screen from an 

even bigger distance, is in a position to ascertain 

solely the opposite keyboard. 

we address the matter of shoulder- aquatics attacks 

on manifest on theme by proposing Illusion PIN 

(IPIN), associate IPIN uses the technique of hybrid 

pictures to mix 2 keypads with totally different digit 

orderings in such how, that the user UN agency is 

about to the device is seeing one keyboard to enter 

her PIN, whereas the wrongdoer UN agency is 

viewing the device from an even bigger distance is 

seeing solely the opposite keyboard. The user’s 

keyboard is shuffled in each authentication try since 

the wrongdoer could recollections the spacing of the 

ironed digits. 

 

II. RELATED WORK 

 

The planned a completely unique authentication 

system PassMatrix, supported graphical passwords to 

resist shoulder surfboarding attacks. With a one-time 

valid login indicator and travel horizontal and vertical 

bars covering the complete scope of pass-images, 

PassMatrix offers no hint for attackers to work out or 

slim down the positive identification even they 
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conduct multiple camera-based attacks. we have a 

tendency to conjointly enforced a PassMatrix 

paradigm on robot and meted out real user 

experiments to judge its memorability and value. 

From the experimental result, the planned system 

achieves higher resistance to shoulder surfboarding 

attacks whereas maintaining usability. Authentication 

supported passwords is employed mostly in 

applications for laptop security and privacy. 

The summary of the report human actions like 

selecting dangerous passwords and inputting 

passwords in an insecure method area unit thought to 

be ”the weakest link” within the authentication chain. 

instead of whimsical alphanumerical strings, users 

tend to decide on passwords either short or 

purposeful for straightforward memorisation. With 

net applications and mobile apps spile up, individuals 

will access these applications anytime and anyplace 

with varied devices. This evolution brings nice 

convenience however conjointly will increase the 

likelihood of exposing passwords to shoulder 

surfboarding attacks. Attackers will observe directly 

or use external recording devices to gather users’ 

credentials. to beat this downside, resist shoulder 

surfboarding attacks. With a one-time valid login 

indicator and travel horizontal we have a tendency to 

planned a completely unique authentication system 

PassMatrix, supported graphical passwords to and 

vertical bars covering the complete scope of pass-

images, PassMatrix offers no hint for attackers to 

work out or slim down the positive identification 

even they conduct multiple camera-based attacks. we 

have a tendency to conjointly enforced a PassMatrix 

paradigm on robot and meted out real user 

experiments to judge its memorability and value. 

From the experimental result, the planned system 

achieves higher resistance to shoulder surfboarding 

attacks whereas maintaining usability. 

 

III. PROPOSED SYSTEM 

 

Shoulder-surfing may be a massive threat for PIN 

authentication especially, as a result of it's 

comparatively simple for associate degree observer to 

follow the PIN authentication method. PINs are short 

and need simply atiny low numeric keyboard rather 

than the same old alphameric keyboard. Additionally, 

PIN authentication is usually performed in jammed 

places, e.g., once somebody is unlocking her portable 

on the road or within the subway. Shoulder-surfing is 

expedited in such situations since it's easier for 

associate degree assailant to square about to the user 

whereas escaping her attention. Illusion PIN may be a 

PIN-based authentication theme for bit screen 

devices that offers shoulder-surfing resistance. the 

look of Illusion PIN relies on the straightforward 

observation that the user is usually viewing the 

screen of her device from a smaller distance than a 

shoulder-surfer. supported this, the core plan of 

Illusion PIN is to form the keyboard on the bit screen 

to be taken with a unique digit ordering once the 

viewing distance is satisfactorily massive. This way, 

once the shoulder natator is standing way enough, 

he's viewing the keyboard as being completely 

different from the one that the user is utilizing for her 

authentication, and consequently. 

He’s unable to extract the user’s PIN. IPIN uses the 

technique of hybrid pictures to mix 2 keypads with 

completely different digit orderings in such some 

way, that the user WHO is about to the device is 

seeing one keyboard to enter her PIN, whereas the 

assailant WHO is gazing the device from an even 

bigger distance is seeing solely the opposite 

keyboard. to beat shoulder-surfing attacks on 

authentication schemes by proposing Illusion PIN 

(IPIN), a PIN-based authentication methodology that 

operates on bit screen devices. Also, the keyboard is 

shuffled in each authentication plan to avoid 

revealing the spatial distribution of the ironed digits. 

we tend to produce the keyboard of Illusion PIN with 

the tactic of hybrid pictures and that we decision it a 

hybrid keyboard. 

 

IV. SYSTEM ARCHITECTURE 

 

The systems design method is wherever the ideas that 

may be the backbone of the particular system square 

measure developed. it's a abstract model that 

describes the structure associated behavior of the 

projected system or of an existing system. The model 

might embrace the technical framework, user 

necessities, and a listing of system parts. To solve 

shoulder surfboarding attack isn't that a lot of easier. 

To solve this drawback, apply visibility algorithm by 

shuffling the keyboard in each authentication. 
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Fig 1. System Architecture 

 

1) Distance-as-filtering: 

The distance-as-filtering hypothesis states that we 

will simulate the manner a picture is perceived from a 

specific viewing distance by filtering the image with 

AN acceptable low-pass filter. each observer was 

wanting directly at a picture and his viewing position 

was utterly outlined by wrongdoer viewing distance. 

Perception of a picture depends on the visual angle 

that it subtends, despite wherever the observer stands. 

Our task is that the recognition of digits on hybrid 

keypads, that differs from face recognition. However, 

each tasks need the perception of just about of just 

about visual details, and consequently, we have a 

tendency to expect the low-pass filter. each observer 

was wanting directly at a picture and his viewing 

position was utterly each by his viewing distance. we 

have a tendency to use an equivalent an equivalent 

simulate the perception of AN observer United 

Nations agency is at a random viewing position, by 

creating the simplifying assumption that the 

perception of a picture depends on the visual angle 

that it subtends, despite wherever the observer stands. 

 

2) Visibility Index: 

In the second step of our algorithmic rule, we have a 

tendency to reckon the visibility index that that 

however visible the user’s data input device of I from 

the viewing position N is. we have a tendency to 

inform that I = I
l
s + I

h
u. To reckon the visibility index, 

we have a tendency to contemplate associate example 

hybrid data input device I = I
l
s + I

h
u. Within the first 

row, the third button of I
l,DAF

s is pictured once I
l
s is 

directly viewed from completely different distances. 

Within the second row, the corresponding button of 

IDAF is pictured after I is directly viewed from an 

equivalent distances as I
l
s. Within the third row, the 

worth of the visibility index for every viewing 

distance is provided. The DAF filter each to I and to 

I
l
s, and that we produce the pictures IDAF and I

l,DAF
s, 

severally. This manner we have a tendency to 

simulate however I and Ils are perceived once they 

are viewed from position N. Then, we have a 

tendency to separate in equal rectangular regions the 

buttons from IDAF and I
l,DAF

s, and that we reckon the 

similarity of the corresponding buttons with the mean 

structural similarity index (MSSIM). The MSSIM 

index follows the premise that the most perform of 

the human eye is to extract structural info from the 

viewing field. This affiliation to human perception is 

that the main reason that we have a tendency to 

determine to use the MSSIM index. a further 

advantage is that MSSIM index is extremely simply 

computed. 

 

3) Threshold Value of the Visibility Index 

A point on the far side that there's a modification 

within the manner a program executes is termed 

threshold worth. Thresholding is that the simplest 

technique of segmenting pictures. Let’s assume that 

we tend to are given a hybrid computer keyboard I 

associate degreed an observer World Health 

Organization first views I from position N1 then from 

position N2.  

If the corresponding visibility index values are v1 

and v2 and holds v2 > v1, we tend to expect the 

user’s computer keyboard to be less visible from 

position N2 than from N1. If v1 ' v2, we tend to 

expect the user’s computer keyboard to be virtually 

equally visible in each cases. This can be an on the 

spot consequence of the manner we've we've 

visibility index. Currently let’s assume that 2 

completely different hybrid keypads I1 and I2 are 

viewed by an equivalent observer from positions N1 

and N2, severally. If the corresponding visibility 

index values ar v1 and v2 and holds v2 > v1, we tend 

to expect the user’s keypads of I1 to be a lot of 

clearly visible than that of I2.The reason is that the 

visual capabilities of various observers vary. as an 

example, if someone with sturdy vision is directly 

viewing a hybrid computer keyboard from a specific 

distance and is ready to acknowledge the user’s 

computer keyboard with difficulty, then someone 
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with weaker vision can ought to go nearer to the 

image to interpret it within the same manner. As a 

result, the hybrid computer keyboard are taken within 

the same manner by the 2 observers, however the 

worth of the visibility index are completely different. 

Based on the same remarks, we tend to set as a 

threshold vth the worth of the visibility index once a 

specific observer is ready to marginally acknowledge 

the digits of a user’s computer keyboard. Then, the 

visibility formula calculates the visibility index v for 

the inputs I and N, and compares it with vth. If v ≥ 

vth, we tend to predict that the user’s computer 

keyboard can't be taken by the observer. If v < vth, 

we tend to predict that the observer is ready to 

interpret the digits of the user’s computer keyboard. 

Since the brink worth can vary for various observers, 

we tend to universally use the vth worth that 

corresponds to folks with the strongest vision, as a 

result of we tend to don’t need to erroneously predict 

that the user’s computer keyboard isn't visible. 

 

V. MODULE DESCRIPTION 

 

This project is implemented using python 3.7.4. 

1) Login 

An act of logging into a computer, database, or 

system. A user may be a new user or an existing user. 

Every user has to perform login process. 

Login process includes either of the following: 

 Register  

(or) 

 Sign-in 

Register: New user can register themselves to 

perform their transaction 

 
Fig.2. Register 

Fig.3. Login 

Sign-in: Otherwise existing user can sign-in to the 

system by providing their user credentials. The user 

credentials are typically some form of “username” 

and a matching “password” are referred to as a login. 

 

B) Acknowledgement 

In networking, communications, and computer 

system, an acknowledgement (ACK) is a signal that 

is passed between communicating processes, 

computers, or devices to signify acknowledgement, 

or receipt of message, as part of a communications 

protocol. In this module, after successfully user login, 

user will receive acknowledgement message through 

their registered mobile number for successfully 

registration. 

 

C) Illusion pin generation 

During Pin authentication is susceptible to brute 

force, shoulder surfing or even guessing attacks. To 

overcome the attacks, we generate hybrid keypad. In 

this module, hybrid keypad is generated by binding 

two different digit ordering keypad. It prevents the 

authenticated /user from attacker who performs 

shoulder /surfing attack 

 
Fig.4.Illusion pin generation 
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D) Authentication 

In this Module, user authentication is performed. The 

users have to authenticate themselves by entering 

their registered password or PIN. After entering pin, 

the users are allowed to perform their respective 

actions like cash withdrawal, deposit or balance 

enquiry. If the entered pin is wrong then error 

message will throw to the user in digital screen, that 

particular user has to re-enter the PIN. 

 

VI. CONCLUSION 

 

The main goal of our work is to design a PIN-based 

authentication scheme that would be resistant against 

shoulder surfing attacks. At the end of this project, 

illusion pin has been successfully developed. The 

level of resistance against shoulder-surfing by 

introducing the notion of safety distance has been 

qualified, which has been estimated with a visibility 

algorithm. In context with the visibility algorithm, an 

model at a basic level demonstrating how an human 

visual system works has been implemented. Illusion 

PIN is a Hybrid PIN-based authentication scheme 

that would be resistant against shoulder surfing 

attacks. Two keypads are blended visualizing as a 

keypad to the atm user and as another to the intruder. 

Illusion PIN gives best results when compared to 

other PIN Authentication scheme. To make the 

system much more efficient, the feature of sending an 

alert message to the user in case of wrong attempt of 

OTP more than thrice had been added and 

implemented successfully. 
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