
© July 2020 | IJIRT | Volume 7 Issue 2 | ISSN: 2349-6002 

IJIRT 150011 INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY  132 

 

SAML BASED AUTHENTICATION USING LDAP 

 

Pankaj Nagpal 

Galgotias University, Greater Noida, U.P. 

 

Abstract- Companies have progressively turned to 

application service providers (ASPs) or software as a 

Service (SaaS) vendors to offer specialised web-based 

services that may cut prices and provide specific centered 

applications to users. The complexity of coming up with, 

installing, configuring, deploying, and supporting the 

system with internal resources will be eliminated with this 

kind of methodology, providing nice profit to 

organizations. However, these models can present an 

authentication drawback for  firms  with  an  outsized 

range of external service suppliers. This paper describes 

the implementation of Security assertion Markup 

Language (SAML) and its capabilities to supply secure 

single sign-on (SSO) solutions for outwardly hosted 

applications. 

 

Index Terms- Security, SAML, Single Sign-On, Web, 

Authentication 

I. INTRODUCTION 

Organizations for the foremost  half  have recently 

started using a central authentication supply for internal 

applications and web-based portals. This single supply 

of  authentication, once designed properly, provides 

strong security within the sense that users now not keep 

passwords for various systems on sticky notes on 

monitors or underneath their Keyboards. additionally, 

management and auditing of users becomes simplified 

with this central store. As additional net services area 

unit being hosted by external service suppliers, the 

sticky note downside has reoccurred for these outside 

applications. Users area unit currently forced to 

c4remember passwords for 60 minutes advantages, 

travel agencies, expense process, etc. 

- or programmers should develop custom SSO code for 

every every website. Management of users becomes a 

fancy downside for the assistance table and custom 

engineered code for every external service supplier will 

become tough to administer and maintain. In addition, 

there area unit issues for the external service provider in 

addition. each user in a corporation can want to be came 

upon for the service provider’s application, causing a 

replica set of information. Instead, if the organization 

will management this user knowledge, it might save the 

service supplier time by not eager to came upon and 

terminate user access on a everyday moreover, one 

central supply would enable the information to be 

additional correct and up-to-date. Given this set of issues 

for organizations and their service suppliers , its 

apparent that an answer is required that provides a 

customary for authentication info to be changed over the 

net. Security Assertion Markup Language (SAML) 

provides a secure, XML based resolution for exchanging 

user security info between associate degree identity 

supplier (our organization) and a service supplies (ASPs 

or SaaSs). The SAML commonplace defines rules and 

syntax for the information exchange, yet is flexible and 

might leave custom knowledge to be transmitted to the 

external service supplier. 

II. LITERATURE SURVEY 

Active Directory Federation Services provides access 

management and single register across a good type of 

applications as well as workplace 365, cloud based 

mostly SaaS applications, and applications on the 

company network. Introducing ADFS 2.0". Microsoft 

TechNet. May 2, 2010. Retrieved March two, 2017 

For the IT organization, it permits you to produce 

register and access management to each trendy and 

inheritance applications, on premises and within the 

cloud, supported constant set of credentials and policies. 

For the user, it provides seamless register mistreatment 

constant, acquainted account credentials. 

For the developer, it provides  a  simple  thanks to attest 

users whose identities sleep in the structure directory so 

you'll be able to focus your efforts on your application, 

not authentication or identity. 

Active Directory Federation Services (AD  FS), a 

software component developed by Microsoft, will run 

on Windows Server operating systems  to produce users 

with single sign-on access to systems. 

In ADFS, identity federation is established between 2 

organizations by establishing trust between 2 security 

realms. A federation server on one aspect (the Accounts 

side) authenticates the user through the quality means 

that in Active Directory Domain Services then problems 

a token containing a series of claims concerning the 

user, as well as its identity. On the opposite aspect, the 

Resources aspect, another federation server validates the 

token and problems another token for the native servers 
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to just accept the claimed identity. this permits a system 

to produce controlled access to its resources or services 

to a user that belongs to a different security  realm  

while  not  requiring  the   user  to attest on to the 

system and while not the 2 systems sharing a info of 

user identities or passwords. Enables organizations to 

collaborate firmly across Active Directory domains by 

mistreatment identity federation. Reduces the necessity 

for duplicate accounts and different papers 

management overhead by sanctioning united SSO 

across organizations, platforms, and applications. 

Provides for identity delegation so approved 

applications will impersonate their users once they 

access infrastructure services, even once the first don’t 

have native accounts. permits change of magnitude 

authentication so websites will simply request smart-

card authentication for explicit operations. 

III. BACKGROUND/FRAMEWORK 

The pool for outlining SAML standards and security is 

OASIS (Organization for the Advancement of structured 

data standards) they're a non-profit international 

organization that promotes the event and adoption of 

open standards for security and internet services. OASIS 

was supported in 1993 beneath standard generalized 

markup language (Standard Generalized Markup 

Language) Open till its name amendment in 1998. 

Headquarters for OASIS area unit located in North 

America however there's active member participation 

internationally in one hundred countries on 5 continents 

SAML 1.0 became associate OASIS customary toward 

the top of 2002, with its early formations starting in 

2001. The goal behind SAML one.0 was to create a 

XML framework to allow for the authentication and 

authorization from a single sign-on perspective. At the 

time of this milestone, other firms and consortiums 

started extending SAML 1.0. whereas these extensions 

were being shaped, the SAML 1.1 specification was 

sanctioned as associate OASIS standard within the fall 

of 2003. The next major revision of SAML is a pair of.0, 

and it became an official OASIS customary in 2005. 

SAML 2.0 involves major changes to the SAML 

specifications. this can be the first revision of the quality 

that's not backwards compatible, and it provides vital 

further functionality. SAML 2.0 currently supports W3C 

XML encryption to satisfy privacy needs [3]. Another 

advantage that SAML a pair of.0 includes is that the 

support for service supplier initiated net single sign-on 

exchanges. This allows for the service supplier  to 

question the identity provider for authentication in 

addition, SAML 2.0 adds “Single Logout” practicality. 

the rest of this text are going to be discussing 

implementation of a SAML 2.0 atmosphere. There area 

unit 3 roles concerned in a very SAML group action – 

an declarative party, a relying party, and a topic. The 

asserting party (identity provider)  is  that the system in 

authority that gives the user info. The relying  party  

(service  provider)  is  that  the system that trusts the 

asserting party’s info, and uses the info to provide 

associate application to the user. The user and their 

identity that’s concerned within the group action area 

unit called the subject. The elements that  structure the 

SAML customary area unit assertions, protocols, 

bindings and profiles. Each layer of the quality areoften 

custom, permitting specific business cases to be self-

addressed per company. Since each company’s  

situations might be distinctive, the implementation  of 

those business cases ought to be ready to be customized 

per service and per identity suppliers. The group action 

from the declarative party to the relying party is termed 

a SAML assertion. The relying party assumes that each 

one knowledge contained within the assertion from the 

asserting party is valid. The structure of the SAML 

assertion is outlined by the XML schema and contains 

header info, the topic and statements regarding the 

subject within the type of attributes and conditions. The 

assertion can even contain authorization statements 

defining what the user is allowable to try and do within 

the net application. 

The SAML customary defines request and response 

protocols accustomed communicate the assertions 

between the service supplier (relying party) and also the 

identity provider (asserting party). Some example 

protocols area unit : 

 

 Authentication Request Protocol – defines 

however the service supplier will request associate 

assertion that contains authentication or attribute 

statements 

  Single Logout Protocol – defines the mechanism 

to permit for logout of all service 

providers 

 Artefact Resolution Protocol  –  defines however 

the initial artefact price and so the request/response 

values area unit passed between   the    identity    

supplier    and  the service supplier. 

 Name identifier Management Protocol – defines  

how  to  add,  amendment  or delete the worth of the 

name symbol for the service supplier. 

 

SAML bindings map  the  SAML  protocols  onto 

customary lower level network communication protocols 

accustomed transport the SAML assertions between the 

identity provider and repair supplier. Some example 

bindings used area unit : 
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 Hypertext transfer protocol direct Binding 

– uses hypertext transfer protocol direct messages 

 Hypertext transfer protocol POST Binding 

– defines however assertions can be transported 

victimization base64-encoded content. 

 Hypertext   transfer    protocol artefact Binding – 

defines however associate artifact is transported to 

the receiver victimization HTTP 

 SOAP hypertext transfer protocol  Binding  

– uses SOAP 1.1 messages and SOAP over 

hypertext transfer protocol. 

 

The highest SAML part level is profiles, or the business 

use cases between the service supplier and also the 

identity supplier that dictate however the assertion, 

protocol and bindings can work along to produce SSO. 

Some example profiles are: 

 

 Application program SSO Profile – use the 

Authentication  Request  Protocol,  and any of the 

following bindings: communications protocol send, 

HTTP POST  and  communications  protocol 

physical object 

 Single  Logout  Profile  –  uses  the only logout 

Protocol, which might log the user out of all 

service suppliers employing a single logout 

perform 

 Physical object Resolution Profile  –  uses the 

physical object Resolution Protocol over a SOAP 

communications protocol binding 

  Name symbol Management Profile - -  uses  the 

name symbol management Protocol and might be 

used with communications protocol send, HTTP 

POST,HTTP Artifact or SOAP 

 

Two profiles are shortly  mentioned  in additional detail, 

the artifact resolution profile and application program 

SSO profile. 

The physical object resolution profile may be used if the 

business case needs sensitive knowledge to pass 

between the identity supplier and repair supplier, or if 

the 2 partners need to utilize associate degree existing 

secure affiliation between the 2 corporations. This 

profile permits for alittle price, known as associate 

degree physical object to be passed between the browser 

browser and therefore the service supplier  by one by 

one among the communications protocol bindings. when 

the service supplier receives the physical object, it 

transmits the physical object and therefore the 

request/response messages out of band from the browser 

back to the identity supplier. possibly the messages are 

transmitted over a SSL VPN affiliation between the two 

corporations. This provides security for the message, plus 

eliminates the necessity for the assertions to be signed or 

encrypted thata may doubtless scale back overhead. 

When the determine supplier receives the  physical 

object, it looks up the worth in its info and processes the 

request. 

After all out of band messages area unit transmitted 

between the identity supplier and repair supplier, the 

service provider presents the knowledge on to the 

browser. The web browser SSO profile could also be 

initiated by the identify supplier or the service supplier. 

If initiated by the identity supplier, the assertion is either 

signed, encrypted, or both. within the application 

program SSO profile, all of the assertion info is shipped 

quickly to the service provider victimisation any of the 

communication protocol bindings and protocols. The 

service supplier decrypts if necessary and checks for 

message integrity against the signature. Next, it parses 

the SAML XML statements and gathers any attributes 

that were, then performs SSO victimisation the Assertion 

shopper Service. The diagram in Figure one shows the 

identity supplier initiated SAML assertion. 

 

Figure : Identity Provider Initiated SAML Assertion 

Flowchart 

 

If the user accesses the external webpage while not 

passing through the interior united identity manager 1st, 

the service supplier can have to be compelled to issue 

the SAML request back to  the identity supplier on 

behalf of the user. This process of SSO is termed service 

supplier initiated. In this case, the user arrives at a 

webpage specific for the company, however while not a 

SAML assertion. The service provider redirects the user 

back to the identity supplier’s federation webpage with a 

SAML request, and optionally with a RelayState 

question string variable which will be used to determine 

what SAML entity to utilize once causation the assertion 

back to the service supplier . After receiving the request 

from the service supplier, the identity supplier processes 
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the SAML request as if it came internally. This use case 

is vital since it allows users to be ready to bookmarker 

external sites directly, however still provides SAML 

SSO capabilities with browser redirects. Figure a pair 

of demonstrates this service provider initiated use case. 

The most standard business use case for SAML 

federation is the application SSO profile, utilized in 

conjuction with the hypertext transfer protocol POST 

binding and authentication request protocol. The 

implementation and framework section will discuss this 

specific use case and also the security required to 

protect knowledge integrity. 

 

 

Figure : Service Provider Initiated SAML Assertion 

Flowchart 

 

IV. EXISTING SYSTEM/ISSUES 

Many business house owners and  IT managers  of 

growing businesses like operative system over 

competitive operating systems. The most important 

factors leading  businesses  to maneuver to UNIX 

system area unit its low price, security, responsibility, 

openness, and freedom to avoid single‐vendor 

environments. 

 

In fact, businesses like Amazon.com and Google rave 

concerning operational prices saved and efficiencies 

found from implementing UNIX system on their 

servers. 

These industrial examples, combined with the 

experiences of developers and IT managers,  have 

light-emitting diode to widespread installations of 

UNIX system servers inside tiny and tiny businesses. 

associate degree IDC 2007 report says that UNIX 

system holds 12.7% of  the general server market. 

 

Oracle Directory Server provides enterprise‐wide  

directory  services,  that  means  it provides info to a  

large  kind  of  appliactions. till recently, several 

applications came bundled with their own proprietary 

user databases, with info concerning the users specific 

thereto application. whereas a proprietary info will be 

convenient if you employ just one application, multiple 

databases become associate  degree body  burden  if  the  

databases  manage  a similar info. 

 

Directory Server serves directory knowledge to 

standards compliant LDAP and DSML applications. 

Directory Server stores the information in bespoken, 

binary tree databases, permitting fast searches even for 

giant knowledge sets solely. 

Each directory entry has attributes. For entries that 

concern individuals, these attributes could replicate 

names, phone numbers, and email addresses. No ought 

to use any algorithms or applications, it'll be like info 

solely from wherever you'll be able to take the  

information of users that required. 

This is solely sort of a info wherever all the user entries 

saved at one place, Neither SSO nor period of time 

authentication was provided. 

 

Only one team/person has rights to vary watchword and 

lots of completely different team to handle one task. 

Here watchword is completely     different     for      all      

the various applications. 

V. APPLICATION 

Our Single Sign-On answer strengthens the prevailing 

cloud security protocols beside single access to many 

users for IT watching ease. The challenges get 

considerably reduced in terms of clicks and thence, 

eliminating time in memory the account usernames and 

passwords. Associate in Nursing administrator are  

going  to  be  able to track period activities with the 

provisioning and de-provisioning of sanctioned 

applications we tend to also are providing capability of 

proscribing access to unofficial programs for 

organization users. Our SSO security is compatible with 

all mobile platforms and it doesn't want re-

configuration just in case of software package updates. 

 

LDAP, light-weight Directory Access Protocol, is an 

online protocol that email and different programs use to 

seem up data from a server. 

 

LDAP isn't restricted  to  contact  data,  or  maybe data 

concerning folks. LDAP is  employed to seem up 

encoding certificates, tips to printers and different 

services on a network, and supply "single sign on” 

wherever one positive positive identification for a user is 
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shared between several services. LDAP is suitable for 

any quite directory like data, wherever quick lookups 

and less-frequent updates area unit the norm. 

Here Server version that is employed is four.0. 

It isn't simply the keep information however pro viding, 

SSO supports compliance, promotes secure file sharing, 

and  ensures  effective  access coverage. 

ADFS may be a native Windows Server Role that 

permits users to access third-party systems and 

applications insid90e or outside  the company firewall 

with one login. 

Service supplier (SP) and Identity supplier (IDP) plays 

necessary role to supply authentication. A trust ought to 

be maintained in between SP and automatic data 

processing which happened via Certificate. 

Certificates area unit wont to demonstrate Associate in 

Nursing individual’s identity. 

Data transferred within the  variety  of  data. Data may 

be a xml file that contains the data needed by the 

resource parties (IDP and SP). 

Enables finish users to realize one-point access to all or 

any business programs All cloud applications are going 

to be accessed through desktops, smartphones, etc. 

Consolidate with custom on-premises applications 

through custom protocol / development 

Easy provisioning and deprovisioning of cloud 

applications 

Add or take away existing cloud programs while not 

onerous efforts 

Manage many users with a personal account from one 

console 

Helps in increasing productivity by keeping the 

information safe and secure. 

VI. BENEFITS 

1. The most apparent benefit is that users will move 

between services firmly and uninterrupted while 

not specifying their credentials on every occasion. 

2. Ability for employees to log in only 1 time with 

one set of credentials to induce access 

to all or any company apps, websites, and data for 

which they need permission. 

3. The users credentials area unit provided on to the 

central SSO server, not  the  particular service that 

the user is making an attempt to access, and thus 

the credentials can not be cached by the service. 

The central authentication purpose – the SSO 

service – limits the chance of phishing.4 

4. IT directors will save their time and resources by 

utilizing the central internet access management 

service  Application and internet developers 

receive a whole authentication and authorization 

framework that they will use to make secure, user 

made-to-order services 

5. Around half all IT service calls area unit  for 

positive identification resets. With just one positive 

identification to recollect, SSO will considerably 

cutback IT service prices 

6. Building a centralized information, SSO supports 

compliance, promotes secure file sharing, and 

ensures effective access coverage. 

 

In this Some at the Time of encoding and decoding some 

algorithms used : 

 

 DSA : It stands for Digital signature formula. The 

DSA formula works in the framework of public-

key  cryptosystems and is based on the pure 

mathematics properties of standard mathematical 

operation, at the side of the distinct index 

downside, which is considered to be 

computationally stubborn. The algorithm uses a 

key combine consisting of a public key and  a  

non-public key. 

 

 SHA-1 : SHA1 formula is 128 bit, replaced the 

SHA0 normal. SHA1 is that the most generally 

used hashing formula. it's user for nformation 

security. Microsoft states SHA-1 certificates 

account for ninety eight eight of certificates issued 

worldwide. It, too, has weaknesses. Certification 

Authorities (CAs) in the Windows Root Certificate 

Program offer certificates that that area unit 

trustworthy (and so deemed valid at intervals the 

certificate lifetime) throughout the Microsoft 

system. 

 

 SHA-2 : SHA-2 formula is 256 bit, the hashing 

formula that supersedes  SHA1.  It's considerably 

completely different to SHA1. AD FS 2.0 doesn't 

support the utilization of certificates with different 

hash ways, like MD5 (the default hash formula 

that's used with the Makecert.exe command 

-line tool). As a security best apply,  we tend to 

advocate that you just use SHA-2 (which is ready 

by default) for all signatures. 

 

VII. CONCLUSION 

In this project RealTime Authentication via LDAP 

Servers shows. It provides the ability of Single sign in 

(SSO) with LDAP Authentication. LDAP may be a 

protocol that works on  Directory Servers it is Enterprise 

Directory or Active Directory. 

For this we tend to else some roles to the Domain 

controller. For any user once login try for any 
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application, it depends that application or portal user 

desires to login or what policies and processes outlined 

for a similar. As per the method Authentication are 

going to be via  LDAP solely however  the  processes  

of  Journey is also vary consequently. 

 

To access a network's LDAP services, your pc should 

1st log in to a server that supports the protocol, a process  

called  authentication.  LDAP lets a network 

administrator assign totally different levels of access to 

its several users, keeping the data secure. 

LDAP may be a protocol that supports directory servers 

like servers used for Active directory or enterprise 

directory. Authentication validation of user certification 

even be done by IDP via  LDAP solely. needed claims 

additionally provid ed by IDP from LDAP as per the 

request. 

 

We have taken totally different bindings additionally to 

done this authentication method with success. Binding 

of the mechanisms to transfer the messages. 

For authentication we tend to should have used 

certificates. it's use  to  spot  individual's  ID.  For 

coding and decipherment certificates require 

d. largely common certificate like X509 for coding, 

Service communication certificate, Token sign up. 

 

Service communication certificate may be a certificate 

that is approved by trustworthy third party. this can be 

wont to bind the certificate with resource login page. 

This certificate is needed to form it secure over the net 

in order  that trust is established between each parties. 

Token Sing in Certificate is that the hash of the SAML 

token by sender’s personal key (IDP). 

The certificate that is encrypted by the receiver’s public 

key to attain confidentiality. 

 

After all Installation and Configuration, Certificate 

foreign or exported, we are going to 

sign up via URL and user are going to be authenticated 

in the application. only once user login then session 

created and for succeeding time user can mechanically 

signed in. 

Hence user with success logged in in Real Time via 

LDAP Authentication. 
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