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Abstract - Cloud computing is a highly scalable
distributing computing platform in which resources are
offered as services. The security of data in cloud is one of
the important issues which act as an obstacle in the
implementation of cloud computing. This paper is
proposing an efficient cloud security model in which the
model is providing the multi-level encryption mechanism
over the data to be uploaded at the cloud as well as role-
based authentication for the users. The model is
including four parties: Data owner, Private Cloud,
Admin and User. The encryption mechanism is using the
RSA algorithm first and further re-encrypts the data
with MD5 to enhance the security of the data. The
Message authentication Code is being generated before
uploading the encrypted data which will be used after
downloading of the data. The Message Authentication
Code of downloaded data will be decrypted first by user
and then send to Data owner for data integrity check.
After that the user can decrypt the downloaded data if he
gets confirmation from Data owner. The model is using
the best possible multiple techniques in a single
approach.

Index Terms - Cloud Computing, Encryption, Message
Authentication Code, Role-based Authentication.

1L.INTRODUCTION

Cloud computing has been visualized as the next
generation of distributed computing in an emerging
network field. The National Institute of Standards and
Technology (NIST) describes emerging cloud
environment by four deployment models, five
essential characteristics and three service models. The
three models are infrastructure as a service (IAAS),
platform as a service (PAAS), and software as a
service (SAAS). Some of the features of cloud
computing are broad network access, location-
independent resource pooling, rapid resource
elasticity, on-demand self-service, and measured
service. The three service models in cloud are private
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cloud, public cloud, community cloud, and hybrid
cloud. In this paper adaptive multilevel security
framework based on data sensitivity that manages to
provide adequate level of security for the data
classified under different classes. The essential
characteristics of cloud computing are on demand self-
service, broad network access, measured service, rapid
elasticity, resource pooling and so on.

The data stored in cloud environment can be accessed
from anywhere and at any time and by anyone. Many
techniques effectively provide the security for cloud
storage data. During transmission of data in cloud
environment, encryption is an efficient and widely
used technique for data security. It can be done by
public key, private and other identical information
between the sender and receiver. Cloud storage is a
place where we store huge volume of data and it can
be accessed from anywhere and by anyone and in
anytime. The main advantage of cloud storage is there
is need not to pay for the storage of data. Despite of
the cloud storage advantages; outsourcing data storage
may threaten the sensitive data of users. Because in
cloud environment the data are distribute in various
locations. It may lead to unauthorized physical access
to the data. So, it is necessary to secure the data in
cloud environment. Encryption is the most effective
technique to transmit the sensitive data in cloud
environment. There are various techniques and
mechanism was developed to provide security for
cloud storage data.
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Fig-1 Cloud computing framework

Provides security based on data sensitivity. The data
needs to be secured throughout the progress, security
of the data in cloud is a major challenge to be
concentrated on because the data is in third party’s
premises.

This paper suggests an adaptive multilevel security
framework based on cryptography techniques that
provide adequate security for the classified data stored
in cloud. Proposed Multilevel of security of data with
different sensitivity that changes with business needs
and commercial conditions.

2 ISSUES IN CLOUD COMPUTING

Several restrictions to the widespread adoption of
cloud computing remain. Some of them are explained
below:

2.1) SHARING INFORMATION WITHOUT A
WARRANT

Cloud providers can share information with third party
auditors (TPA) if necessary, for purposes of law and
order even without a warrant. Here, the owner of the
data has to be permitted in their privacy policies which
users have to agree to before they start using cloud
services models. There is life- threatening situations in
which there is no time to wait for the police to issue a
warrant. Most of the cloud providers can share
information immediately to the police in such
situations to get warrant for the sensitive data.

2.2) SECURITY

Security is generally a desired state of being free from
harm. As defined in information security, it is a
condition in which an information asset is protected
against its confidentiality, integrity, and availability in
the desired state and at the right time. Security for the
cloud is most important aspect, there are a number of
issues to be addressed if the cloud is to be perfectly
secure. As cloud computing is achieving increased
popularity, concerns are being voiced about the
security issues introduced through adoption of this
new model. Various security mechanisms are
recognized as the features of this innovative
deployment model can differ widely from those of
traditional architectures. An alternative perspective on
the topic of cloud security is that this is but another,
although quite broad, case of "applied security” and
that similar security principles that can be shared
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multi-user mainframe security models apply with
cloud security.

CONSUMER AND STORAGE

The various use of cloud computing could lead to a
reduction in demand for high storage capacity
consumer end devices, due to cheaper low storage
devices. Despite of the cloud storage advantages;
outsourcing data storage may threaten the sensitive
data of users. It may lead to unauthorized physical
access to the data. Encryption is the most effective
technique to transmit the sensitive data in cloud
environment. The specialized nature of the cost of
consumption of cloud usage makes it difficult for
business to evaluate and incorporate it into their
business plans.

SUSTAINABILITY

Although cloud computing is often assumed to be a
form of green computing, there is currently no way to
measure how "green" computers are. Environmental
problem associated with the cloud storage domain is
energy use. Traditionally clouds are concerned that
this new explosion in electricity use could lock us into
old, polluting energy sources instead of the clean
energy available today.” Greenpeace ranks the energy
usage of the top ten big brands in cloud computing,
and successfully urged several companies to switch to
clean energy. The various energy efficiency in cloud
computing can result from energy-aware scheduling
and server consolidation.

3 METHODOLOGY

PROPOSED SYSTEM METHODOLOGY

To overcome the above limitations, we proposed a
new approach in which multi-level security
framework in data security mechanism is proposed. It
provides uniform simple or high-level security method
for all the data in cloud. An adaptive multilevel
security framework based on Elliptic Curve
Cryptography (ECC) technique that provides adequate
security for the classified data stored in cloud. The
proposed cloud security system suits well for cloud
environment and is also reliant to meet the required
level of security of data with different sensitivity that
changes with business needs and commercial
conditions. It manages to provide adequate level of
security for the data classified under different classes.
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The proposed approach encompasses suitable access
control mechanism, and it provides review control
mechanism based on log analysis which facilitates
reclassification of data.

PERFORMANCE OF OUR PROPOSED SCHEME

e The proposed encompasses suitable access
control mechanism.

e It provides review control mechanism based on
log analysis which facilitates reclassification of
data.

e It provides multi-level security.

e Changes in the security measures to meet the
dynamic changes in cloud security threats.

e Cost and vulnerable for repeated attack is less.

e Provides security based on data sensitivity. An
adaptive multilevel security framework based on
cryptography techniques that provide adequate
security for the classified data stored in cloud.

e Data storage may threaten the sensitive data of
users.

e Encrypting Techniques, Various techniques and
mechanism was developed to provide security for
cloud storage data.

e An efficient way to design hierarchical access
control is to use Elliptic Curve Cryptography
(ECC).

e Allocate the adequate security algorithm
according to sensitive value.

4 MODULES FOR MULTILEVEL SECURITY

4.1) CONSTRUCTION OF CLOUD MODEL

It leverages two different encryption technologies: one
is IBE and the other is traditional Public Key
Encryption (PKE). First allow a user to generate a first
level cipher text under a receiver’s identity. The first-
level cipher text will be further transformed into a
second level cipher text corresponding to a security
device. The resulting cipher text can be decrypted by
a valid receiver with secret key and security device.
Here, one might doubt that this construction is a trivial
and straightforward combination of two different
encryptions. Unfortunately, this is not true due to the
fact that we need to further support security device
revocability. A trivial combination of IBE and PKE
cannot achieve our goal. To support revocability, we
employ re-encryption technology such that the part of
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cipher text for an old security device can be updated
for a new device if the old device is revoked.
Meanwhile, we need to generate a special key for the
above cipher text conversion. It also guarantees that
the cloud server cannot achieve any knowledge of
message by accessing the special key, the old cipher
text, and the updated cipher text.

4.2) TWO FACTOR DATA SECURITY

The setup phase generates all public parameters and
master secret key used throughout the execution of
system. The public parameters are shared with all
parties participating into the system (including data
sender/receiver, cloud server and a PKG), while the
master secret key is given to the PKG. The two main
factors are SDI and PKG ,that will respectively
generate a security device and a secret key for a
registered user IDi in secure channel such that the user
can combine the security device with the secret key to
recover message from its encrypted format.

Cipher text Generation Phase a data sender encrypts a
data under the identity of a data receiver and further
sends the encrypted data to the cloud server. Knowing
public parameters param, a data m € {0,1} k and a
receiver’s identity IDi, a data sender encrypts a data to
a first level encryption. Note the first-level cipher text
generation is built on top of Waters IBE. After
receiving the first-level cipher text of a data from the
data sender, the cloud server generates the second-
level cipher text. Knowing public parameters param, a
first level encryption for the user, and the information
(IDi, tpki) stored in List, the cloud server encrypts C1
=(cl, c2, c3, c4) to a second-level cipher text.

Once a device of a user needs to be updated due to
some incidences (e.g. it is either lost or stolen), the
user first reports the issue to the SDI. The SDI then
issues a new device for the user. Then the SDI notifies
the cloud server to update the ciphertext of the user by
sending a special piece of information. Finally, a data
receiver uses a decryption key and a device to recover
the data.

THREE FACTOR MULTI LEVEL DATA
SECURITY PROTECTION

In this system, the cloud environment is used to store
and retrieve the classified encrypted data by
authorized users. Therefore, the data owner outsources
only the data and not the entire computations of an
organization. Hence, the owner of the data has the
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opportunity to store the encrypted data in different
sections of a bucket or in different buckets at the same
location or at different locations as per the service
level agreement made between the data owner and the
cloud service provider.

Preprocessing Phase

The following steps are carried out by Data Owner

(DO):

1. Determining the sensitivity of data based on the
security objectives A, I, and C.

2. Classifying the data based on sensitivity value
into one of three classes: Class I || Class Il || Class
I"i.

3. The adequate security algorithm is identified and
encrypting the classified data with different
encryption methods.

4. Storing the encrypted data in cloud storage.

5. In this phase we have to Maintain metadata for
each data file which contains access privilege,
classification type, and mapping data details.

6. The encrypted data are generated and maintained
for the future use.

Setup Phase

Data users (DU) register to the DO; DO categorize

data users based on the access rights assigned to them.

Data Accessing Phase

1. DU send request to the DO for accessing data.

2. DO verify the user authentication and verifies
whether the DU have access privilege to the
requested data.

3. DO scrutinizes the request to identify to which
class does the requested data belong to and
appropriate levels of authentication verifications
are done.

4. DO generate token from metadata for accessing
the requested data.

5. DO sends the token and secret key to the DU.

6. DU submits only the credentials and token to
Cloud Service Provider (CSP) and retain secret
key.

7. CSP verifies DU authentication.

8. CSP processes the submitted token to verify the
access privilege.

9. CSP retrieves and returns the requested data.

10. DU downloads the requested data.

11. DU decrypts it using secret key.
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12. In the setup phase, privilege if data user performs
any manipulations, then DU attach digital
signature with the modified data.

13. DU stores the modified data into cloud storage.

Key Management Phase

The proposed model assumes that the key stores of
both DO and DU remain to be secured throughout the
process. DO take the responsibility of generation and
distribution of secret keys to DU.

Data Integrity Verification Phase
DO have to periodically verify the integrity of the data
stored in cloud to check the correctness of data.

Log Analysis Phase

In cloud storage system we are using log monitoring
system, data that needs to be reassessed for its
sensitivity value and reevaluation of security measures
are identified and are upgraded accordingly.

Token Verification Phase

These steps are executed between CSP and DO when
there arise some disputes in the submitted credential
and token for data accessing by the DU.

4.4) ALGORITHM FOR PROPOSED METHOD
Step 1: Get the organization data.

Step 2: Analyze data to identify risks.

Step 3: Find the potential impact on cloud data, which
is either low, moderate, severe.

Step 4: Based on impact, fix for A, I, and C for each
sensitive data.

Step 5: Determine the sensitivity value.

Step 6: Allocate the adequate security algorithm
according to sensitive value.

5 ARCHIETECTURE FOR MULTILEVEL
SECURITY

Figure 2 - Data classification archietecture
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HIGH SECURITY SCHEME FOR HIGH
SENSITIVE CLASS | DATA

The data with high sensitivity value are grouped into
Class I. Class | data are highly important and should
not be compromised, they require high level security.
The high-level security scheme for Class | is a
hierarchical access control. An efficient way to design
hierarchical access control is to use Elliptic Curve
Cryptography (ECC). Three-factor authentication
access control for all users with reading and writing
privileges. The low level of authentication can be a
compromised of factors based on knowledge, token,
and biometric schemes (e.g., user password, user
security token and biometric identifier). The nature
and criticality of the application, the data owner can
use biometric authentication; or else it can be replaced
with another token-based authentication.

MODERATE LEVEL SECURITY SCHEME FOR
NEUTRAL SENSITIVE CLASS Il DATA

Moderate and low security objective values are fixed
with the highest sensitivity value that is moderate
when compared to low and hence such data are
grouped into Class Il. In Class I, the whole data are
with moderate sensitivity and hence to be protected
with medium level security scheme. Here also we use
hierarchical access control (ECC). The two- factor
authentication access control for all users with reading
and writing privileges. Each user’s authentication can
be a combination of factors based on knowledge and
token (e.g., user password, user security token).

BASE LEVEL SECURITY SCHEME FOR LOW
SENSITIVE CLASS Il DATA

All data with low sensitivity level are grouped under
Class Il1. In Class 11, the whole data are require only
base line security. Base line security is a combination
of base level access control security and simple
encryption security for the entire data of this class.
Every user’s factor authentication (e.g., user password
or any personal identification number) is suggested to
access data in Class I1l. The data can have different
security objective value combinations, in general;
otherwise, it could be concluded that the highest value
among the security objectives should be fixed as the
sensitivity level for that data.

6. SECURITY MEASURES TO PROTECT
STORED
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DATA

Measure 1: Access Control. Access control ensures
fine- grained access to resources and hence any
security system cannot be designed without access
control. The specialized mechanism which the access
control that controls the flow of data between subject
(users, computers, applications, etc.,) and object
(computers, applications, files, servers, devices, etc.,)
where subject is an active entity that requests access to
an object and object is a passive entity that contains
the data. For the data prevention, the Unauthorized
access to data, either a single access control method or
a combination of multiple methods is required. The
importance of access control and its relationship to
other security services are dealt in [11].

Access control with cryptographic algorithms to all
users having the same classification property as that of
the requested the resources. To improve the access
control model, Mandatory Access Control should be
combined with Role Based Access Control (RBAC)
which provides the concept of roles or separation of
duties. Permissions are assigned to roles and then each
user is assigned to a particular role. When a user
changes his role, it is enough to revoke his role and no
other changes are required. RBAC suits well for cloud
environment, one of the mainly used access control
[12, 13]. Measure 2: Data Sensitivity. The data
classified based on some aspects analysis its
sensitivity based on the security objectives
availability, integrity, and confidentiality (AIC) which
could be followed by data classification. The
importance of these security objectives for any data
and its potential impacts are well defined in FIPS 199
Publication [8]. Data are separated by the sensitivity
value and is considered as the industry standard for
computer security which is based on the three
important characteristics of data which gives value for
its use in organizations: availability, integrity, and
confidentiality [9]. Data owner manages the data
throughout its lifecycle and must discreetly analyze
every data to identify the potential impact on
unauthorized disclosure or destruction of that data.
Access control impacts due to loss of AIC, the
sensitivity value of the data should be fixed.

Measure 3: Classification Plan. There are three types
of data classified, namely, high, moderate, or low,
based on the values assigned for the security
objectives of that data. Following the data
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classification, appropriate required level of encryption

methods should be selected and implemented to

protect the classified data.

The AIC table with three classes: high, moderate, and

low. The possible combinations of potential impact

that any data may possess are shown. Since there are

three parameters to be considered each with three

impact.

1. Availability, integrity, and confidentiality of data
can have minimum value as 1.

2. The value for the impacts high, moderate, and low
can have values 3, 2, and 1, respectively.

3. We have to find Sensitivity value by sum of
values of all security objectives.

Using the hypothesis, the sensitivity value is
determined which ranges from 1 to 9. However, the
data can have different security objective value
combinations, in general; otherwise, it could be
concluded that the highest value among the security
objectives should be fixed as the sensitivity level for
that data.

To classify data using the hypothesis, that is attributes
based on availability, Integrity and Confidentiality.
Step 1. Get the organization data.

Step 2. Analyze data to identify risks.

Step 3. The potential impact on organizational data
which is either low, moderate, severe have to find.
Step 4. Based on impact, fix 1,2, 3 for A, |, and C for
each data.

Step 5. Determine the sensitivity value.

Step 6: If sensitivity value = 01, then Class =I. If
sensitivity value = 02, then Class = II.

If sensitivity value = 03, then Class = III.

Step 7. Allocate the adequate security algorithm.

Measure 4: Data Segmentation. Classification of data
based on their sensitivity to the organization. Class |
data are concluded to be highly sensitive which
requires additional security.

The data in Class I, based on its criticality, can be
further segmented to form different partitions.
Therefore, after segmentation of data makes the
sensitivity get subsided further. Data can be accessed
from anywhere and by anyone and in anytime. Data
storage may threaten the sensitive data of user’s.

7. PERFORMANCE ANALYSIS OF SECURITY
ALGORITHMS
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Figure 3 - Performance analysis of security algorithms

Performance Evaluation

The performance of this work is done to prove the
performance improvement over the proposed
methodology than the existing system in terms of
execution time and data confidentiality and File size
(MB).

7.1) ENCRYPTED DATA STORED IN CLOUD
INSTANCE:

" Privilege-
Multilevel Organizational
Sharing

In Cloud Computing

Badtie #1 Oroantatronsd Lats

Figure 4 - Encrypted data in cloud
This figure displays the encrypted data is stored in
cloud storage by the data owner.

8.MULTI LEVEL DATA SECURITY
PROTECTION

In this system, the cloud environment is used to store
and retrieve the classified encrypted data by
authorized users. The main objective of this process is
to give high security to the data that is stored in cloud
environment. Many techniques are used before for the
data security in cloud.
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The above survived all the techniques gives security to
the cloud data in various ways. From all over the
techniques Two factor key generation Technique gives
high security than the other techniques.

[ Ay Qrganizational Data |

High e
k4

Moderate
Figure 5 - Data Classification

An adaptive multilevel security framework based on
Elliptic Curve Cryptography (ECC) technique that
provides adequate security for the classified data
stored in cloud. The Multilevel security framework
suits well for cloud environment and also more reliant
to meet the required level of security of data with
different sensitivity. It manages to provide adequate
level of security for the data classified under different
classes. Once the security device is stolen or lost, this
device is revoked. It cannot be used to decrypt any
cipher text. MLS can be done by the cloud server
which will immediately execute some algorithms to
change the existing cipher text to be un decryptable by
this device. MLS process is completely transparent to
the sender. Therefore, in multilevel security the cloud
server cannot decrypt any cipher text at any time.

8.1) ATTRIBUTE COMPARISON
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9.1) EXECUTION TIME
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Execution time is defined as amount of time to
complete the process.

12

i0

(secs)

1]

E Two factors
= 5 Data security
= multi-lewel

4 Data security

File size (65 MEB)

Figure 6 - Comparison of Execution Time

Figure 3 shows the comparison of execution time
between two factor data security mechanism and
multi-level data security mechanism.
X axis represents the File size in MB and Y axis
represents the execution time in seconds. From the
figure 10, it is understood that the proposed Multi level
data security mechanism is low than the existing two
factor mechanisms.

10 CONCLUSION AND FUTURE WORK

Cloud is well known for its prominent offerings.
Organizations interested in data outsourcing opt for
cloud storages which satisfy the dynamic business
requirements on demand. IIn cloud data security hold
back cloud adoption widely. This work proposes a
multilevel security framework that is adaptive for
cloud environment. The adaptive multilevel security
framework proposes to classify the data based on
sensitivity and to provide the appropriate required
level of security to the classified stored data which is
a involving new ideas and methods way to improve
and enhance dependent security in cloud system
framework environment. The ultimate goal of this
adaptive multilevel security framework is to overcome
the drawbacks of existing two-level security methods.
In this multilevel security system, we used hierarchical
access control called Elliptic Curve Cryptography
(ECC) which has high performance, low
computational cost, and small key size. Based on ECC,
hierarchical data access control is designed to fulfill
security requirements in cloud environment. Finally,

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 146



© October 2020| IJIRT | Volume 7 Issue 5 | ISSN: 2349-6002

we showed the performance of this work to prove the
performance improvement over the proposed
methodology than the existing system in terms of
execution time and data confidentiality.

In future the proposed work is extended by data
classifications followed by different encryption
methods are illustrated exhaustively. Access control
and key management must be carefully collaborated to
preserve the benefits of encryption techniques,
because if the secret keys are compromised, there is no
meaning in possessing data in encrypted form.
Therefore, here if the keys are compromised, then the
encrypted data is compromised.
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