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Abstract - This paper deals with the comparison of three 

algorithms namely Elliptic Curve Cryptography 

Algorithm, ECC Algorithm, NTRU (Theory Research 

Unit Algorithm) and their performance comparison is 

analysed using the range of data which is applicable to 

each algorithm. Each method uses private and public 

keys for data encryption and decryption. 
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INTRODUCTION 

 

Any network system requires the cryptosystem to be 

secured. Cryptography deals with keeping the 

information or the data away from others or in a form 

which is not easily understood by others. This can be 

achieved in many ways. One such way is using 

Asymmetric key cryptosystem, where the two 

communicating parties use two different keys for 

sharing message. Three types of algorithms and 

compared analysed in this paper. 

 

RSA ALGORITHM 

 

a) Key Generation  

RSA uses Public Key to encrypt messages and Private 

Key to decrypt that message.  

1. Choose two large distinct similar bit length prime 

numbers p and q at random.  

2. Find the product of p and q and assign it to n as 

n=pq. The length of n is the length of the key.  

3. Find φ(n) = φ(p)φ(q) = (p − 1)(q − 1), where φ is 

Euler's totient function.  

4. At random, choose an integer e in a way that 1 < 

e < φ(n) and gcd(e, φ(n)) = 1. e is the exponent of 

Public key and should be a large value, to be 

secured.  

5. Determine d using the formula, de ≡ 1 (mod φ(n)). 

d is the Private Key Exponent.  

6. Finally, the values of public key and private key 

will be like Public key=(n,e) and Private 

key=(n,d).  

 

Example 

Suppose we want to encrypt the message “NUMBER” 

to send it to the receiver, 

NUMBER ⇒ 142113020518 

First, we have to choose two prime numbers,  

p = 59 and q = 41, 

Then, n = pq = (59)(41) = 2419 

Euler’s Totient function ⏀(n) = (p-1)(q-1) = (58)(40) 

= 2320 

Now, to choose an integer e, which satisfies the given 

conditions.   

Therefore, e = 3 

To determine the private key d, by using the formula, 

ed = 1(mod ⏀(n)) ⇒ (3)d = 1(mod 2320) ⇒ d = 1547 

 

Encryption 

To encrypt the plain text into a cipher text, by using 

the formula, 

c = Me(mod n) = (142)3(mod 2419) = 1611 

                        = (113)3(mod 2419) = 1173 

= (020)3(mod 2419) = 743 

= (518)3(mod 2419) = 930 

Therefore, the encrypted cipher text value is 1611 

1173 743 930 

 

Decryption 

To decrypt the cipher text into a plain text, by using 

the formula, 

M = cd(mod n) = (1611)1547(mod 2419) = 142 

  = (1173)1547(mod 2419) = 113 

  = (743)1547(mod 2419) = 020 

  = (930)1547(mod 2419) = 518 

Therefore, the decrypted plain text value is 142 113 

020 518 
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Therefore, the decrypted message is 142113020518, 

which is displayed as NUMBER. 

 

ECC ALGORITHM 

 

a. Key Generation  

Key generation is quite important because the process 

of generating public and private key takes place here.  

1. Choose a number d within the range of (1 to n-1).  

2. Calculate the Public key using the formula. Q= d 

* P. Here, Q is the Public Key and d is the Private 

Key.  

 

b. Encryption  

1. Let 'm' be the message we are sending. And let E 

be the curve. Let the message 'm' have a point on 

the curve and it is denoted by 'M'.  

2. Choose a number k at random in the range of [1 - 

(n-1)].  

3. Let the cipher texts to be generated be denoted as 

C1 and C2.  

4. C1 is calculated as C1 = k*P and C2 is calculated 

as C2 = M + k*Q.  

5. Now, this C1 and C2 will be sending, with which 

the other side person can decrypt the message.  

 

c. Decryption  

In order to decrypt the message 'm'; we use the 

formula, M=C2-d*C1. 

 

Example 

Suppose we want to encrypt the message “NUMBER” 

to send it to the receiver, 

NUMBER ⇒ 142113020518 

First, let us choose (N,P,d) is (6,59,2) 

To find Q, 

Q = d*P = (2)(59) = 118 

 

Encryption 

Let us choose a number k in the range (1 to N-1) 

Therefore, k = 3 

Now, to find C1 and C2 

C1 = k*P = (3)(59) = 177 

C2 = M+k*Q = 142+(3)(118) = 496 

         = 113+(3)(118) = 467 

         = 020+(3)(118) = 374 

         = 518+(3)(118) = 872 

Therefore, the encrypted cipher text value is 496 467 

374 872 

Decryption 

To decrypt the cipher text into a plain text, by using 

the formula, 

M = C2-d*C1 = 496-(2)(177) = 142 

  = 467-(2)(177) = 113 

  = 374-(2)(177) = 020 

  =872-(2)(177) = 518 

Therefore, the decrypted plain text value is 142 113 

020 518 

Therefore, the decrypted message is 142113020518, 

which is displayed as NUMBER. 

 

NTRU Algorithm 

 

a. Key Generation  

1. In order to generate the key pair, we consider two 

polynomials f and g, with coefficients much 

smaller than q, with degree at most N-1 and with 

coefficients in {-1, 0, 1} are required.  

2. The value of f should be chosen in such a way 

that, f. fp=1 (mod p) and f.fq=1 (mod q) should 

exist.  

3. Her f and fp are the Private keys.  

4. The public key can be calculated using the 

formula, h=pfq.g(mod q).  

 

b. Encryption  

1. Choose a polynomial 'm' with co-efficient {-

1,0,1}, where 'm' is the Message.  

2. Choose a polynomial 'r' randomly with small co-

efficient.  

3. The message can then be finally encrypted using 

the receivers Public key as; e=r.h+m (mod q).  

4. Now, e is the cipher text and this is sent safely to 

the receiver.  

 

c. Decryption  

1. To decrypt the message, the receiver should first 

multiply the cipher text and the part of private key 

f. This is done by a=f.e (mod q).  

2. Now calculate the value of a mod p, using the 

formula; b=a(mod p)=f.m (mod p).  

3. With the value of b, the receiver can multiply b 

with the other part of private key fp, in order to 

recover the original message.  

4. This is done by c=fp.b = fp.f.m (mod p), i.e. c=m 

(mod p). Here, c is the original message sent by 

sender.  
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Example 

Suppose we want to encrypt the message “NUMBER” 

to send it to the receiver, 

NUMBER ⇒ 1 0 1 0 1 1 1 

Let N = 11, p = 3, q = 32  

First, let us consider two polynomials f and g which 

satisfies the conditions, 

f = -1 1 1 0 -1 0 1 0 0 0 1 -1 and  

g = -1 0 1 1 0 1 0 0 -1 0 -1 

 

CONCLUSION 

 

Thus, this paper deals with the comparison and 

analysis performance of three algorithms namely 

Elliptic Curve Cryptography Algorithm, ECC 

Algorithm, NTRU (Number Theory Research Unit) 

Algorithm in a simple mathematical way. 
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