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Abstract - Secret sharing schemes are mainly used in
cryptography with the purpose of keeping the secret safe.
(k, n) threshold secret image sharing technique involves
the distribution of secret image among n participants
that is called shadow images that satisfy the following
conditions:

(a) The complete image information will not be received
when less than k shadow images.

(b) Again, construct the complete image any k or more
than k shadow images are required.

This scheme is mainly used in applications where single
trusted entity is not available. Secret image sharing
schemes have been applied to the military, e-commerce
and communication fields. In this paper we propose (K,
m) secret image sharing scheme with cheater detection
using RSA cryptosystem.

Index Terms - Secret image sharing, RSA cryptosystem,
Cheater Detection, Encryption, Decryption.

I.INTRODUCTION

In this era, people completely depend on internet for
performing online transaction, data exchange by an
individual or within an organization, e-commercing,
digital data storage, cloud computing and computer
networks. Therefore, security of data stored, and data
transmission has become a point of concern for
making integrity of data. Cryptography is the major
tool used for securing of data transmission and data
storage over such computer networks and data storage
devices. In cryptography system complex encryption
and decryption algorithm is used for hiding the secret
data. For securing the confidential data, firstly
introduced a secret sharing technique by Shamir [1]
and Blakley [2] in 1979. Shamir’s technique is formed
on Lagrange interpolation polynomial whereas
Blakley’s technique is formed on the principle of
hyperplan geometry. In the Shamir’s (k, n) threshold-
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based secret share technique the secret sharing
information S is split among “n” participants in such a
manner that any k or more than k participants can
again construct the secret but less than k participants
does not get any information about secret [1]. Both the
techniques have some limitations are as follows:
1. Atatime only, single secret can be splitted.
2. After reconstructing the secret there is no use of
participant’s shares.
3. There is no way to detect cheater.
In 2002, Thien and Lin [3] proposed the extension of
Shamir’s polynomial approach in the form of (k, n)
threshold based secret image sharing method.
(k, n) secret image sharing technique can be categories
in to two strategies that is given below:
a. Polynomial based scheme [5-7]
b. Visual cryptography scheme [8-10]
Lossless recovery is important for the transmission
and storage of data. In the polynomial based secret
image sharing technique reconstructed the original
image without loss with decrease the shadow size.
Visual cryptography was invented by Naor and Shamir
in 1994[4]. In which the secret image is divided among
two or more than two shares and at the time of
reconstruction, the shares are stacked on one another,
and secret image will appear without any complex
computation. Visual cryptography scheme is executed
by human visual approach without any calculation. In
the secret share technique, the cheating problem was
firstly presented in 1989 by Tompa and Woll [10].
They consider the situation that at the time of
reconstruction the secret, some dishonest participants
forged the fake shares. In this manner, the cheater gets
back the secret and honest participants get the fake
secret. In 2018 Liu-Sun-Yang has proposed the (k, n)
secret image share strategy is able to detect the cheater
[12].
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The rest of the paper is arranged as follows: In the part
2. Some preliminaries in which Shamir’s (k, n) secret
share technique, Thien-Lin’s secret image share
technique, Liu-Sun-Yang (k, n) Secret image share
technique able to reveal the cheater are introduced. In
part 3. Describe the RSA cryptosystem. In part 4.
Proposed (k, m) image secret sharing scheme using
RSA cryptosystem is being presented. In part 5.
Comparability among the proposed scheme and the
other schemes. Finally, the conclusion comprised in
part 6.
Il. PRELIMINARIES

[1] Shamir’s (k, n) secret share technique: In this
technique the secret sharing information S is split
among “n” shares using in such a manner that at the
time of reconstruct the secret any k or more than k
secret shares are required but less than k secret shares
do not get any information of the secret [1]. A secret
sharing scheme has two phases:

A. Share distribution Phase:

1. Construct the polynomial function of the order of
(k-1)™ degree by,

f(X) = bo + bix + Dax?+......... + by xk1 (mod p)
where by is the secret and p are the prime number. The
secret shares are in the form of pair values (xi, Vi)
whereas,

yi=f(Xi)),1 <i<nand 0 <x1< Xz ...... <xnp<p-1.

2. Shareholder holds the pair value of (xi, y;) and there
is single shareholder does not get the secret value b.
Even though less than k shares cannot find the secret
bo.

B. Reconstruction Phase:

1. At the time of reconstruct the secret the k or more
than k shares are required and then find the secret by
by using Lagrange interpolation method.

[2] Thien-Lin’s secret image share technique: Thien
and Lin have proposed [3] a (k, n) threshold-based
image secret share technique by using the concept of
Shamir’s secret share technique [1]. Utilize the idea of
polynomial function of order (k-1) to make n image
shadows from m x m pixels secret image (it is denoted
by I).

St (a, b) =1 (ak+1, b) + I (ak+1,b) x + .....+ I (ak+1,
b) x** (mod p)........ Q)

where, 0 < i < [m/k] and 1 < j < m. This technique
reduces the size of image shadow will become 1/k
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original size of the secret image. Any k image shadows
are required to reconstruct each pixel value in the
secret image.

Take an example of (2, 4) image secret sharing
technique is shown in figure 1. Wheren=4,k =2

110 | 112 2 36

‘ 83 H 195

8, = (110+112x) mod 251

Fig 1. Secret Sharing method for Lena image

1. Create first order polynomial function by using

first two-pixel values of Lena image that is,

St (a, b) = (110 + 112x) (mod 251)....... 2)

For generating four shares randomly choose the x
values into the polynomial function and 251 is the
largest prime number but less than 255 (which is
the highest gray value of image).

2. After computing the 4 shares we get, (1, 222) (2,
83) (3, 195) (4, 56) it shows that first pixel of
image is converted into 4 image shadows. This
operation continues until all the pixels are
encrypted.

3. This operation shows size of each image shadow
is half of the original image size. Therefore, Thien
Lin’s scheme reduces image shadow size will
become 1/k of the secret image size.

4. Itis possible that a secret image can be recovered
from less than k image shadow because of the
adjacent pixel values is close to each other. To
reduce this security issue Thien and Lin advised
that to permutate the order of pixel before the
image shares are calculated.

[3] Liu-Sun-Yang (k, n) Secret image share scheme

able to reveal cheater:

The Liu-Sun-Yang’s procedure contains following

steps,

a. The Shadow formation step

b. The image reconstruction and cheating detection
step [12].

A) The Shadow formation step:
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1. Taking the secret image Sl as a input and n image-
shadows Shy, Shy, . . . ,Shy, as a output.

2. Distributer divides the secret Image Sl into I non-
intersecting 2k — 2 pixel blocks, PBy, PBs,...... ,
PB..

3. Inevery pixel blocks PB;, i € [1, 1], there are 2k —
2 confidential pixels are available that is, bi,o, bi,1,

., bix-1and ciy2, Cis, .« . ., Cix1 € GF(251) then
by using this confidential pixels distributer creates
k — 1th degree of polynomial function, fi(x) = bi,o
+ Db X+, ...+ bi, k-1 x < e GF(251).

4. The distributer will generate another (k-1)th
degree polynomial function gi(x) by choosing
random integer re and computes two pixels Ci,o ,
ci,1 Which assure that , re bi,o + Ci,o = 0, re bi,1 + Cis1
= 0 over GF(251) and create gi(X )= Ci,0 + Ci,1X +,
..., G, k,1Xk’1.

5. Forevery pixel block PB;, i € [1, ], the distributer
calculates the part of image shadows ui,j = { pi,j,
Qiyj }, Pi,j = fi(j), Qij = g.(J),j = l, 2, ..., N for all
participant P;. The image shadow Sh; for P; is Sh;
= ugj || uzill -l g

(B) Image Reconstruction and Cheater Detection step:
1. Take out ui,j = (Pisj, Givj), 1=1,2, ..., 1,j=1,2,...
, k from Shy , Shy. . ., Shy.

2. For every set of ui,1, Ui,2,.. ., Uik € [1,1, again construct
fi(x) and gi(x) from pi,1, Pi,2, - - -, Pisk and Qi,1, Qiv2,.. .,
g,k  with the help of Lagrange interpolation
respectively.

3. Let bio, bi1 and ciyp, ciibe the coefficients of xpand x
in the polynomial function fi(x) and gi(x) respectively.
For detecting the cheater there is exist a common
integer re which satisfies the equation that, rebio + Cio
=0 and rebi; + ci1= 0, It shows the recovery of 2k-2
pixel blocks PBi= {bio, bi1, . . . ,bik1, Ci2, Ciz, - - ., Cik-
1} and the secret image S; = PB1 || PBz ||, . .., || PB..

I1l. DESCRIPTION OF RSA CRYPTOSYSTEM

RSA Cryptosystem: Security is important when
information is being exchanged between participants
through unsecure network therefore the strong
encryption algorithm prevent this information from
getting hacked or cracked. The first public key
cryptosystem is the RSA CRYPTOSYSTEM, and it is
created by Ron, Rivest, Adi Shamir and Leonard
Adleman in 1977 [16]. In which the user creates and
publishes the public key based on two large prime
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numbers. User utilizes the public key for encrypt a
plaintext or images and private key is used for decrypt
ciphertext or images.

(A) The generation of RSA’s keys are as shown below:
1. User should be select two distinct large prime
numbers “p” and “q” to form R=p*q.

2. Discover the Euler’s phi-function by this formula
¢(R) = (p-1) (g-1).

3. Select two positive integers e and d in such a way
that d is the inverse of e modulo @(R).

4. Then declare the pair (e, R) belongs to the public
key and holds the (d, R) as a secret that belongs to the
private key.

(B) The encryption and decryption method for the RSA
Cryptosystem is explained below:

1. For encrypting the plaintext that could be a message
or an image, the sender translates the letters and
images into their numerical function and pixel number
then form the plaintext block “M”.

2. Encryption algorithm is used by the sender using
public key (e, R) that is, E(M)=C=M® mod (R) here,
”C” is the corresponding ciphertext to M.

3. For Decrypting the ciphertext block C, the
decryption algorithm is applied on each block using
private key (d, R) that is, D(C) =M= C%mod (R).

IV. PROPOSED SCHEME

The proposed scheme called as “(k, m) image secret
sharing scheme with cheater detection by using RSA
cryptosystem”. This scheme is the expansion of Liu-
sun-yang scheme is the secret image sharing which is
based on polynomial [12]. In our proposed scheme
RSA cryptosystem used for encrypting and decrypting
the secret image.

To encrypt and decrypt the secret image we need the
strong algorithm and also concern about the problem
of cheater detection during the reconstruction time
because cheaters can put the forged image shadows so
the result will be the sincere participants recover the
forgery image and cheater are able to reconstruct the
secret image. The proposed scheme is extended from
Liu-sun-yang secret image sharing scheme which is
based on polynomial. More security is important
therefore in our scheme RSA algorithm is used.

This scheme consists of three stages:

(A) Share generation stage:
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1. First Dealer “D” divides image | in to | non —
intersecting 2k-2 pixel blocks Bi, By, Ba...... B..
Our secret pixels are Si = Mio, Mi1, Mig,..... Mik1.

2. We have already discussed in the previous section
about RSA algorithm. Now Dealer will apply RSA
algorithm on the secret pixel Si. Dealer will encrypt
every 2k-2 secret pixel blocks by applying Ci= M
mod R.

3. After encrypting the secret pixels dealer will get
another encrypted pixel that is, a'io, @'i1, @'i2, ...... ,
a'ik-1.

4. Using this encrypted pixel &', o, @'i1, @'i2, -..... , ik
1. dealer will make polynomial of degree (k-1)th
that is fi (X) = a'i,0 + @'j,1X + a'1,2%%+....+ a'ikaX<L €

GF(251)

5. The dealer will choose random integer r; and
compute another pixel b',o , b%i1, bia....... , blik1
which satisfy,

a'io+r1 b0 =0 (mod 251)
a'ip+ri b1 =0 (mod 251)

aik + r bixka = 0 (mod 251) here, another
polynomial is, gi (X) will create by by,

6. For every block B;, i € [1,1], dealer will compute
the sub shares to put the, share’s identification IDx
that is, x=1,2,....n for each participants pj on every
polynomial of f; (x) and gi (x) and creates the sub
shares, tix = [Uix, Vix], Uix = fi(X), Vix = gi(X), X =
1,2,....n, for each participants pj, the secret s
tix. The dealer distributes the image shadows to
the participants that is, tx= [ Uix, Vix] up to n
participants.

(B) Image reconstruction stage:

1. Extract tix = [uix, Vix], i= 1,2,....,], x=1,2,.....k
from s'y, S'2, S's...... ,S'ke

2. For each and every group of ti1, ti2,....., tiki €
[1,1] from uix and vix using Lagrange interpolation
method respectively.

3. Dealers share the secret shadow with n
participants and any k or more than k participants
are required to reconstruct the image secret that is
called (k, m) image secret sharing scheme. Here
from the share [ui, Vix] only k shares are required
out of n and apply Lagrange interpolation method
then will get fi (x) and gi(x).
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4. After getting fi (x) and gi (x) apply decryption
method by using private key (d, R) on both the
polynomial then will get original secret image
pixels that is ,

Mi=C® mod R, Ci={a'io, a'i1X,....a'ik-1X*'} and
{b'i,o, b'i,lx,...,b'i,k.lxk'l}
Mi= ai,0, Ai,1X,.... ,aik-1 Xk'1

(C) Cheater detection: if any participants submit
forged secret pixel at the time of reconstruction then
dealer will apply the Lagrange interpolation on the
shares that is ti= [Uix, Vix] and we will get the get f; (X)
and gi(x) and dealer use the integer r1 and satisfy the
aiotribio=0 (mod 251) a;i+ribi1=0 (mod 251) then
there is no cheater but if any participants submit forged
pixel shares then this condition will not satisfied then
dealer will get to know there is cheater exist. Our
scheme recognizes the cheating problem.

V. AN EXAMPLE FOR (K, M) IMAGE SECRET
SHARING SCHEME USING RSA
CRYPTOSYSTEM

1. 1.Inthisexample, Let (k, m)=(2, 3) and the secret
image | is divided in to | blocks where each block
includes 2k-2 = 2*2-2 = 2 secret pixels.

2. Assume the 1st block B1 consist of the 2 pixels
(57, 68) = (aio, ai1), dealer will apply RSA
encryption algorithm on these two pixels.

3. Dealer select two prime numbers, p=11, g=17 and
form R=p*q= 11*17=187 and discover the
Euler’s phi function @(R) = (p-1) *(g-1) =
10*16=160.

4. Chooses two positive integer e and d in such a
way that d is an inverse of e modulo @(R),

e, 1<e< p(R)=ged (e, 9(R)) =1

ged (7,160) =1

d*e=1 mod ¢(R),

23*7=1 mod 160

(e, R) = (7,187) will be their public key and
(d, R) = (23,187) will be their private key.

5. Dealers use the public key to encrypt the image’s
secret pixel that is (57, 68)

C=M. mod R
C1=(57)7 mod 187
Clz 150 = (a'i,o)
C.=(68)7 mod 187
Cz=51= (a'i,z)
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6. After encrypting secret pixel, dealer will make
polynomial of (k-1)th degree, fi (x)= 150+51x;
a0+ a5,1X. ... eq. (1)

Then dealer pick a random integer ri=9 and
calculates two pixels and will generate another
polynomial gi (x) of degree (k-1)th that s,

aio + ribje = 0 (mod 251) ; 150+9*67=0
(mod251)

a'i,1 + rib'i,1 = 0 (mod 251) ; 51+9*78=0 (mod251)
here we got, bi,0 = 67, b',1 = 78 and make g; (X)=
67+78x ; b0+ biyx....... .. eq(2)

put the value of x=1,2,3,....n (that is user’s
identification ID1=1, ID; =2, ID3=3) oneq(1) and
eq(2) then will get:

f(1)=201, f(2)=252, f(3)=303 ; g(1)=145,
0(2)=223, g(3)=301, then the dealer distribute the
secret shadows to the participants,

first participant shadow ti1= (us,v1) = (201,145)
second participant shadow to= (uz,v2) = (252,223)
third participant shadow ts= (us,vs) = (303,301)

(B) Image reconstruction stage:

1. At the time of reconstruction stage participants
shares their secret shadows to the dealer that is ti
then dealer will apply Lagrange interpolation
method on every secret shadow which is provided
by the participants.

2. Here we can proof the (k, m) threshold secret
sharing scheme:

m=3, k=2 so any 2 or more than 2 participants are
required to reconstruct the secret pixels. Here we
take two shares that is (201,252), (145,223) split
this in to (ID1,u1) (ID2,uz), (ID1,v1) (ID2,v2);
(1,201) (2,252), (1,145) (2,223)

3. Now apply Lagrange’s interpolation on (1, 201)
(XOI yO), (21 252) (Xl ) yl)

f(X) = (XXO_—i(ll) * Yo + ( XXO_—X)?l

150+51x....... eq(3) similarly, apply Lagrange’s
interpolation on (1, 145) (Xo, Yo) (2, 223) (X1, Y1)
then will get g(x) = 67+78x........eq(4)

4. Then apply decryption method on eq (3) and eq
(4)
f(x)=150+51x; M; = C% mod R.
(1502 mod 187= 57
(51) 2 mod 187=68
Here, 57, 68 are the reconstructed secret pixels.

)* yawill get, f(x) =

(C) Cheating Detection:
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There is m=3 participants and k= 2 participants are
required to reconstruct the secret but if one of them
submit forged secret shares to the dealer. Assume first
share and second share submit forged secret t;"=
(300,200), t,"= (150,100) as a result two polynomials
are f'(x) = 450-150x and g"(x) = 300-100x, dealer
already have been chosen r; = 9 so a;” and b;" are not
satisfying the below condition:

450 r; +300=0(mod251)

150 r;-100=0(mod 251),

now we can say that the cheating is successfully
detected.

Note: Proposed scheme satisfy the feature of (k, m)
threshold, such that any k or more than k participants
can recover the secret image and less than k
participants get no information about the secret image.
There is m=3 participants and k= 2 participants are
required to reconstruct the secret but if one of them
submit forged secret shares to the dealer. Assume first
share and second share submit forged secret t;"=
(300,200), t,"=(150,100) as a result two polynomials
are f'(x)=450-150x and g¢"(x)=300-100x , dealer
already have been chosenr; =9soa:” and b,” are not
satisfying the below condition:

450 r; +300=0(mod251)

150 r1-100=0(mod 251),

now we can say that the cheating is successfully
detected.

Note: Proposed scheme satisfy the feature of (k, m)
threshold, such that any k or more than k participants
can recover the secret image and less than k
participants get no information about the secret image.

VI. TABLE

Parameter | Thien- Liu-zum- Lin- Zhaoetal

Lim [3] vang[11] wang[12] [13]
Secret N N n n
image
Cheating
prevention MNo yes no yes
Distortion
free MNo yes no no
TECOVETY
Encrypted m*n m*n
shadow E m¥*n
zize k k k
Probability
of  brute very
force Low low low low low
attack
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VI. CONCLUSION

Our scheme is based on Liu-Sun-Yang (k, n) secret
image share scheme which is capable of cheating
detection [11]. This paper proposes (k, m) secret
image sharing scheme with cheater detection using
RSA cryptosystem. The RSA algorithm has been
applied in image encryption for giving the better
security. Decrypted image completely different from
original image, therefore no one can find out the
original image without knowing the private key.
Therefore, this approach has secure and strong
strategy to encrypt the images using RSA
cryptosystem. Proposed scheme has capability to
detect the cheating behavior by using Lagrange
interpolation from up to k-1 cheaters. The proposed
scheme has been proved mathematically.
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