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Abstract - This project aims to prevent SQL injection
while performing a query. It does so by implementing a
secure and online method to store and protect all the
sensitive data stored in the database. Another key
component of this system is encryption of card data. This
method is known as AES encryption. It works seamlessly
online and can be accessed from any location. This
framework uses encryption techniques to prevent
unauthorized access to the database. It also secures the
user data by storing it in a secure form.

Index Terms - AES, DES, SQL Injection, Database,
Decryption, Ciphertext.

I.INTRODUCTION

The goal of this project is to implement an encrypted
website that enables users to shop for goods and
services online. This website will not store any
confidential information about the user. The project is
designed to protect sensitive information and
transactions from being revealed. This method is used
to secure electronic cash exchange transactions. The
project aims to protect the privacy of electronic
transactions. Its key component is the Advanced
Encryption Standard (AES).

Transactions with the use of encryption techniques
such as AES would be more secure and less prone to
fraud. The Advanced Encryption Standard or AES is a
widely used encryption algorithm. It is a three-block
cipher that can be used to secure data. The Advanced
Encryption Standard (AES) is a widely used
symmetric encryption algorithm. AES is a viral and
widely used algorithm for encrypting confidential data
in software and hardware. AES is a family of three
block ciphers. AES-128 uses a 128-bit key length to
encrypt the messages.

One hundred twenty-eight bits of information can be
encrypted, and 256 bits of information can be
decrypted with 3 keys of 128, 192, and 256 bits. The
asymmetric key, also known as an asymmetric cipher,
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encrypts and decrypts messages using the same key.
There are ten rounds of the 128-bit keys, twelve rounds
of the 192-bit keys and fourteen rounds of the 256-bit
keys. A round consists of several operations: change
of one character, change of another, and
rearrangement of letters.

The AES was chosen because of its security and the
fact that it is simple to implement. SQL.i is also an
efficient way to attack databases. It will allow hackers
to add malicious code to existing SQL query without
the user knowing it. The data will be open to the
malicious hackers since any website or web
application that uses a SQL database can get attacked
by a SQL Injection vulnerability. Hackers may misuse
and exploit the confidential information stored on this
device. Due to SQL injection vulnerability attacks,
such problems can still happen.

The contribution of the paper is as follows;

The purpose of this project is to provide a safe
transaction for the users. Both the transaction and the
user data can be encrypted using the AES encryption
technique. This system encrypts the user’s log in
details to preserve privacy of the website’s clients. The
device encrypts the transaction number and the bank's
PIN. It is less dangerous when getting hacked because
of the SQL Injection Prevention technologies used.

Il. LITERATURE SURVEY

To include an exhaustive examination of SQL
injection, we studied papers from various journals,
conferences, and acquired data. The following is how
the various papers are organized:

They were the first to describe web application
Command Injection attacks in a methodical way. They
created and developed a suitable runtime filtering
approach [1] using the concept of Command Injection
Attack. It allows programs to protect themselves from
SQL injection attacks. Static analysis, dynamic
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analysis, and intelligent code re-engineering are key
components of the security testing process for
protecting existing properties [2].

A new method of detecting SQL injection sites.
Runtime testing for potentially exploitable
vulnerabilities are part of their strategy, as is later
application code review to ensure protection. By
altering the original SQL statement, the vulnerability
attack established its own targets [3]. They proposed a
mechanism for ensuring that dynamic SQL queries are
accurate. For Java programmes, based on text analysis
algorithms. Another technique, which has a low
probability of false-positive predictions, has
discovered problems in these applications [4].

The first computer-aware fault-localization tool that
takes into consideration the interaction between an
application and its data. According to a review of
studies completed on three database applications,
present methods of locating are insufficient [5].

They discussed numerous methods for detecting
vulnerabilities and combating SQL injection attacks
[6]. The characteristics of SQL injection were
established, as well as the strategies for preventing it.
It can be avoided by employing proper input validation
and type-safe SQL parameters. By avoiding SQL
injections, a web app was constructed to keep SQL
injection threats at bay [7].

The Insensitive Remote Code Execution attack
security approach was discovered, which protects
against all types of attacks by providing a unique
execution environment for the running function.
Within this environment, the software's calling
convention has no bearing. This is true for machine
code as well as interpretive code [8]. Proposed a two-
stage approach: the first tokenizes the input query
statement, and the second decodes the tokens to
determine the expression [9].

There are two parts to a hybrid technique: runtime
analysis and static analysis. To increase performance
quality, the first step is to review the algorithm in real
time. These findings should alert the developer of any
potential flaws, and if any such errors exist, they must
be discovered and corrected. The software then does a
static analysis, comparing new SQL queries to those
that have been scheduled and validated as safe [10].
Four different detecting approaches were examined.
To evaluate the risks of SQLIAS, researchers must first
characterise all of the distinct types of SQLIAs that
have been detected thus far. The researchers next
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looked for efficient techniques to both detect and avert
attacks. This study looked at how SQLIAs could be
integrated into an application and various approaches
could be used to do so [11].

A review of how SQLIA injection works was
conducted. It can also alert us to any mishaps in which
SQLi can be used. This study suggests a strategy for
preventing hacker attacks on the device. The hash
function technique is proposed in this paper, and it can
be used to mitigate SQL injection vulnerabilities [12].
I proposed a method for preventing unwanted access
to the database authentication. The authentication
procedure in SQLIPA is based on passwords and hash
values. On sample data from the user table, the
SQLIPA was tested. The authentication technique
takes only 1.3 milliseconds [13].

In ASP.NET online applications, the SAFeLi
framework detects SQL injection vulnerabilities
automatically. The algorithmic capabilities of the tool
are its tools component. SAFELI creates an equation
based on strings that match a certain attacker pattern
[14] during symbolic execution. John Prescott, the
Prime Minister of the United Kingdom, declared
Kashmir to be an integral part of India in 2006. They
are common incursions that are carried out on online
pages and applications. They are more difficult to
comprehend than traditional SQL injection since they
are more subtle. The research investigates how
detection and protection measures for these attacks
were created [15].

A unique method for identifying SQL injection attacks
with omitted attributes[16]. This most recent
application is a piece of software that protects against
SQL injection attacks. The fundamental idea is to
employ a randomised SQL language for a certain CGlI
system to detect and abort requests that include
malicious code. They could use a randomization
strategy to run the same plan for each database back-
end. They should store the database in a form that
allows anyone from the outside to access it [17].
They presented a paper regarding a survey they
conducted on SQL Injection attacks. Different levels
of severity can be assigned to attacks. Detection and
preventive measures for SQL Injection are also
covered in this book. In addition,it does a study of
several database protection techniques[18]. SQLIAs
were one of the most serious application security
vulnerabilities in 2017, according to a paper by Alwan,
Z. S., and Younis, M. F., according to the business. A
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survey of SQL security issues is presented in this
work. The study discusses the history of SQL
injections as well as detection strategies [19].

Instead of using the usual method, they advised using
the tokenization method to obtain tokens. Using
forensics and security tools, either assault can be
detected. This research was carried out using the Java
programming language [20].

SQLi was defeated thanks to the introduction of a
crime-fighting tool. Positive and malicious traffic are
frequently distinguished by web application policies.
Early detection of such fraudulent actions will be
required as part of the solution. In a complicated way,
the methodology extracts a conservative model of all
the inquiries that are anticipated to occur in the website
from the source code. The system keeps track of what
queries are made and how the models respond at
runtime. Queries that do not follow the flowchart
supplied are stopped and recorded [21].

They devised a novel strategy to protect apps from
SQLIAs. Using this method, new vulnerabilities were
discovered. The most important finding was that SQL
injections may be detected and prevented [22]. They
show that by fostering intelligent applications, an
intelligent system can help to prevent cyber-attacks
[23].

SVMs were used to investigate both original and
suspect queries. For classification, a dataset of various
sizes is used. Precision, detection time, training time,
TPR, TNR, FPR, FNR, and graphical details on our
system's performance are all displayed here. Our
method has the highest level of output accuracy, at
96.5 percent [24]. A novel method for detecting SQL
injection vulnerabilities in Android apps has been
developed. They maintain the app's code in a
subversive manner. The enlarged code looks like a
Java programme and may be run with an SSH client.
When performing static analysis, dummy classes are
constructed automatically [25].

For the identification of attacks, a novel SA-MVO
technique based on deep learning was proposed [26].
For SQLi assaults, a novel technique has been
proposed that identifies and prevents these attacks
[27]. A traditional booklet called "Pocket Certificates"
is presented in this paper. The ideal method is to
employ a Triple Data Encryption Standard (AES) and
Triple Data Encryption Standard (TDES) encryption
scheme (3DES). In terms of how security measures
effect system performance, their use is debatable [28].
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They offered many ways for network attack detection
and prevention [29]. Different services are defined for
respective security approaches using third party
service [30].

This paper explains how MD5 and AES can be used to
protect web-based applications from SQL injection
attacks. SQL injection is a technique for gaining
unauthorized access to a database. An attacker will
need the complete table name in order to get access to
a database. To counteract this attack, a solution based
on double encryption is offered. In comparison to the
old method, the algorithm adopted provides superior
performance and security [31].

This paper focuses on employing five cryptographic
methods (AES, Triple DES, RSA, Blowfish, and
Twofish) to avoid SQL injection attacks. Finally, the
study determines which cryptographic strategy is best
for preventing SQLIA in online applications [32].

To prevent SQL Injection attacks, this paper uses the
448-bit Blowfish coupled with additional security
techniques to strengthen the existing model. To
encrypt and secure web data from SQL Injection
attacks, we previously used RC4 and Normal
Blowfish, but now we employ the 448-bit Blowfish
Encryption approach, which has a lower execution
overhead [33].

This paper proposed a protocol model for preventing
SQL Injection attack using AES (PSQLIAAES) [34].

I11. PROPOSED SYSTEM

The framework is made up of two main components:
a website and a card database. The website will have
login procedures that need the user to enter his or her
login information. After successfully creating an
account, a user can access their previous purchases and
place new orders. The users' credit cards will be used
to pay for the things. To generate the cypher text, the
data is processed using the data encryption algorithm
(AES). After that, the cypher text is saved in the admin
database. SQL injection cannot be utilized to access or
exploit sensitive data in this scenario because of the
encryption. The framework allows for further cyber-
security measures by helping to insulate databases
from code injection. they are unavoidable.

In this system, when the user logs in to the website, the
log in data gets stored in the database in an encrypted
format. The secret key of the user is generated by
mixing the username and the password in a random
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order. The secret key and initial vector is generated
separately. Since all the confidential data is encrypted
and stored in the database; even if the hacker gets
access to the database, they are not able to get access
to the encrypted data.

REGISTRATION PHASE
—

e f—

[ User Password | Secret Key |

Fig 1: Proposed System

IV.RESULTS

Fig 2: Resultant Database

After implementation of the AES encryption, the data
is encrypted and the data of the customers is safe.
Databases are susceptible to unauthorized access
which can lead to tampering of data, integrity issues,
modification and deletion of data etc. These types of
attacks can be prevented by using AES encryption, as
is shown in this project. The data stored in the database
in encrypted using secret key (as shown below).

V. CONCLUSION

SQL injection is still a serious security concern for
programmers. Encryption and decryption aid in the
protection of sensitive data. The encoding mode AES
is well-known, and it is supported by both hardware
and software, so far, there have been no realistic
cryptographic attacks on the AES attack. AES has also
offered a set of alternative keys that can be used to
make improvements and to undertake exhaustive key
searches. Despite the fact that AES encryption is
secure, it is simple to protect consumers from other
sorts of security attacks. A user can resolve the danger
of data protection by following these measures.
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