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Abstract - Data anonymization is process by which 

personal data is altered in such a way that a data subject 

can no longer be identified directly or indirectly and the 

process sometimes irreversible, either by the data 

controller alone or in collaboration with any other party. 

Data anonymization may by accident enable the transfer 

of information across a boundary, such as between two 

departments within an organization or between two 

agencies, while reducing the risk of inadvertent divulge, 

and in certain environments in a way that enables 

evaluation and analytical post-anonymization. In the 

context of medical data, anonymized data refers to data 

from which the patient cannot be identified by the 

recipient of the information but it’s just enough to gain 

desired knowledge which will not affect privacy. The 

name, address, and postcode must be removed, together 

with any other information which, in cooperation with 

other data held by or disclosed to the recipient, could 

identify the patient. There has always been a risk that 

anonymized data may not stay anonymous for a long 

period of time. Pairing the anonymized dataset with 

other data, advanced techniques and raw power are 

some of the ways previously anonymous data sets have 

become de-anonymized. The data subjects are no longer 

anonymous. 

 

Index Terms - Data Leakage, Data Anonymization, 

Prevention Algorithms. 

 

1.INTRODUCTION 

 

Data leakage is defined as the accidental or 

unintentional loss of private or sensitive data to an 

unauthorized entity. It poses a serious issue for 

companies as the number of incidents and the cost to 

those experiencing them continue to increase. Data 

leakage is increased due to transmission of data 

through emails, messaging, website forms, and file 

transfers among others, are largely unregulated and 

unmonitored on their way to their destinations. When 

distributor’s sensitive data that has been leaked by 

agents, it is not possible to identify the agents who leak 

the data only on the bases of a watermark technique 

which is used for keeping such data private. A model 

for calculating guilty agent probabilities in cases of 

data leakage is presented here. K-Anonymity 

algorithm is used to generalize and suppress sensitive 

data, so data sets will be hidden and third parties will 

not be able to view the original data sets. 

A data leak happens when confidential data is 

accidentally exposed intentionally or by accident, on 

the Internet or any other form including lost hard 

drives or laptops. This means a cyber-criminal can 

gain unauthorized access to the sensitive data without 

effort and misuse it. The worst part is once a data 

exposure has happened it is extremely difficult to 

know whether the data was accessed or not. This 

means that your confidential data, trade secrets, source 

code, customer data, personal data and any type of 

confidential data stored on information systems could 

be exposed or used as part of corporate spying. 

As technology advances, for many organizations and 

businesses data privacy and confidentiality has 

become the highest priority. To hide such data to 

manage confidentiality and also to utilize the 

information from the hidden data as much as possible, 

we use the anonymization process to anonymize 

datasets. Even if a normal or an anonymized dataset is 

leaked, we use the sample data and explicit data 

algorithms to trace the leak. 

There are several different types of anonymizations 

algorithms which are used to anonymize data sets. For 

this project we’ll be researching on sample data and 

explicit data request for data leakage detection on k 

anonymity and incognito algorithm for data leakage 
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prevention. Further after our research is completed, 

we’ll be using test cases to compare both the 

algorithms based on prevention of data leakage. The 

utilization of sample data request and explicit data 

request algorithms will be a part of the research work 

and test cases will be utilized. 

 

2. LITERATURE SURVEY 

 

Security attacks that threaten the wellbeing of 

organizations are changing in various ways.[10] The 

most common being cyber-attacks those possess major 

threat to organization wellbeing as they are most come 

from outside sources, which makes them very difficult 

to identify. But there is possibility of security attacks 

coming from inside the organization. In today’s world 

data being the most valuable asset a organization can 

have and every other organization want to have it. 

Insiders have access to data of that organization so it 

can be shared to attackers making insiders a big 

threat.By Rama Rajeswari Mulukutla & P. Poturaju 

states about various allocation strategies, data privacy, 

data leakage, leakage model, fake records. Using agent 

guilt model to calculate the probability that an agent 

has leaked the data that is guilty based on comparing 

the probability of the various agents having access to 

that sensitive data. 

Agent makes two types of requests, called sample and 

explicit. Based on the request the Fake objects are 

added to the data list. Fake objects are objects 

generated by the distributor that are not in set T [1]. 

Where T stands for the original table of sensitive data. 

Furthermore, the allocation of fake objects has to be 

done is a way the data that is sent after adding fake 

objects is sensible enough. The number of fake objects 

to be allocated to a table so that it is sensible enough 

is determined by the data allocation algorithms 

(sample and explicit request algorithms).The working 

of these methods is explained in this research paper. 

ie. the sample data request algorithm and explicit data 

request algorithm. 

Multiple anonymization algorithms have been 

proposed. However, given the large number of 

algorithms available and limited information 

regarding their performance, it is difficult to identify 

and select the most appropriate algorithm given a 

particular publishing scenario [2]. Which basically 

states that different tests on algorithms provides results 

that can be favourable for different purpose, so 

researchers can use the algorithm based on the results 

of the test that is optimistic for their research purpose. 

This is because it is not possible for one algorithm to 

give the best results for all possible test cases. And 

using a algorithm that is accurate for the desired 

research purpose will give a more precise result as 

compared to an optimal algorithm but doesn’t favour 

the desired test scenario.In this research paper we 

compare the optimal k-anonymity and the Incognito 

algorithm based on three test cases that are 

information loss caused after data is anonymized, 

minimal distortion of data anonymized and calculation 

of execution time of the algorithms. 

Top Down uses local-recoding based top-down 

approach, proposed this method which specialize and 

generalize the single data attribute one level down 

every iteration and unspecialized  the data if it doesn’t 

satisfy the k-anonymity condition [4].It uses tree like 

structure to achieve generalization hierarchy and each 

node is formed during the specialization of the data 

.We start with  equivalence class of that particular 

attribute and apply top down algorithm .Once the 

generalization hierarchy has been formed the nodes 

are replaced with original data in the dataset which 

needs to be sent. 

LeFevre, DeWitt and Ramakrishnan propose an 

efficient algorithm for computing k-minimal 

generalization, called Incognito, which takes 

advantage of a bottom-up aggregation along 

dimensional hierarchies and a priori aggregate 

computation [3]. This algorithm takes all the quasi-

identifiers and creates generalization lattice out of the 

quasi attributes. We use modified breadth first search 

to determine which all nodes satisfy the k anonymity 

condition and those nodes from the lattice can be used 

for anonymizing the data depending on the need one 

can choose the level of privacy or utility of the data. 

There are several different anonymization algorithms 

which are used to anonymize data sets. Water marking 

technique was used previously in data leakage 

detection algorithms but the disadvantage was that in 

this technique the original copy had to be modified. 

Another technique was Perturbation technique where 

in the data was mainly approximated to the nearby 

value of the original data i.e. the original data was 

modified. Compared to k- Anonymity algorithm and 

Incognito Algorithm these algorithms were quite 

inefficient. 
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3. PROPOSED SYSTEM 

 

For data leakage detection and prevention, we will be 

comparing the optimal K-anonymity and incognito 

algorithm and compare both algorithms on bases of 

Minimal Distortion, Information Loss Caused After 

Data is Anonymized, Calculation of execution time 

and record the results of the algorithms performance 

in different cases of data leakage.  Different tests on 

algorithms provides results that can be favourable for 

different purpose. This project will mostly focus on 

performance and outcome comparison of the results 

provided by the two algorithms. 

 
Fig 1. Block diagram of Proposed System 

This is the general flow of a data leakage detection 

model. In this the distributor receive explicit data 

request from an agent, the distributor fetches the data 

from the databases and adds fake objects to the data 

request which the agent has requested. Since 

distributor can’t modify the requested data by the 

agent. We use the E-Optimal algorithm to find fake 

object. The fake object also helps in identifying the 

guilty agent. Then the distributor forwards the original 

data with fake objects to agents. If agent leaks the data 

by any chance, here sample data request algorithm 

comes into play the main goal of this algorithm is to 

find the guilty agent, it takes probabilistic approach 

that is it uses s-overlap algorithm which minimizes 

sum objective which lets us guess the agent who might 

have licked the data. this is what a data leakage 

detection is. On top of this we implement the k-

anonymity algorithm which adds a layer of privacy to 

the data sent. 

 

4. EXPERIMENTAL RESULTS 

 
Fig 2: File with Anonymized data after applying K-

anonymity algorithm for k = 2. 

In fig 2 the data in the file that is fed into the K 

anonymity algorithm will anonymize the data for k = 

2. The value of k can be adjusted if required. 

Fig 3: File with anonymized data after applying 

Incognito algorithm for k = 2 (Most optimum 

preference). 

In fig 3 the data in the file that is fed into the incognito 

algorithm to produce most optimum anonymized data 

will anonymize the data for k = 2. The value of k can 

be adjusted if required. If the distributor wishes to 

choose most secure anonymized data formation 

preference the data that will be anonymized will not 

provide agents with excessive information gain from 

the anonymized data but also simultaneously provide 

highest possible security to prevent data leakage for 

the distributor. The anonymized data after selecting 

the most secure preference the data will look similar to 

data if file from fig 4. 
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Fig 4: File with anonymized data after applying 

Incognito algorithm for k = 2 (Most secure 

preference) 

In fig 3 the data in the file that is fed into the incognito 

algorithm to produce most optimum anonymized data 

will anonymize the data for k = 2. The value of k can 

be adjusted if required. 

The advantage that incognito algorithm provides helps 

distributor select what should be the quality of data 

anonymized. Whether they should be highly optimal 

so that the agents who receive this data can gain as 

much information as possible or if only a limited 

amount of information is to be gained by agents from 

this data but provide the highest level of data security 

anonymization can create for the distributor to prevent 

data leakage.  

A. Information Loss 

Fig 5: Information Loss result comparison graph 

In fig 5 it is evident that with increase in the value of 

k information loss steadily increases when K 

anonymity algorithm and incognito algorithm with 

selection of most optimum preference selection is 

applied. When incognito algorithm with selection of 

most secure preference is selected, the information 

loss remains constant since most secure anonymized 

data does not provide any viable data for information 

gain which implies that there is complete loss of data. 

 

B. Minimal Distortion 

 
Fig 6: Minimal distortion result comparison graph 

In fig 6 it is evident that with increase in the value of 

k minimal distortion steadily increases when K 

anonymity algorithm is applied and remains constant 

when incognito algorithm with selection of most 

optimum preference selection or with selection of 

most secure preference is applied. Incognito algorithm 

with any of the two preferences may have constant 

minimal distortion but the distortion in data is higher 

for anonymized data when most secure preference is 

selected. Anonymized data when incognito algorithm 

with selection of most optimum preference is selected 

it will have lower distortion in data when compared to 

data anonymized with K anonymity. 

 

C. Execution Time 

 
Fig 7: Execution Time result comparison graph 

In fig 7 it is evident that execution time to anonymize 

data using K anonymity algorithm and incognito 

algorithm with selection of most optimum preference 

increases with increase in k value. But in case of 
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incognito algorithm with selection of most secure 

preference the execution time decreases to a point and 

then there is a slight increase since most secure form 

of anonymized data using incognito algorithm does 

not have change drastically and remains the same even 

with increase in k value.  

 

D. Result 

 
Fig 8: Result Summarization table 

 

5. CONCLUSION 

 

Here the main focus of our paper is the data allocation 

problem, how can the distributor “intelligently” give 

data to agents in order to improve the chances of 

detecting a guilty agent. We have formally defined the 

problem of k-anonymizing a database via suppressing 

tuple components, and determined the computational 

complexity of k-anonymization when one wishes to 

withhold a minimum number of entries yet achieve a 

privacy level k. For data leakage detection we use the 

sample data and explicit data request to determine the 

guilty agent using the fake objects. For preventing data 

leakage detection, we utilize either k anonymity or the 

incognito algorithm to generalize and suppress the 

data. When we utilize these prevention algorithms, we 

need to take into consideration the information loss of 

data whether its required to be high or low and same 

conditions are used for data distortion. After 

mathematically evaluating the generalized and 

suppressed data we find that information loss is greater 

in data when incognito algorithm is applied to acquire 

anonymized data with most security and data 

distortion is minimal in k anonymity algorithm but 

substantially greater when compared with incognito 

algorithm if the most optimum data anonymization 

preference is chosen 
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