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Abstract - Because of their effect on our everyday lives,
social multimedia networks (SMNs) have drawn a lot of
interest from academia and industry. The demands of
SMN users are rising; making meeting those demands a
difficult job. Internal users who can upload and exploit
vulnerable, entrusted, and unauthorized content are one
of the most significant challenges that SMNs face.
Controlling and verifying content delivered to end-users
is becoming an increasingly difficult activity the aim of
this project is to propose a system for human-machine
collaboration to ensure safe delivery of trustworthy video
content over SMNs while minimizing deployment costs.
The proposed framework's main concepts include: |
assigning a degree of trust to each user based for
accessing the videos basing on his previous history using
the concept of artificial intelligent agent which takes care
of publishing on the network and verifying the videos'
integrity and delivery during the streaming process it
leads to trouble our this approach there will be a center
line authority that check and monitor the activity of the
user and basing on it ethnicity the user gives the access
permission to the videos maintaining the trust of activity
performance by end user.

Index Terms - Big Data, Proxy Re encryption, Storage
Path, Cloud Storage, Sensitive Data.

ILINTRODUCTION

The recent advances in information sharing have
resulted in development of many web applications and
communication between people easier. Users now
have more social multimedia networks thanks to
service providers (SMN). These apps (such as
Facebook, Twitter, and Google) have revolutionised
the way people use the Internet to communicate
around the world. These service providers' features
have given them the ability share and exchange
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various social data. Thanks to these services, users can
easily discuss their ideas and opinions remotely,
publish new articles, and meet new persons.
Moreover, they have allowed business and
organizations to advertise for their products over the
world and to directly contact their customers. These
social networks, other web applications like YouTube,
Daily motion, and Vimeo, have enabled the exchange
of different contents, including text, images, and
videos among different entities connected to their
services. Researchers have implemented applications
that serve video on demand (VOD) on top of peer-to-
peer (P2P) networks as the Internet and distributed
systems have evolved [1]-[3]. In SMN, VOD and
video live streaming services are gaining traction.
Many multimedia-centric services, such as video
conferencing applications, online meeting
applications, and huge open online courses, made
things possible by them (MOOC) as well as other use
cases in e-health and e-teaching [4]. 1Such services
draw and link millions of people all over the world.
These services' providers have enabled a slew features
which can connect between people and sharing the
content (e.g, videos, text, and images). 7 However, in
this process it generates massive amount of data being
generated by the nodes that make up social networks,
users, and computers and these are unregulated,
unsecured, and untrustworthy [5], [6]. Such a large
size produced data is called clogging networks [7], [8],
and presenting a new security problem for service
providers: it becomes difficult to manage and evaluate
all traffic passing through their networks. 1 Many
research efforts have been made so far to mitigate the
upload of malicious data to SMNs in order to address
this issue. Various data analytics technologies have
been proposed and developed with the aim of
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developing a reliable SMN [9], [10]. In this paper there
was and implementation of vision trustworthy [11] is
to achieve data security through social nodes [12],
[13]. 9 there are many trust models which are been
implemented [14-16] have emerged very important,
with the intention to reduce the data. Generally,
reputed trust models are designed to assign a score to
each entity in the network and establish trust among
them. This score may help users to make a proper
decision on buying an item from an online store,
selecting a service provider or recommending a
service to other users. Additionally, a ranking system
is provided for making adequate task by which a
necessary action can be taken by which we can
implement some polices for accessing the resources

TRUST MODEL BIG DATA STROAGE

Some of the main features while defining the Trust

model are mentioned below:

- User history: The only way to predict user behavior
is to study and analyze all generated content by
different users during their interactions in the social
media [17]. The user history records may contain
relations and links between data [18], these links
will be useful for data analysis in order to offer a
good user experience.

- Trust calculation: A user Trust is very important
metrics that should be used for data analysis and
computation these values include various
parameters for analysis of manipulated data [19] we
need to consider a realistic model that can capture
the characteristics of uploaded data based on the
historical behavior of users.

- Users collaboration: Based on the observation the
intelligence system tool is one of the key factors
which can detect and remove entrusted data, many
algorithms are been developed in past for evaluating
the users’ activity with collaborations rate [20].
Here the users can apply different selection process
for buying multimedia items by our proposed
algorithm

Secure content delivery: in social network each and

every information is very important which need to be

authenticated and monitored in trustworthiness from
the users mobile or server or any device the
communication should be secured [21], [22]. Making
sure the data is send has be made sure that it is trusted
video Currently, the well- known social media
networks rely on their users to report unauthorized
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contents in order to take the different counter-
measures. Till today there is no tool which can avoid
sharing the trusted video. In this paper, we paper we
implement a trust frame work for trusted videos
access. The main goal of the generic framework is to
create a system that is able to provide secure delivery
of trusted videos content over social networks with
low resources consumption in terms of CPU, RAM,
and storage. Indeed, the proposed system reduces the
resource utilization, and accordingly the cost, by
analyzing only the video content that really needs to
be analyzed. The proposed framework explores both
the user history and users’ collaboration for taking the
decision to either make the analytical analysis or not.
The framework contains a module that is responsible
for calculating the level of trust of each user in the
network. 1 Apart from the user trust calculation
module, the generic framework includes: | a voting
service that allows users to reward trusted clients
while penalizing malicious users; a) an incentive
module that rewards users for their cooperation; b) a
secure videos module that ensures secure video
delivery; and c) a video integrity checker service that
ensures the integrity and timestamping of uploaded
videos. In addition, a client-side adaptation of the
video player is suggested 6 to accept the current
framework's suggested features 1 The upgrade
involves adding a new feature to the video player that
allows it to interact with the video integrity checker
and ensure that the chunks buffered during the
streaming process have not been tampered with.
Furthermore, the proposed generic framework has a
video uploading decision process module that enables
checking the quality of the uploaded videos before
either accepting the publication or not. Besides the use
of historical behavior of users, this module explores
two techniques for checking the quality of the
uploaded contents:

i) analytical checking of the uploaded videos; ii)
review checking of the uploaded contents by a set of
trusted users. Based these types of techniques cost the
hard amount and these types of applications explore
the users behivours, the main goal to take the
decisions without involving those two techniques.
Also, here we use Decision Markova model for taking
the decisions to either publish or not an uploaded
video. Thanks to DMDP, the module is able to decide
to either analytically check the contents or send them
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to an external reviewer before publishing or deny the
publication of the uploaded contents.

I1.RELEATED WORK

we briefly present the research works that are most
relevant to our proposed framework including trust-
worthiness and social interactions of SMNs. The
majority of published research on social media trust
has computed the trust degree among the nodes [19],
[23]-[26]. In this approach the author has
implemented the a frame work for n system trusts and
user and the cost factor was analyzed for evaluating
the trust influence. 1 The trust and reputation system
(TRS) in e-Health was addressed by authors in [23].
They implemented a bidirectional approach between
entities and subject to expectations. Moreover, the
authors presented some possible trust attacks model,
in particular, i) the bad mouthing attack that occurs
when an entrusted entity tries to hurt the reputation of
another entity; and ii) the collusion attack that emerges
when a group of entities tries to boost each other’s
reputation.

A Machine learning (ML) based approach is used in
[19] to calculate the trust score for the different nodes
of the social network. The logistic regression is used
to train the neural network. The main reason beneath
using such a model is the flexibility of ML solutions
that can be adapted to different networks and
platforms. The authors also introduced a method to
effectively select the features that describe the data.
Similarly, the authors of [27] mined the confidence
and mistrust relationships in a social network
application using ML-based algorithms. They added
four input factors to their model in order to train it to
make predictions. The number of satisfactions
between two nodes is combined in the first factor,
Knowledge-based confidence. The second element,
similarity-based confidence, tests how similar the
trusted and trustee are. 2 The third approach is
reputation-based trust, reflects an entity's social values
Finally, the fourth factor, known as the personality-
based confidence factor, demonstrates a user's
willingness to trust another user. In [24], the authors
proposed a method for calculating the trust value
based on user cosine similarity [28]. This estimated
value 6can be used to filter the neighbors and predict
which objects should be recommended to another
consumer who is similar. 4 The authors assumed that
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the trust attribute is transitive and can be passed from
one user to another in their model. In [25], Wang et al.
proposed a trust model for self-organizing networks
based on a Bayesian trust algorithm. The key concept
behind this approach is to keep track of how many
good and ineffective messages have been sent. In this
work, the authors presented the trust as a tree
dimensions’ vector. The first dimension of the vector
is the connectivity, which is basically used for connect
another node in the network. The second dimension is
fitness. It describes the behavior of a node and can help
in detecting malicious nodes. The last dimension is the
satisfaction, this parameter shows how much a node is
satisfied by the intermediate nodes. By computing the
parameters of this vector, each node can calculate the
vector trust of other nodes and decide to accept or
reject a recommendation from them. Finally, authors
in [26] used graph theory to calculate network trust
and mistrust. The calculation of path likelihood in
random graphs [29] was the source of inspiration for
their work. The probability of a path between user A
and user B is represented by the graph's edges. Spring
embedding graph layout algorithms, on the other hand,
were the source of suspicion. The combination of these
two algorithms allows the proposed trust model to pull
trusted nodes and regroup them in a form of trusted
cluster, conversely, untrusted nodes are pushed away.

I11.PROPOSED WORK

In this approach we have was proposed and created
with the aim of creating a reliable SMN. The proposed
version is vision of reliable SMNs is to achieve data
exchange and security, and protection through social
network nodes. 9 Many trust models and reputation
structures have emerged in this vein, all with the
intention of limiting the spread of unsecured data. In
general, confidence models and reputation structures
are two types of systems. Here we assign a score for
each object in the network to build a trust between the
nodes by this approach it will be helpful for end user
to buy a product form selecting a service provider or
recommending a service to other users. 1In addition,
the confidence score provides decision-making
processes by this they can take appropriate steps, such
as enacting policies that prevent an individual from
using certain resources or accessing certain services.
The following are the key characteristics that should
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be considered when designing a trust model: History
of the

user: Only by studying and analyzing all created
content by different users during their interactions can
user behavior be predicted. 6in the internet The user
history records may contain data relations and
connections; these links are essential for data analytics
applications to provide a positive user experience.
Trust calculation: A user’s level of trust is one of the
important metrics that should be taken into
consideration when analyzing users’ data. The
computation of this value includes the selection of
various parameters that characterize the manipulated
data. For this reason, there is a need to suggest a
realistic model that can capture the characteristics of
uploaded data based on the historical behavior of
users.

Users  collaboration:  Many algorithms  and
applications have recently been developed for
detecting and measuring user partnerships, based on
the observation that human intelligence is one of the
main keys to effectively detect and eliminate entrusted
data. in our proposed algorithm by using any type of
device like (e.g, user, mobile, or server), the
communication should be secured.

ADVANTAGES

» The system has efficient and verifiable method to
update the cipher text if it is integrated by
malicious users.

» The data security is more in the cloud server due
to data integrity by data owner also.
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Fig 1: Proposed Architecture
IV.METHODOLOGY
Social network module (SNM)
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This module is the first component that interacts with
the users. It permits them to do all kind of social
interactions, such as the upload of videos, the post of
comments, and the sharing of different videos. This
module is composed of many micro- services there are
many types of modes of offer a user-friendly
application that fulfills the end-users needs. The main
micro-services are i) the web server that responds to
the users’ requests, ii) a database that stores all
information of users and their generated content, iii) a
caching micro- service for reducing the response time
and allowing the users to have good experiences while
interacting with the system, iv) a message broker that
allows the communication between the different
components, and v) a central authentication service
that authenticates the users and gives them the right to
request other services.

module (SVM)

This module allows authorized users to upload their
media files to the secure storage, as well as it allows
the social network users to watch the videos streamed
on demand from the secure streaming. The SVM
consists of three components: Secure storage: this
component mainly works as follows: first of all, an
authorized user sends an upload request to the SNM.
Then, the social network module (SNM), more
precisely the central authentication micro-service,
generates and stores a unique token in the database,
and then sends it to the user as a response. The user
starts sending the video chunks to the storage server
while including that token within the messages sent.
The storage server (SS) checks the received token and
then decides either to accept or reject the upload.

This component adopts the HTTP live stream (HLS)
for serving diverse users with different resolutions
adapted to their network bandwidth and devices. Also,
this compo- nent uses the Rivest Cipher 4 (RC4)
algorithm in order to encrypt the video chunks sent to
the end users.

Secure transcoder: this component allows the
transcoding of the uploaded videos to different
resolutions using soft- wares such as FFMPEG. Each
resolution is subdivided into small chunks of fixed
time duration [35]. After the transcoding operation
ends, the secure transcoder creates a hash for each
chunk and sends that hash to the video integrity
checker module (VICM). The VICM saves that hash
in a public or private BLOCKCHAIN service as a
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transaction. The hashed values will be used by the user
video player to verify that the chunks received were
approved by the system and the chunks were not
modified from the time that a user uploaded the video
to the secure storage.

Video integrity checker module (VICM)

The main feature of this module is to allow the times-
tamping of the chunks generated from an uploaded
video. This helps in checking the integrity of these
chunks in the future. Formally, the VICM module
saves the video content, its signature and its date-time
of creation in a trusted and a shared database. Also,
this module checks that the file has not been altered or
modified thanks to Block chain technologies.
Moreover, the service will be also used from a client
(e.g, browser, tablet, smartphone, etc) to verify that the
video chunks received were not altered during the
streaming process.

Trust calculation module

This sub-module has the responsibility to compute the
trustworthiness of different users. For this reason, it
keeps monitoring the behavior of each user by taking
into con- sideration his/her social interactions with
other users. These social interactions include, but not
limited to, the following parameters: i) the number of
followers (NOF); ii) the number of true votes (NOTV)
received from trusted users through the voting service
sub-module; iii) the percentage of true reports (PTR)
received from different users of the social network; iv)
the percentage of likes (POL) received from the user
network mainly his friends; and v) the average trust of
published videos (ATPV).

For the sake of simplicity, the trust value of each user
is computed using a weighted sum function of the
different  parameters. However, any more
sophisticated method can be also used with slight
modification. For instance, the entropy of Shannon can
be also applied to these parameters for computing the
trust degree of each user. In what follows, we will
show how the trust values of users and videos are
computed.

Data Owner

In this module, the data owner uploads their data in the
social networking cloud server and performs the
following operations Add Event Video, Add View All
Videos

IJIRT 153329

Social networking Servers

The Data Owner sends a request to Cloud Scheduler to
provide services by assigning the task for any one
cloud like View all users, Data owners and authorize,
Add Event Category, view all videos with comments
and score, Show video event score in Chart,

End User

In this module, the user has to get Registered to social

networking Cloud server to access the Cloud services

and need to Authenticate the user by Logging in by
providing the User Name and operations the following
operations such as View your Details and Search
events by keyword based on event desc and display
all events grouped by videos and make comments,

Search events by category name and display all events

grouped by videos and make comments., Search

events by event tile and display all events grouped by
videos and make comments.

e  Security. The proposed scheme should be able to
defend against various attacks such as the
collusion attack. Where our approach will
maintain the policy for data communication

o Verification. When a decryption process is stored
in the form of cipher text, it trusts should be
verified by other user and it should be validated
for proper recovery

V. AUTHORIZATION

User Will Be Given Authorization by The Authority
to Reduce the Risk of Leakage

VI. RESULTS AND DISCUSSION
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Fig2: - home page video server
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PEEEL B

FIgS UPLOADED VIDEO WITH VIDEO
DESCRPTION
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Fig8: - SHARED VIDOES DESCRPTION

VII.CONCLUSION AND FUTURE WORK

The growth of social multimedia networks is growing,
and their services are becoming the most popular
among Internet users. Users of these networks create
and share a wide variety of data. Film, records, text,
and photographs are among them. Unfortunately,
some users have the ability to upload vulnerable,
untrusted, and unauthorized material. As a
consequence, a reliable method for monitoring and
verifying the content that is exchanged is needed. We
focused on how to ensure that users only upload safe,
trusted, and approved videos to social multimedia
networks in this research. As a result, we proposed a
holistic system that considers a number of factors in
assigning trust values to users and content, as well as
securing video streaming in the process. The proposed
architecture was developed with the intention of
maximizing CPU, RAM, and storage resources while
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minimizing resource consumption. Furthermore, we
proposed a video uploading decision-making module
that takes into account users' previous actions in order
to make the best decisions on whether to accept or
reject video uploads. These decisions are made with
the aid of an infinite discrete Markov decision process
(DMDP). This module will also determine if the
contents should be analyzed or submitted to external
reviewers before being published, or whether they
should be excluded from being published. The
simulation results show that the proposed algorithm is
successful in terms of allowing good content to be
published while preventing bad content from being
published. Furthermore, the simulation results show
that the proposed algorithms are effective in terms of
reducing the computational expense.
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