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Abstract—The ubiquity of web2.0 makes the web an
invaluable source of information. For instance, product
reviews composed collaboratively by many independent
internet reviewers can help consumers make purchase
decisions and enable enterprises to improve their
business. In this work, an attempt is made to compare
and detect whether a review is spam or non-spam review
from different websites, in order to have a mechanism for
proper decision making or for marketing intelligence.
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I.INTRODUCTION

Understanding the content of the review from the
reviewers relating to particular product, is the “key
concept” being expressed[4]. Locating the topic, main
idea, and supporting details helps one to understand
the point(s) or reviews. ldentifying the relationship
between the reviewers and reviews will increase our
comprehension [11]. The web contains a wealth of
opinions about products, politicians, and more, which
are expressed in newsgroup, posts, review sites, and
elsewhere. As a result, the problem of opinion mining
has seen increasing attention over the last decade.
Product reviews on web sites such as amazon.com,
cnet.com and epinion.com and elsewhere often
associate meta-data with each review indicating how
positive (or negative) it is using a 5-star scale, and also
rank products by how they fare in the reviews at the
site[6].1t is now a common practice for E-Commerce
web sites to enable their customers to write reviews of
products that they have purchased. The reviews are
then used by potential customers to find opinions of
existing users before purchasing the products[13].
They are also used by manufacturers to identify
problems in their products and/or to find competitive
intelligence information about their competitor [2][3].
The number of customer reviews that a product
receives is growing at a very fast rate. An important
issue related to the trustworthiness of online opinions
has been neglected most often. There is no reported
study on assessing the trustworthiness of reviews,
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which is crucial for all opinion based applications,
although web spam and email spam have been
investigated extensively. Different websites provide
different formats for writing the reviews. There are
three different types of review formats available on the
web. Format (1) - Pros and Cons: The reviewer is to
describe Pros and Cons separately.Cnet.com uses this
format. Format (2) - Pros, Cons and detailed review:
The reviewer is to describe Pros and Cons separately
and write a detailed review, Epinions.com uses this
format. Format (3) - free format: The reviewer can
write freely, i.e., no separation of Pros and Cons,
Amazon.com uses this format. In this work, we aim to
summarize customer reviews of a product from
various websites like Cnet.com and Epinion.com, etc.,
for the same product.

Il. RELATED WORK

In [15] it gives a web mining taxonomy but restricted
to web content and web usage mining and gives a
survey on web usage mining. It divides the web
content mining into the agent based approach and the
database approach. Most relevant work in review
mining is that of (Hu and Liu, 2004) [1]. At present
Opinion Mining has become a vital research subject in
the field of product reviews. [4]Although mining
opinions (positive and negative) from reviews became
a popular research topic in recent years [1,5] there is
still no reported study on review spam. A taxonomy of
Web spam is given in [5].Few researchers have studied
this problem [e.g., 1, 5, 6]. Review spam is very
different. Adding irrelevant words has little effect.
Instead, spammers write undeserving positive reviews
to promote some objects and/or malicious negative
reviews to damage the reputation of some other
objects. These false opinion spam reviews are very
hard to detect. Another related research is email spam
[7, 8], which is also quite different from review spam.
Email spam usually refers to unsolicited commercial
advertisements. Although exist, advertisements in
reviews are not as frequent as in emails. Recent studies
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on spam also extended to recommender systems [9].
Although the objectives of spam on recommender
systems are similar to review spam, their basic ideas
are different. In recommender systems, a spammer
injects some attack profiles to the system in order to
get some products more (or less) frequently
recommended. A profile is a set of ratings (e.g., 1-5)
for a series of products. The spammer usually does not
see other users rating profiles and thus has to make
guesses. In the context of product reviews, a reviewer
sees all reviews for every product. Rating is only part
of a review and another main part is the review text
[10] studies the utility of reviews using natural
language features. Spam is a much broader concept
involving all types of objectionable activities.

111.PROPOSED METHODOLOGY

We propose a novel and effective technique to extract
the customer reviews from multiple web sites
(Cnet.com and Epinion.com, ect) for the same product
and compare and detect spam and non-spam reviews in
it based on the product features similarity [18] that
have been commented in the reviews. The idea is
based on mining review features in customer reviews
from different websites and finding the spamicity
between the reviews based on conceptual level
similarity measure. The spamicity and non-spamicity
is based on two types of spam and non-spam reviews.
The two types of spam reviews are: (i) Duplicated
Review: If the set of features (concepts) corresponding
to the two reviews are exactly identical (i.e. 100%
duplication of features), then the two reviews are said
to be duplicated reviews. (ii) Near Duplicated Review:
The number of matching features corresponding to the
two reviews are less than 100% and between certain
specified threshold (i.e. not an exact copy, but almost
similar content), then the two reviews are said to be
near duplicated reviews. Two types of non- spam
reviews are: (i) Partially Related Review: The number
of matching features corresponding to the two reviews
is less than the specified threshold, then the two
reviews are said to be partially related reviews. (i.e.
both the reviews resemble in very few common
features in its opinion). (ii) Unique Review: It is the
one in which the number of matching features between
the two reviews is zero, i.e. there is no duplication of
the features between the two reviews Thus the two
reviews are totally unrelated or unique in their opinion.
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The various components of the proposed method
include:

1 Review Extraction and Store

2 Feature Mining.

3 Similarity Measure

3.1 Review Extraction and Store

Input to the review extraction and data store
component is the webpage containing the reviews and
output is the extracted reviews that are stored in the
raw review database.This component is common to all
further components in the system model in providing
the raw reviews for detecting spam or non-spam
reviews in it extracted from multiple websites such as
Cnet.com, Epinion.com, etc.

3.2 Feature Mining.

It takes raw reviews as input stored in the raw review
database extracted from multiple websites and mines
the product features using the existing methods [17]
and constructs the feature matrix and ranks them using
histogram for further processing. It has the
subcomponents namely feature extraction, feature
matrix construction and feature ranking.

3.3 Similarity measure

In this component, we compare and detect whether
reviews from multiple websites are spam or non-spam
reviews using conceptual level similarity measure.
This component accepts the feature matrix as the input
and finds percentage of matching of features from one
website to another to detect them as spam or non-
spam. Conceptual level is an ontology based similarity
[22], which takes care of conceptually similar words
by mapping words to concepts. The concepts are the
features extracted from the reviews. The constructed
feature matrix, from both the websites Cnet.com and
Epinion.com are read as the input. Let
RC={RC1,RC2,RC3....RCM}be the reviews with its
features extracted from Cnet.com and
RE={RE1,RE2,RE3....REN} be the reviews with its
features extracted from Epinion.com. In order to detect
the spam and non-spam using similarity measure from
two websites, the two feature matrix are to be
compared to find the matching number of features or
its equivalent synonyms between the reviews of both
matrix. Concepts pertaining to the two reviews could
be exactly identical (i’e duplicates) nearly duplicates,
partially related or unique as indicated in the Table 1.
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Table 1: Conceptual level similarity cases

o Examples / Documents o
S"g'ali:ty Maximum number of concepts =20 S'mn',la”
Concepts(fr.f2,f fafs........T20) Value
Duplicate Rci{1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1} 17
Spam Rej{1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1}
Rci{1,0,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,0,1,1} 16
Rej{1,0,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,0,1,1}
Near Rci{1,0,1,0,1,1,1,1,1,1,1,1,1,1,1,1,1,0,1,1} 14
Duplicate Rej{0,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1}
s
Rci{1,0,1,1,1,1,1,0,1,1,1,1,1,1,1,1,1,0,1,1} 12
Rej{1,1,1,1,1,1,1,1,1,1,1,1,1,0,1,1,1,1,1,0}
Partially Rci{1,0,1,0,1,1,1,0,1,1,0,1,1,1,0,1,1,0,1,1} 8
Non related Rej{1,0,1,0,1,0,1,1,1,1,1,1,1,0,1,1,0,1,1,0}
Spam
Rci{1,1,1,1,1,1,1,0,1,1,0,1,1,1,0,0,1,0,0,1} 7
Rej{1,0,1,0,1,0,1,1,1,1,1,1,0,0,1,1,0,1,1,0}
Unique Rci{1,0,1,1,0,1,1,0,0,1,0,0,1,1,0,0,1,0,0,1} 0
reviews Rej{0,1,0,0,1,0,0,1,1,0,1,1,0,0,1,1,0,1,1,0}
Rci{1,1,1,1,1,1,1,4,1,1,1,1,1,1,1,1,1,1,1,1} 0
Rej{0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0}

Conceptual level similarity measure between two
review documents RCi and REKk is defined as follows.
sim (RCi, REK) = NC — DH (RCi, REK)

where NC = Total number of feature (concepts) in
each review RCi. DH(RCi, REK) = Hamming distance
between review RCi and REk. This similarities
measured is used to classify the reviews as spam and
non-spam based on a threshold value T to be data
mined empirically. The classification rule is given by:
M (i) If sim (RCi, REK) is in [T, NC], then RCi
and REKk are spam.

(ii) Further for spam reviews RCi and REK, if sim
(RCi, REK) = NC, then the reviews RCi and REKk are
duplicates and near duplicates.

(i) Similarly, for non-spam review RCi and REK, if
sim(RCi, REk)= 0, then the review RCi and REk, are
unique, otherwise partially related. If the set of
concepts corresponding to the two reviews are exactly
identical, then the two reviews are said to be
duplicated at the conceptual level and if the number of
matching concepts between the two reviews is less
than ‘m’ the maximum number of the concepts and is
greater than or equal to ten (the threshold is fixed as
ten based on experimental observations) then the two
reviews are said to be near duplicated at conceptual
level.If the set of matching features between the two
reviews is less than ten then the two reviews are said
to be partially related at conceptual level i.e.subset of
the concepts of one review document matches with the
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subset of the concepts of the other review document. If
the threshold between the two reviews is zero, then
both the reviews are said to be unique reviews. Here
the first review from FM1 is compared with all the
reviews from FM2 in order to detect the spam and
non-spam review( i’e RClcould be compared with all
RE’s and if the number of concepts matches as
mentioned in the Table.1 for spam, then they will be
marked as spam and counted for spam review. The
comparison may be either RC’s with RE’s or RE’s
with RC’s).

However, the proposed method will not be able to find
the source of spam i’e is it from Cnet.com or
Epinion.com websites. The comparison of matching
concepts is demonstrated in Table 2.

Table 2 : Comparison of Matching concepts

<% o D

= i o o S —5e (L@

Feature 3| g g 3 Z2ga g2 |3 E

Matrix of RC,;| 3| & 5 & 3 Flg & 88
with all RE’s = ©

Review No| f; | f, fs f, Fo | O 1
RCy 0| 1 0 1 1 4 4 100
RE; 1 1 0 1 1 4 1 25

Algorithm 1. Detects spam and non-spam reviews

using conceptual level similarity measure.

Conceptual_level_similarity(FM1,FM2)

/I FM1[M:m] is a feature matrix for RC

/I FM2[N:n] is a feature matrix for RE

/I M is the number of reviews in FM1

/I'N is the number of reviews in FM2

/I m is the number of features (concepts)
for FM1

/I n is the number of features (concepts)
for FM2

{

For each review RCi in the feature matrix

FM1

{

For each feature fci of RCi
{
Compute sim(RCi,REK) for all REk i<k<=M
Apply classification rule:
Mark the spam review, which are not considered for
future computation of similarity measure.
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Count the number of spam reviews (marked) and
non-spam reviews.
¥
}

}
4. EXPERIMENTAL RESULTS

The experimental results are shown in Table 3.
Experiments are carried by taking reviews from both
websites(Cnet.com&Epinion.com)and  detected as
duplicates, near duplicates reviews as spam reviews
and partially related and unique reviews as non-spam
reviews. We considered 10,0000 customer reviews on
Samsung galaxy mobile phone, in which every review
is compared with all the other reviews in the dataset
using the conceptual level similarity measure to find
spam and the non-spam reviews. The experimental
results shown in Table below depicts the summary of
detected spam and non-spam reviews for both the pros
and cons reviews on mobile product using the
proposed technique. A total of 10000 reviews (5500
reviews from Cnet.com and 4500 reviews from
Epinion.com websites) on mobile product are been
assessed using conceptual level similarity measure for
detecting the spam and non-spam reviews in it. The
experimental results show that, there are larger
numbers of near duplicate spam reviews detected using
the conceptual level similarity measure. These near
duplicate spam reviews are untrustworthy as it does not
provide genuine opinion about the product and it
misleads potential buyer in making his buying
decision. From the results we also conclude that there
are large numbers of reviews belonging to non-spam
category i.e. partially related and unique reviews.
Table 3: Summary of the experimental results

Conceptual level
similarity measure

Proposed Techniques

Types of Reviews Pros Cons

Total Reviews 5500 4500

Duplicates 0 1200

Spam Reviews| Near duplicate§ 2450 1250

Non Spam Partially related 2200 1700
Reviews Unique reviews 850 350

These reviews do not influence the buying decision
significantly and hence such reviews could be
considered trustworthy as they provide a genuine
opinion on some or the other unique feature of the
product and are often unbiased.

5. CONCLUSION
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In this paper, we proposed a novel and effective
technique for detecting the trustworthiness of
customer reviews for a particular product (Samsung
galaxy mobile). The idea is based on mining review
features in customer reviews from various websites
Cnet.com, Epinion.com etc., and for finding the
spamicity between the reviews based on conceptual
level similarity measure. This is performed in three
steps (1) Feature extraction (2) Feature mining and (3)
Similarity Measure. Product features are considered
for spam detection as through observation, it is noted
that features describe the product best. This work can
be summarized as duplicate and near duplicate
reviews being categorized as spam reviews and
partially related and unique reviews being categorized
as non-spam reviews. Experimental results
demonstrate the effectiveness of the proposed
technique detecting spam and non- spam reviews. The
efficiency of the task of web based customer review
spam detection can be enhanced by identifying and
eliminating duplicate and near duplicate spam
reviews, thereby providing a summary of the trusted
reviews for customers to make buying decisions.
Detecting spam reviews in case of review format (1)
and format (3) and using the semantic analysis
towards the review spam detection gives the scope for
future work.
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