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Abstract - A cognitive radio system has the ability to
observe and learn from the environment, adapt to the
environmental conditions, and use the radio spectrum
more efficiently. These Radios are used all over the world
in numerous wireless communication networks due their
incredible features and ability to operate dynamically. In
last couple of decades, lots of improvements has been
done in cognitive radio environment to improve the
system and end user experience. Many efficient models
and algorithms were proposed by various researchers for
spectrum sensing in cognitive radios. But still there are
lots of security threats affecting the network. Many
different attacks are performed on the cognitive radio
networks which intends to harm the communication
causing various problems and issues for the user and the
system. In this paper, we review many different security
threats and solutions for them based on the Open
Systems Interconnection(OSl) layers of the cognitive
radio network. Also, we discuss about the prevention of
network from malicious users and later we express
blockchain based security methods for spectrum sensing
in cognitive radio network.

Index Terms - Cognitive Radios, Security, Spectrum
sensing, jammer, blockchain.

INTRODUCTION

There has been a huge increase in wireless
communication systems in recent decade. Many
communication sectors are using cognitive radio
systems in their network. For such networks, fixed
spectrum policy is implemented, i.e, only authorized
users(primary users) can use the spectrum for very
long time. This creates spectrum scarcity due to
increase in demand. To tackle such problem, dynamic
spectrum management is used. In this case the
secondary users(unlicensed users) can use the
spectrum whenever the spectrum is idle or not used by
the primary user. This creates an efficient system
which fulfills every users demand. To build such
system, numerous algorithms and models have been
proposed these past years which can perform faster,
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efficient and cause less errors in the spectrum sensing.
Even with better spectrum sensing algorithms, these
networks are vulnerable to various security threats,
few general examples such as jamming, spectrum
sensing data falsification attack (SSDF), Primary user
emulation attack (PUE) and many other related to the
transceiver or the layers of the cognitive radio
network. These security threats creates interference in
the network which results in communication loss,
transmission of data of users, faults and error in the
spectrum sensing and missed detection of spectrum
holes, etc[18-19].

These attacks are carried out on the layers(Physical,
Link, Network, transport and Application layer) of the
cognitive radio network. Malicious users/attackers
perform these attacks with an intent to harm the
network and create disturbance. Every attack has its
own specific method, feature and use. These attacks
create disturbance to the legitimate user which on
other hands benefits the attackers in their own desired
way or aim. These attacks can be performed on the
transceiver, primary and secondary users, on the
communication network, on specific nodes in the
network and the cognitive radio itself. In further
chapters we will see detailed classification and
information of these attacks.

To fightback these attacks, the cognitive radio system
should [18-19] detect that there is a malicious attempt
getting performed in the network and tackle the
problem with specific methods related to the type of
attack. Many different methods has been modelled and
presented by researchers to solve such problems, we
will discuss those in further chapters.

In this paper, we review some of the latest
advancements in security and protection for cognitive
radio networks. We discuss the different types of
attacks, solutions presented by many researchers and
future scope. We also review some methods and
research done to detect malicious users in the
cognitive radio environment. Along with that we
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mention some blockchain based methods used in
spectrum sensing environment.

literature survey

F. Slimeni, Z. Chtourou and A. B. Amor [1] proposed,
"Reinforcement Learning Based Anti-Jamming
Cognitive Radio Channel Selection”. In this work,
author mentions the problems created by jamming in
cognitive radio networks. They propose a model based
on Q-learning approach and Markov Decision process.
Their method avoids any channel in the cognitive
radio network which is jammed, allowing the network
work smooth and without any problem.

A. Krayani, M. Farrukh, M. Baydoun, L. Marcenaro,
Y. Gao and C. S.Regazzoni [2] proposed, "Jammer
detection in M-QAM-OFDM by learning a Dynamic
Bayesian Model for the Cognitive Radio”. In this
paper, the author describes recent trends in 10T devices
which works in cognitive networks. They mentions
problems associated with the network about jamming
attacks. To detect the problems , they proposed couple
of methods, single and bank parallel methods. These
methods are based on Dynamic Bayesian Network and
works in OFDM.

Furgan, H.M., Aygul, M.A., Nazzal, M. et al. [3]
presented, “Primary user emulation and jamming
attack detection in cognitive radio via sparse coding”.
In this research, the author mentions the Primary user
emulation attack which decreases the utilization of
spectrum in cognitive radio. They propose a method
based on sparse coding which detects the jamming
attack and displays difference in real primary user, the
jammer node and the blank spectrum space.

TYPES OF ATTACKS
Cognitive radios are highly vulnerable to security

threats. We can see the Open Systems Interconnection
(OSI) layers of cognitive radio network in figure 1.

Application Layer

Transport Layer
Network Layer

Link Layer

Physical Layer
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Figure 1. OSI Layers in Cognitive Radio Network
Over the past couple of decades, lots of threats and
attack types have be designed and upgraded as per the
advances in security upgrades have been made in the
cognitive radio networks. Each attack model has
specific features such as frequency range, mobility,
ability to jam multiple nodes, ability cooperate with
other jammers, phase and time, etc. These threats are
divided into different categories based on their
targeted layer. Classification these are given in figure
2.[5,6,7]
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Figure 2. Attacks Performed on different OSI layers in
Cognitive Radio Network

EFFECTS OF ATTACKS AND SOLUTIONS TO
THEM

1. Application Layer:

A. Denial of Service attack:

In this attack the licensed Primary user and secondary
users detects that the channel is in use, but it is
occupied by the malicious user. This attack creates
high false detection in the cognitive radio spectrum
sensing. This attack can be solved by using trust
metrics and dynamic path identifiers.

2. Transport Layer:

A. Session Hijacking:

In this attack, the attacker hijacks the session between
two nodes. Which causes the session to pause. This
attack can be solved by using encryption and ciphering
of the packets sent.

B. Jelly Fish Attack:

This attack captures the closed loops and generate
false delay in the communication. Due to this there is
less throughput occurred in the network. This attack
can be avoided by creating cluster-based routing.

C. Lion Attack:
This attack is triggered by the Primary User Emulation
attack which creates distortion in the TCP. This results
in high packet timeout which causes packet loss and
delay. This attack can be tackled by using encryption
and ciphering.

D. Key Depletion Attack:

The attacker creates huge number of session keys
which breaks the cipher system due to repetition of one
of the keys. This attack can be avoided using
cryptography and key management.

3. Network Layer:

A. Worm Hole Attack:
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In this attack the attacker tunnels the messages and
packets and sends them to some far away part of the
network, later replying to those messages causing
disturbance in the network. This attack can be tackled
using authentication in routing for the network.

B. Sink Hole Attack:

The attacker disguises as the fastest route to the base
station for the nodes. This causes all the closest nodes
to route through the attackers device which increases
the control of network in attackers hands. This attack
can be repelled by applying in delay in every hop.

C. Black Hole Attack:

This attack simply creates hindrance in the
transmission or communication of users, nodes and the
radio itself. It can be tackled by using authentication
in the routing for the network.

D. Flood Attack:

In this attack, the attacker broadcasts it’s message on
all the nodes in a specific part of the network which
creates confusion to other nodes thinking that the
attacker is in nearby nodes but in reality, it is far away.
This makes the anti-security methods to confuse and
hard to tackle the problem. Still this attack can be
tackled using many different cooperative algorithms.

E. Sybil Attack:

This attack is designed to restrict the access of licensed
user to use the spectrum. The attacker creates fake
identities which sends information to the network
creating a smokescreen in front of network. This attack
can be repelled by using Radio Resource testing and
Random Key Predistribution.

4. Link Layer:

A. Jamming Attack:

Jamming is a vast concept, it has lots of types, effects,
purposes and methods. Generally, a jammer device
stops the licensed user(primary user) from using the
channel and on the other hand the attacker uses the
spectrum. This also makes secondary user unable to
user the channel which is allotted to the primary user.
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Figure 3. Types of Jammers in Cognitive Radio
Network.

Figure 3. displays different types of jamming attacks
based on the features of attack models [4]. These
jammers creates lots of problems in the cognitive
network such as preventing users from using the
spectrum, denial of service, malicious use of spectrum
by the attacker, halt in the communication and
transmission in the network, etc.

Before tackling a jammer, it is necessary to detect it.
Each jammer type has different of jamming methods
which leads to different anti-jamming methods in
detecting, solving and tackling the attack as well. Most
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of the anti-jamming algorithms are based on Q-
learning approach but varies according to the attack.

B. Byzantine Attack:

Byzantine attack is a type of Spectrum Sensing Data
Falsification (SSDF) attack. It sends false reports to
the fusion center creating a great degade in spectrum
sensing operation. This attack can be avoided or fixed
by using homogenous and heterogenous algorithms.

C. Spectrum Sensing Data Falsification (SSDF)
Attack:

This attack is pretty general and popular in case of
cognitive radio networks. In this, the attacker sends
false information to the cognitive radio which in turn
disturbs the spectrum sensing process and further
causes inefficiency in the spectrum due to inability of
licensed users to use the spectrum. This attack can be
repelled by various types collaborative spectrum
sensing techniques. These techinques are improved
since many years and varies according to the type of
attack.

5. Physical Layer:

A. Primary User Emulation (EUA) Attack:

In this attack, a malicious user is disguised as primary
or secondary user by emulating the signal. This user
gains access to the spectrum which causes interference
in the communication of legitimate licensed users as
well as secondary users. This attack can be avoided by
using End-to-End authentication in communication
network and using trust metrics.

1.Malicious user detection

Detecting a malicious user is one of the initial steps of
security in the cognitive radio network. There has been
a lot of research developed for this topic to tackle these
types of users. Figure 4 displays general cognitive
radio network with malicious user. In [10], the authors
proposed an approach based on physical layer coding
and Friend-or-Foe detection. They worked on this
method to tackle the malicious user which
impersonates the secondary user. Their method was
able to detect the malicious user with very high
success rate and less false alarms.

In [11], the researchers used Fastprobe method to
detect the malicious user. In this method, the base
station keeps learning the transmission information of
legitimate secondary users which creates a trust in
between base station and secondary user. Due to this,
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a difference is observed in between a malicious user
and secondary user as the values available in the base
station fails to meet for the malicious user. They
consider metrices such as pathloss and power level of
the transmission for detection.

s 5

|
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- Legitimate Report
- Malicious Report

Figure 4: A network with legitimate and malicious
users.

In [12] the authors presented a machine learning based
approach to detect malicious users. They user support
vector machine which is an effective machine learning
algorithm that checks data from different mediums.
They took fading and non-fading channel network to
test their method. Their method allows the fusion
center to learn the spectrum sensing result and based
on that it takes decision if the user is legit or malicious.
The results they displayed showed an incredible
performance with perfect detection and classification
of both types of users(secondary and malicious).

The work done in [13] proposes a defense against
SSDF attack using density based malicious user
detection in a wide-band environment. Their proposed
method is implemented on compressive sensing
matrix in compressive sensing and density clustering
in machine learning. This algorithm allows the fusion
center to distinguish between legitimate user and
malicious wuser. Their result shows that the
performance of the system with detection of malicious
user works great with the help of legitimate user.

In [14], the researchers use a double adaptive threshold
approach to distinguish between a legitimate user and
malicious user. Their method works by measuring the
weights of metrices by using maximal ratio
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combining. They assign fixed weights to the legitimate
secondary users due to which the fusion center is able
to understand the difference between the secondary
user and the malicious user. Their method also detects
a doubtful user which is in between the fixed weights
and the malicious users weights. They displayed the
results by comparing with various other methods in
terms of probability of detection and probability of
false alarm. Their method outstands every method
they compared with.

2.Blockchain Technology in Cognitive Radios

The spread of Blockchain technology has increased
with very high speed in recent few years. Due to the
incredible concept of decentralization of any network
and transaction between two or more peers has
increased the popularity and usage of this technology.
The best use of this technology can be seen in
cryptocurrencies. There has been countless number of
cryptocurrencies built on the concept of blockchain.
Figure 5 shows a centralized and decentralized
network.

CENTRALISED

DECENTRALISED

Figure 5. Centralized and  Decentralized
communication network.

The blockchain technology is highly secure due to its
decentralization and cryptography. Blockchain is a a
Distributed Ledger Technology (DLT). All the
distributed ledgers in a blockchain network cannot be
changed or altered. As well as all the hashes and
transaction in between the ledgers are transparent. The
distributed ledger is connected to the chain through
nodes. These nodes are nothing but devices in any
network which holds the information copy of
blockchain. All these nodes are needed to verify any
new block is added in a blockchain which creates a
trusted and highly secure network.

A general blockchain consists of elements such as:

A. Ledger:

A ledger is a data stored on a node. It has information
about the node, transactions and transfer of any data.
Ledger can be accessed by the node and any changes
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made in the ledger are synchronized and verified by all
other nodes in the blockchain. Malicious attacks are
reduced by the use of decentralized ledger.

B. Hash:

A hash is fixed mathematical string which is unique
for every block and it is impossible to find or guess the
hash value due to its highly secure hashing algorithm.
A general blockchain uses SHA-256 algorithm.

C. Node:

A node is any electronic device which holds the copy
of blockchain. Node validates, accept, reject and
interact with any transaction or communication in the
blockchain.

D. Keys:

There are two types of keys in blockchain, 1. Public
key and 2. Private Key. These keys allow to
communicate with other nodes. They are a part of
Public-Key-Cryptography algorithm.

In cognitive radios, blockchain technology can create
a very secure spectrum sensing environment. Such as
in this work [8], the author explains a helper node-
based spectrum sensing environment in cognitive
radio network. In this, when a secondary user is trying
to find a vacant space in spectrum, the nearby nodes
will also help the user to achieve faster and more
accurate detection with less false alarms. They used
smart contract(a digital transaction used in
blockchain) based on Ethereum blockchain which
improves the trust in between helpers nodes and the
secondary user. The method they proposed also helped
the system to identify malicious users and malicious
nodes due the failure of these users to meet the criteria
denoted in the smart contract.

In [9], the researchers propose a blockchain based
cooperative spectrum sensing method on a smart
contract. There method allows the smart contract to
execute requests and data transmission of secondary
user automatically along with that they apply
asymmetric encryption which blocks the malicious
user to impersonate as secondary user, generally an
SSDF attack. As the secondary user starts sensing
data, it will generate a hash value which will be within
the blockchain and can only be identified by the base
stations. Their results displayed a good performance in
terms of detection probability even in an environment
of malicious users.
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Figure 6: A Blockchain based spectrum sensing inside
a cognitive radio network.

In [15], the authors have presented a spectrum sensing
algorithm based on blockchain technology. Their
algorithm is also able to detect malicious user. They
converted the primary and secondary users as blocks
in the chain. They allotted ledgers to each node. The
public and private keys are given which contains
information about PU, SU, location, etc. For spectrum
sensing they used a popular method: Energy detection.
And for detecting the malicious user, the digital
signatures are used with the help of public key and
private key. When the malicious user fails the
verification in the blockchain, the user gets discarded
and refused to access the spectrum.

An another blockchain based approach has been
proposed in [16], the authors proposed a cooperative
sensing mechanism along with integration of
blockchain in the network. They assigned hash values
and blocks to both primary and secondary users. Each
transaction between these users will be done by
verifying the keys and hash value. They have
demonstrated a peer-to-peer connection in between
these users. During the spectrum sensing, they have
used energy detection method along with adaptive
threshold. For the detection of malicious user, the
energy and the blocks generated by the blockchain
helps identifying the legitimate user and a malicious
user. They displayed their result with a good
performance by comparing their method to other
methods. Their method was more stable, has high
detection levels and low false alarm probability
compared to other methods(FOF and TTA). Their
method also performed good in terms of efficiency,
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throughput, error probability and frame loss when the
number of users increased.

For effectively identifying the vacant spaces in
spectrum, there are helper nodes which helps users,
but this causes more energy wastage. To solve this
problem, researchers in [17] have proposed a smart
contract-based spectrum sensing as a service method.
In their method, they deploy a smart contract in the
network for the user and helpers, if the helpers detect
the vacant space accurately, then it will get the
payment. They also present a two-threshold based
voting method to detect helpers which are fraud or
malicious and the algorithm discards them from the
network. Their method displayed a good performance
in terms of detection and false alarm for legitimate
primary users in a malicious user environment for OR,
Majority and logic. Also, their result showed a
probability for malicious helper node.

CONCLUSION

In this review paper, we described various types of
security threats in different OSI layers of cognitive
radio networks. These threats create heavy damage to
the network and the experience of users in many
different ways. We discussed many different types of
attacks and their impacts on the network. We also
displayed numerous jamming attacks based on their
features. Also, we given general solutions for many
security threats with review of methods which helps
detection of malicious users. We also reviewed some
of the blockchain technology-based methods for
spectrum sensing which provides good security and
protection for the cognitive radios.

FUTURE SCOPE

The cognitive radio network is vast concept which
holds major importance and need in our life. These
networks are powerful and highly useful for
networking. But they suffer from lots of security
threats. Even with these threats, much different
research has been done and methods has been
proposed to take down these problems. Every new
spectrum sensing algorithm introduced in the
networks brings a new challenge to protect the
network from malicious attacks. There are many areas
in the field of protection of cognitive radio networks
which can be improved and fixed in best possible way.
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Also, with the increase of new unique technologies
such as blockchain, there are numerous possibilities
which can help not only cognitive radio networks but
as well as every wireless network.
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