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Abstract- Initially, the image is taken as input and pre-
processing is performed by using the Pixel Repetition
Method. Visual quality, payload capacity, and security
against attacks. LSB information hiding algorithm of
image using secret key is be proposed combining
information hiding and cryptography, increasing the
human eye visual features, and the identity
authentication based on digital signature and encryption
technology to improve the security of information hiding.
It is based on hidden data is extracted by the receiver
through the reverse process of System Using A*
Algorithm. Finally through the experiment and the
comparison of the peak signal-to-noise ratio (PSNR) and
safety. The improved LSB image steganography
algorithm using the encryption technology is better than
general LSB image steganography method with better
security and higher PSNR.

Index Terms- Encryption, Decryption, LSB.

I. INTRODUCTION

Image steganography comprises of transform domain,
model relied steganography, spatial domain and
spread spectrum. The spatial domain and transform
domain contrasts with one another. Pixel value is
directly used to embed a secret message in spatial
domain. On the other hand, transform domain
techniques accomplish embedding by initially
transforming the particular image from STF (Spatial to
Frequency) domain. The recent progress in the
communication and information technology generates
easy and simple accessible data. In addition,
establishing secure communication is the most
important requirement.

Il. PROBLEM STATEMENT
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The main aim of this project is to provide better
recovery of the secret bits than previous
steganographic methods.

I11. PROPOSED SYSTEM

In proposed several techniques to accomplish image
steganography. Initially, the image is taken as input
and pre-processing is performed by using the Pixel
Repetition Method. In the pre-processing technique,
various unwilling distortions are suppressed and the
significant image features are used for further
processing. Then, recommended AES cryptosystem is
used for data encryption. This process helps in
achieving communication security. Proposed new
LSB embedding is utilized to hide the secret data
inside an image. Finally, the hidden data is extracted
by the receiver through the reverse process of the A*
Algorithm proposed system. The proposed system in
analyzed to validate its performance efficiency.

IV. ADVANTAGES

e Low Encryption and Decryption Time.

e Key Generation will be easy using AES
algorithm.

e The hidden data is extracted by the receiver
through the reverse process using A* algorithm

e Itisbased on analyzed to validate its performance
efficiency.

V. SYSTEM DESIGN
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Fig 1. System Architecture for Robust Reversible
Watermarking in Encrypted Image With Secure Multi-
Party Based on Lightweight Cryptography.
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Fig 2. Resized Image

VI. SYSTEM COMPONENTS —
There are three system components or modules in S e e

RM IMAGE* ks

this project. The three system modules are:

e Input Image

e  Pre-processing

e AES Cryptosystem

e LSB Embedding

e  Extract the hidden data

e Performance Analysis

¢ Input Image: The data selection is the process of
selecting and loading the input images from

dataset.
e Pre-processing: The image taken as input is
scaled-up by the use of PRM (pixel repetition alel2| Q)=

method). The (X*Y) input image is scaled-up by
converting the individual pivot or seed pixel into
a block (2*2) by reiterating the pixel.

e AES Cryptosystem: The AES (advanced
encryption standard) is utilized for textual data
encryption in an unconceivable way.

e LSB embedding: the LSB (Least Significant
Bits) of few or all the bytes within an image is
substituted with a bits corresponding to the secret
message. Hence, the raw data is encrypted prior to
embedding process to achieve more security.

e Extract the hidden data: from cover image it is
going to extract the hidden text.

Fig 3. Pixel Repetition Method Image

® Performance Analysis: It evaluates the
performance.

VII. RESULTS AND DISCUSSIONS At HRz8
Fig 4. LSB Embedded Image
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Fig 5. Decrypted Image
VIII CONCLUSION

In this process, image encryption and decryption
process. The image is taken as input and pre-
processing is performed by using the pixel repetition
method. Various techniques are used to achieve image
steganography through encryption and decryption.
Pixel repetition method is used to perform pre-
processing. Later, proposed AES system is used to
encrypt the data and LSB embedding is utilized for
embedding the data thereby performing image
enhancement through the so as to extract the hidden
data. To perform on analysed to validate its
performance efficiency.

IXFUTURE ENHANCEMENT

The future work on this project is to improve the
compression ratio of the image to the text. This project
can be extended to a level such that it can be used for
different types of image formats like .bmp, .jpeg, -tif,
etc., in the future. The security using Least Significant
Bit Algorithm is good but we can improve the level to
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a certain extent by varying the carriers as well as using
different keys for encryption and decryption.
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