
© November 2022| IJIRT | Volume 9 Issue 6 | ISSN: 2349-6002 

IJIRT 157274 INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 801 

Privacy Preseving and Quality-Aware Incentive 

Mechanism for Mobile Crowd Sensing 
 

 

Patel Akhila, DR.V.Bapuji, Dr.N.Chandra Mouli 

Vaageswari College of Engineering, Karimnagar-505527 

Department of MCA Bowen Zhao, Shaohua Tang, Member, IEEE, Ximeng Liu, Member, IEEE, and 

Xinglin zhang, Member, IEEE 

 

Abstract— Providing excellent economic rewards is an 

environment friendly way for cell crowd sensing to 

encourage the participation of venture participants. 

However, a financial incentive mechanism is commonly 

difficult to forestall malicious project contributors and a 

dishonest assignment requester. Moreover, prior quality-

aware incentive schemes are commonly failed to hold the 

privatizes of project participants. Meanwhile, most current 

privacy-preserving incentive schemes bypass the facts 

exceptional of challenge participants. To address these 

issues, we recommend a privacy-preserving and facts 

quality-aware incentive scheme, referred to as PACE. In 

particular, facts satisfactory consist of the reliability and 

deviation of data. Specifically, we first suggest a zero-

knowledge mannequin of facts reliability estimation that 

can defend information privatives whilst assessing statistics 

reliability. Then, we quantify the facts pleasant primarily 

based on the deviation between dependable information and 

the floor truth. Finally, we distribute economic rewards to 

undertaking contributors in accordance to their facts 

quality. To exhibit the effectiveness and effectively of 

PACE, we consider it in a real-world dataset. The 

assessment and evaluation effects exhibit that PACE can 

forestall malicious behaviors of undertaking members and 

a project requester and achieves each privacy-preserving 

and information exceptional dimension of mission 

members. 

INTRODUCTION 

With the proliferation of cell gadgets embedded with 

various sensors and the improvement of cellular 

conversation technologies, cell crowd sensing (MCS) is 

turning into a novel sensing paradigm. MCS out sources 

sensing duties to person members with sensing ability 

and does now not want to installation special sensors, 

which reduces the deployment and upkeep fee as properly 

as improves the scalability [1]. In current years, a variety 

of MCS applications in special fields have been 

developed, such as indoor localization, surroundings 

monitoring, public event reporting, avenue and site 

visitors monitoring, lifestyle, and health monitor [2]. As 

shown in Fig. 1, these MCS application typically 

encompass three foremost entities: a mission requester, a 

sensing carrier provider, and a crowd of participants. 

Particularly, MCS is recognized as a integral factor of the 

emerging Internet of Things (IOT) purposes [3]. 

According to the report of Intel, via 2025 the international 

really worth of IOT techniques projected at $6.2 trillion1. 

Nowadays, MCS will become are search hotspot in 

industrial and academic. 

Data accumulated by using sensors, such as GPS region 

and heart rate, continually contain the area privacy, 

information privacy, and identity privatives [4]. Privacy 

subject reduces the participation willingness of 

participants. Actually, privatizes upkeep and incentive 

sketch are viewed as two boundaries in large-scale 

deployment of MCS purposes [5]. More, due to the 

uncertainty of participants’ behaviors and het-erogeneity 

of sensing devices, records fantastic varies widely. 

Consequently, solely thinking about privatives protection 

and incentive is no longer adequate to understand 

credible sensing services. In practice, sufficient members 

and dependable sensing data are the primary necessities 

of pleasant credible sensing services [6], [7], [8]. In 

general, to inspire the participation of customers and 

acquire incredible data, MCS wants to address the 

following challenges. 

Challenge 1: Privacy-preserving information exceptional 

evaluation .A re-liable MCS software depends no longer 

solely on quantity-sufficient sensing statistics however 

additionally on enough pleasant sensing data. The 

methods primarily based on participants’ popularity [9], 

facts content [6], [10], and fact discovery (TD) [11] are 

acknowledged as effective way to estimate the records 

quality. Unfortunately, statistics content and reputations 

for contributors are private. The reputation-based 

statistics high-quality contrast schemes generally pass by 
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the data privatizes of contributors [9], [12], [13]. Besides, 

content-aware statistics great estimation options [6], [14], 

[15] and TD are generally difficult to defend information 

privacy. Even though privacy-preserving fact discovery 

(PPTD) [16] [17] is proposed, it is susceptible for a 

information poisoning attack. 

Challenge 2: Quality-aware incentive design. Incentive 

(e.g., financial incentives) [7] is identified as a high-

quality approach to encourage undertaking individuals to 

interact in sensing tasks. In practice, customers are extra 

inclined to take part in sensing duties that grant rewards. 

However, the behaviors of members are unsure and their 

sensing gadgets are heterogeneous [14], which capacity 

the statistics supplied by them may also be unreliable or 

low quality. Even   worse, there exist malicious venture 

contributors [19] in real-world sensing scenarios who are 

probable to make a contribution low-quality or even error 

facts to keep sources or make extra income [20]. The 

availability and preciseness of MCS are surely destroyed 

by non-stop low-quality or error sensing statistics [6]. 

Indeed, incentive plan that helps information nice 

dimension is a difficult task. 

Challenge 3: Privacy-preserving incentive mechanism. 

According to the work [22], the incentive mechanism can 

roughly divide into a “bidding” mechanism and a “posted 

pricing” mechanism. The former wishes to make certain 

trust fullness, and the later is a greater relevant strategy 

and it naturally achieves truthfulness and fairness. In the 

“posted pricing” mechanism, members are presented a 

take-it-or-leave-it fee [23]. Both “bidding” and “posted 

pricing” mechanisms face the mission to shield the 

identification and data privacy of members [4]. 

Moreover, the privatives of bidding price additionally 

desire to be covered in “bidding” mechanism [24].In 

reality, it is now not a easy undertaking for incentive 

design to realize privatizes preservation. 

In this paper, to handle the above challenges, we integrate 

privatives protection, information great evaluation, and 

incentive format and then endorse a privacy-preserving 

and quality-ware incentive scheme, named PACE (PACE 

comes from Privacy-preserving and information quality-

aware incentive scheme). Compared with the preceding 

solutions, our PACE intends to obtain the homes proven 

in Table 1. In general, an MCS project supplying 

economic incentive is con-strained via price range [19], 

[24] and space-time [27], [28]. And the records furnished 

by means of members normally encompass sensing data, 

vicinity data, and time statistics [27]. Arguably, collected 

sensing records past space-time constraint are untrust 

worth. Therefore, a quality-aware incentive mechanism 

desires to control now not solely the finances however 

additionally the region and time where facts are gathered. 

Moreover, sensing records definitely require fulfilling the 

records constraint (e.g., interval [6] [25], distance [19]). 

Particularly, in this paper, we formalize the data first-

class into two ranges of reliability and deviation. Trust-

worthy records meet the reliability necessities of data, 

i.e., data constraints. Data best is quantified primarily 

based on the deviation [14] between straightforward 

information and the ground truth. The rewards of 

members are decided by way of the quality of the records 

they provide. The contributions of this paper are 

summarized as follows: 

1) To stability the reliability evaluation and privacy 

preservation of data, we recommend a zero-knowledge 

model of records reliability estimation. Our proposed 

model can efficaciously decide whether or not statistics 

satisfy assignment requester’s vary constraint for 

statistics and does no longer leak the records content. 

2) For reconciling the rewards and the statistics quality, 

PACE integrates a two-level facts fine measurement 

mechanism and a reward distribution function based on 

information quality. PACE achieves quality-aware 

reward distribution inside a finances constraint. 

3) PACE can forestall some malicious behaviors of task 

participants and a mission requester. We enforce and 

evaluate the effectiveness and effectively of PACE in a 

real-world dataset.                                               

 

Existing System: 

Existing privacy-preserving incentive schemes ignore the 

data quality of task participants. To tackle these issues, 

we propose a privacy-preserving and data quality-aware 

incentive scheme, called PACE. In particular, data 

quality consists of the reliability and deviation of data.                                              

Disadvantages of Existing System: 

LBP and HOG is less precise when contrasted with the 

Cascade Classifier which is actualized in the venture 

 

Proposed System: 

Proposed two credit-based privacy-preserving incentive 

schemes that protected task participants’ identity privacy, 

where task participants earned credits by providing data. 

Zhan get employed a blind signature to construct two 

pseudonym-based privacy-preserving incentive 

mechanisms that protected the identity privacy of task 

participants. Wan get incorporated location privacy 
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preservation into incentive design and put forward k- 

anonymity location privacy preservation incentive 

scheme. Considering a task participant’s trust degree and 

privacy sensibility, wan get combined the k-anonymity 

and-differential privacy to propose an incentive 

mechanism that protected task participant’s location 

privacy. Zhan get sensing data privacy-preserving 

incentive scheme that balanced the aggregation accuracy 

and sensing data privacy preservation. Jinet suggested a 

novel MCS system framework that integrated incentive, 

data aggregation, and data perturbation mechanisms, 

where the data perturbation mechanism protected task 

participants’ data privacy and generated highly accurate 

aggregated results.  

Advantages of Proposed System: 

SP is considered as semi-honest just like most privacy 

preserving incentive schemes [5], [19], and does not 

conclude with TPs and the TR. In other words, the SP 

follows the protocol to estimate data reliability but 

attempts to infer a TP’s real identity, data content, and 

location, etc., which is considered as an Inference attack 

(IA). TPs are assumed as untrusted. Since behaviors of 

TPs are uncertain, a TP might collect data with little or 

no effort, which brings to data unreliable. Particularly, a 

TP deliberately provides untrustworthy data, known as a 

Data pollution attack (DPA). Furthermore, to earn more 

monetary rewards, untrusted TPs attempt to report the 

same data with multiple identifies, which is identified as 

a Sybil attack (SA) or a replay attack. Besides, TPs 

replace credible data that pass the reliability assessment 

of the SP with untrustworthy data, which is deemed as a 

Replacement attack (RA). 

 

CONCLUSION 

In this paper, we proposed a privacy-preserving and 

quality-aware incentive scheme for MCS, i.e., PACE. 

Specifically, we presented a zero-knowledge model of 

data reliability estimation that evaluated data reliability 

while pre-serving data privacy. Moreover, we 

demonstrated that PACE satisfied completeness, 

soundness, and zero- knowledge as well as achieved 

payment rationality and budget feasibility. Formal 

privacy analysis showed that PACE realized sensing data 

and location privacy preservation, also the anonymity of 

task participants. We also analyzed the proposed PACE 

could prevent dishonest task requester from launching the 

Denial of Payment attack and untrusted task participants 

from launching the Data pollution attack ,Sybil attack, 

and Replacement attack. Finally, we also illustrated the 

effectiveness and efficiency of PACE through 

experimental comparisons. In future work, we intend to 

achieve privacy-preserving quality quantification via 

secure computation out sourcing. Besides, considering 

the capacity variance of task participants, we will 

integrate the capability of task participants into the 

incentive design. 
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