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Abstract—Pegasus is a spyware (Trojan/Script) that can
be installed remotely on devices running on Apple’s iOS
& Google’s Android operating systems. It is advanced
and advertised via way of means of the Israeli era
company NSO Group. NSO Group sells Pegasus to
“vetted governments” for “lawful interception”, which is
thought to intend fighting terrorism and prepared crime,
because the corporation claims, however suspicions exist
that it's far availed for different purposes.
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I.INTRODUCTION

This Spyware is a type of malicious software or
malware that is installed on a computing device
without the end user's knowledge. It invades the device,
steals touchy records and net utilization statistics, and
relays it to advertisers, statistics companies or outside
users.

Any software program may be labelled as adware if it's
miles downloaded without the user's authorization.
Spyware is arguable because, even if it's miles mounted
for distinctly risk free reasons, it could violate the cease
user's privateness and has the capability to be abused
Spyware is one of the maximum not unusual place
threats to net users. Once installed, it video display
units net activity, tracks login credentials and spies on
touchy information. The number one aim of adware is
normally to achieve credit score card numbers, banking
facts and passwords.

The Pegasus Spyware, a malicious software (aka
malware), is created with the aid of using an Israeli
cyber fingers company referred to as the NSO Group
to fight terrorism and crime globally.

The name ‘Pegasus’ for this spyware was inspired by
the Trojan horse. The name suggests that it can be sent
“flying’ through the air into various phones. Although
it has only recently been discovered, the initial usage of
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the Pegasus Spyware can be traced back to UAE in
2013.

Since then, it has reportedly affected countries such as
Israel, the USA, Mexico, and India, among numerous
others. It has affected a total of over 45 countries in the
world.

In the case of India, it was suspected by Facebook as
early as 2019 that Pegasus was intercepting some
WhatsApp communications.

In July 2021, the Pegasus Spyware suddenly gained
widespread publicity due to an Amnesty International
investigative report stating that it is being misused to
access peoples’ personal information without consent.

ILTYPES OF ATTACK

Earlier wversion of Pegasus was installed on
smartphones through vulnerabilities in commonly used
apps or by spear-phishing, Which includes tricking a
focused consumer into clicking a hyperlink or
establishing a file that secretly installs the software. It
also can be hooked up over a wi-fi transceiver
positioned close to a target, or manually if an agent can
scouse borrow the target’s phone.

Since 2019, Pegasus customers were capable of
deployation the software program on smartphones with
a overlooked name on WhatsApp, and can even delete
the record of the missed call, making it impossible for
the phone’s owner to know anything is about missed
call. Another manner is through sincerely sending a
message to a user’s telecalls smartphone that produces
no notification.

This approach the modern day model of this adware
does now no longer require the cell phone consumer to
do anything. All this is required for a hit adware assault
and set up is having a selected inclined app or running
gadget mounted at the device. This is referred to as a
zero-click on exploit.

Once installed, Pegasus can theoretically harvest any
records from the tool and transmit it again to the
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attacker. It can scouse borrow photographs and videos,
recordings, area records, communications, net
searches, passwords, name logs and social media posts.
It also has the capability to activate cameras and
microphones for real-time surveillance without the
permission or knowledge of the user.

IHLMETHODOLOGIES

The earliest version of Pegasus - which was identified
in 2016 - relied on a spear-phishing attack which
required the target to click a malicious link in a text
message email As of August 2016 - according to a
former NSO Employee - the U.S. version of Pegasus
had 1-click capabilities for all phones except old
Blackberry models which could be infiltrated with a 0-
click attack.

In 2019, WhatsApp found out Pegasus had hired a
vulnerability in its app to release zero-click on attacks
(the adware might be installed into a goal's target
smartphone with the aid of using calling the goal target
smartphone; the adware might be mounted even though
the decision become now no longer answered)

By 2020, Pegasus shifted in the direction of zero-click
on exploits and network-primarily based totally
attacks. These techniques allowed customers to
interrupt into goal telephones without requiring person
interplay and without leaving any detectable traces.

A. Techniques

e Spyware can make its way onto a device without
the end user's knowledge via an app install
package, file attachment or malicious website. In
its least damaging form, spyware exists as an
application that starts up as soon as the device is
turned on and continues to run in the background.
Its presence will steal random access memory and
processor power and could generate infinite pop-
up ads, effectively slowing down the web browser
until it becomes unusable.

e Pegasus is modular malware. After scanning the
target’s device, it installs the necessary modules to
read the user’s messages and mail, listen to calls,
capture screenshots, log pressed keys, exfiltrate
browser history, contacts, and so on and so forth.
Basically, it can spy on every aspect of the target’s
life,” cybersecurity company Kaspersky.
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e The spyware can activate cameras or microphones
to capture fresh images and recordings without the
user’s permission or knowledge. It can listen to
calls and voicemails and collect location data --
past and present and whether he’s stationary or
moving. Pegasus can even listen to encrypted
audio streams and read encrypted messages,
including that from WhatsApp and Signal since it
steals the data even before they get encrypted.

e The earliest version of Pegasus used a spear-
phishing attack to infect phones with malware. It
all starts with a website URL sent via SMS, email,
social media, etc to a user. One action click on the
link and the surveillance software packages are
installed after remotely jailbreaking the device.
While a certain level of awareness can help
prevent such attacks, NSO’s attack capabilities
have become more subtle over the years, making
it more potent and almost impossible to detect or
stop.

e Pegasus infections can also be achieved via so-
called “zero-click” attacks that do not require any
interaction from the phone’s owner. It means that
your phone could still be hacked even if you’re
careful not to click on those malicious links. Most
of these attacks exploit vulnerabilities in an
operating system that the phone’s manufacturer
may not yet know about and so has not been able
to fix.

o Apple iPhones claim to offer better privacy and
security than rivals, but they are still vulnerable to
“zero-click” attacks, Amnesty International said in
a report. The report detailed that the Israeli firm
NSO Group infected several models of iPhones
over the years, adapting as Apple fixed each
security bug. In 2019, the group exploited a
vulnerability in Apple Photos, followed by an
iMessage zero-click, and later Apple Music in
2020

IV.LITERATURE REVIEW

A leak of a list of more than 50,000 telephone numbers
believed to have been identified as those of people of
interest by clients of NSO since 2016 became available
to Paris-based media non-profit organization
Forbidden Stories and Amnesty International.
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They shared the information with seventeen news
media organizations in what has been called Pegasus
Project, and a months-long investigation was carried
out, which reported from mid-July 2021.

The Pegasus Project involved 80 journalists from the
media partners including UK, France, Germany,
United States, Israel, Mexico, the Organized Crime and
Corruption Reporting Project, Knack, Le Soir, The
Wire, Daraj, Direkt36

Evidence was found that many phones with numbers in
the list had been targets of, Pegasus spyware. However,
The CEO of NSO Group categorically claimed that the
list in question is unrelated to them, the source of the
allegations can't be verified as reliable one. "This is an
attempt to build something on a crazy lack of
information. There is something fundamentally wrong
with this investigation Evidence was found that many
phones with numbers in the list had been targets of
Pegasus spyware. However, The CEO of NSO Group
categorically claimed that the list in question is
unrelated to them, the source of the allegations can't be
verified as reliable one. "This is an attempt to build
something on a crazy lack of information. There is
something  fundamentally wrong  with  this
investigation.”

French intelligence (ANSSI) confirmed that Pegasus
spyware had been found on the phones of three
journalists, including a journalist of France 24, in what
was the first time an independent and official authority
corroborated the findings of the investigation.

On 26 January 2022, the reports revealed that mobile
phones of Lama Fakih, a ,US-Lebanese citizen and
director of crisis and conflict at Human Rights Watch,
were repeatedly hacked by a client of NSO Group at a
time when she was investigating the catastrophic
August 2020 explosion that killed more than 200
people in Beirut.

Tools like Pegasus are only effective if used against a
limited number of high-value targets such as threats to
national security, crime syndicate bosses etc. It has
little to no value as a mass surveillance tool as the
technology is heavily reliant on the stealth aspect of
usage. Mass usage may make the whole system fail.
Further, the NSO group sells the system and charges on
a per-use basis which extends to utilisation of Pegasus
as a mass surveillance tool noticeable and ruinously
expensive from a financial point of view, rendering any
claims of its utilisation as a tool for Mass Surveillance
baseless, null and void.
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