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Abstract- Over the decades, DNA-primarily based
totally steganography has emerged as a promising area
for securing touchy statistics transmitted over an
untrusted channel. Cryptography and Steganography
are two methods used for secure information
transmission. The process of data hiding involves using
a carrier to conceal data such as images, video, and
audio. Leaks of secret messages (SM) can have
disastrous consequences, which has led to the
development of numerous technologies for
safeguarding SM. Steganography has been used for
centuries and aims to keep SMs hidden. Throughout
history, various types of steganography have existed,
such as steganography ink, acrostic, wax-covered
boards, and even messages written in hair by ancient
Greeks. With the introduction of image, audio, and
video technologies, steganography has evolved, and
researchers have recently turned to using DNA to
transmit and protect SMs. This project proposes
Liquid Steganography, a scheme that uses a DNA-
based steganography technique called data hiding
using double DNA sequences to hide SMs in living
cells. The cell can be stored and transmitted in liquid,
paper, or plate form, disguising it as a drink, cosmetics,
or another item. The key table and key pool are
distributed in advance to both the sender and receiver
in Liquid Steganography. The proposed system
comprises two algorithms: substitution and recovery.
The Substitution algorithm goes through several steps
to encrypt and hide messages within a DNA sequence,
while the Recovery Algorithm is used to retrieve the
original secret message from the DNA sequence. This
project is a preliminary investigation into a new model
for hiding messages in living cells, and with DNA
steganography being a new field, there are many
opportunities for improving existing steganography
and steganalysis approaches.

Keywords:  Substitution  technique,  Recovery
Algorithm, Playfair cipher technique.

1 INTRODUCTION

Due to the rapid advancement of technology, the

importance  of  information  security  and

confidentiality has become increasingly crucial.

Therefore, high levels of security are required as a

critical feature for successful networks. In various

applications, such as annotation, ownership

protection, copyrighting, authentication, and

military, powerful data protection is essential,

leading to a steady increase in research into data

hiding techniques. Data hiding involves using a

carrier to conceal data such as images, videos, and

audios. In the proposed method, a DNA reference

sequence is used as the carrier for data hiding.

1.1 DNA

DNA is a prolonged molecule that incorporates the

specific genetic code for every individual. It holds

the instructions for creating the proteins necessary

for our bodies to function. The structure of DNA is

that of a double helix, which is formed by two

intertwined strands that appear twisted. Each strand

of DNA is composed of a long sequence of

nucleotides, which are individual units made up of

e aphosphate molecule

e a five-carbon sugar molecule called
deoxyribose

e aregion rich in nitrogen.

The four different nitrogen-containing regions are

referred to as bases:

e adenine (A)

e cytosine (C)

e guanine (G)

e thymine (T).

The order of these four bases makes up the genetic

code, which contains the instructions for life. The

two strands of DNA are held together by bonds to

form a ladder-like structure. A always pairs with T,
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and G always pairs with C to form the "rungs" of the
ladder. The sugar and phosphate groups contribute
to the length of the ladder.

1.2 DNA Cryptography
Cryptography refers to the scientific discipline that
deals with encoding information to conceal
messages. DNA Cryptography is a rapidly evolving
technology, which involves concealing data in the
form of DNA sequences. DNA computing provides
faster processing speed with minimal storage and
power requirements. DNA has a memory storage
density of approximately 1 bit per cubic nanometer,
whereas conventional storage media requires 1012
cubic nanometers per bit. During the computation
process, no power is necessary. One gram of DNA
contains 10”21 DNA bases, equivalent to 1078
terabytes of data. Therefore, it has the potential to
store all of the world's data in just a few milligrams.
The nitrogenous base units of DNA are best encoded
using four symbols:
A (0)-00
C()-01
G(2)-10
T@R)-11
The bases A and G form pairs, while T and C form
pairs.

2 RELATED WORK

In the literature review section, we provided a brief
overview of all relevant models and the closest
competitor to our proposed study. Specifically, we
focused on the most recent research papers
published in the previous two years for this study.

1. Shyamasree C M and Sheena Anees proposed the
three-level DNA-based Audio Steganography
method [1].

The proposed method involves three levels of DNA-
based encryption. In the first level, the Playfair
algorithm based on DNA is utilized. In the second
level, the secret message is hidden within a
randomly generated DNA sequence. For the third
level, DNA is embedded within an audio file. To
convert the raw data of the secret file into a DNA
sequence, DNA digital coding is applied using a
binary coding scheme. The four nucleotides are
encoded as A (00), C (01), G (10), and T (11). The
resulting codons, which consist of three nucleotides,
correspond to 20 amino acids. The Playfair

encryption algorithm is then used to encrypt the
amino acid sequence, which is hidden within a
randomly generated DNA sequence using a two-by-
two complementary rule. Finally, the embedded
DNA sequence is hidden within the audio file using
the Least Significant Bit (LSB) modification
technique.

2. DNA sequencing has been proposed by Bama R,
Deivanai S, and Priyadharshini K to ensure secure
data authorization, storage, and transmission [2].
DNA sequencing for an electronic medical record
system has the potential to revolutionize the way
medical records are stored and accessed. By using
DNA as a carrier for patient data, the system can
provide secure and instant access to medical records,
while also ensuring the privacy and confidentiality
of patient information. The substitution method,
which uses a binary coding scheme and
complementary pair rule, is a powerful tool for
encoding and decoding information in DNA. By
keeping these schemes secret between the sender
and receiver, the proposed DNA sequencing scheme
can provide a high level of security and efficiency.
Overall, the use of DNA sequencing for an
electronic medical record system has many potential
benefits, including increased security, efficiency,
and accessibility of medical records. As generation
continues to advance, innovative use of DNA in
numerous fields can be clearly seen.

3. Pratik Pathak, Arup Kr. Chattopadhyay, and
Amitava Nag proposed a location-based
steganography technique [3].

The use of randomness to embed secret message bits
in the audio file provides an additional layer of
security, making it harder for unauthorized
individuals to detect and extract the hidden
information. The algorithm's complexity being O(n)
means that the time required to embed the secret
message bits increases linearly with the length of the
message. Therefore, for longer messages, it may
take more time to embed the secret bits. However,
this scheme is still considered efficient as it is much
faster than many other steganography techniques.
Additionally, the high audio quality and lossless
recovery mean that the embedded message can be
retrieved without any degradation in the audio
quality. Overall, this scheme provides a robust and
secure method for hiding information within audio
files.
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4. The robust substitution technique was developed
by Rohit Tanwar, Bhasker Sharma, and Sona
Malhotra to implement audio steganography [4].
Using deeper layer bits for embedding helps in
improving the resistance against intentional attacks
because deeper layer bits are less likely to be noticed
by attackers. Additionally, changing other bits
willingly helps in reducing the distortion in the cover
media caused by embedding the secret data, thereby
improving the robustness of the technique. By
addressing these two issues, the proposed technique
can achieve a higher level of security and
robustness.

5. K. Menaka proposed the indexing technique to
hide the secret message inside the randomly
generated DNA sequence [5].

The complementary rules based on Purine and
Pyrimidines, based on Amino and Keto groups, and
based on Strong and Weak H-bonds are utilized in
this paper to encrypt the message. The message is
first converted to a DNA sequence using digital
coding patterns, and then the message index position
in the fake DNA sequence is applied to each letter of
the converted sequence. This paper suggests that
DNA sequences have many properties that can be
used for encryption, highlighting the potential of
DNA cryptography as a secure and efficient method
for data encryption.

3 METHODOLOGY

Using living cells as a medium for concealing secret
messages adds an extra layer of security and makes
it even more difficult for unauthorized individuals to
access the hidden information. The researchers are
proposing a method for using DNA as a stego
medium to hide secret messages within living cells.
They are using a clustered regularly interspaced
short technique to hide the messages in different
locations in the cells each time to make it more
difficult to detect. The message is encoded into
DNA code and then hidden in the genome using
PMs. The receiver then uses PCR to extract the
message and verify its authenticity using a hash
value. The use of PCR primers and sequencing to
extract the hidden message is a clever way to retrieve
the information without damaging the living cells.
This method could have many potential

applications, such as in biotechnology or even
espionage.

4 SYSTEM ARCHITECTURE
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Figure 1 System architecture

5 IMPLEMENTATION

The proposed work has five stages of
implementation.
1. Web App for Liquid Steganography
2. User Management
3. Production and Distribution of Keys
4. Secret Communication Protocol
4.1. Encryption of DNA
4.2. Decryption of DNA
5. Transmission of Data

1. Web App for Liquid Steganography

In this module, we developed a web-based
application that conceals sensitive information using
DNA Steganography and allows for its secure
transmission over any medium or channel. The Data
Shielder applies DNA Steganography to embed the
sensitive information into a randomly generated
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DNA sequence. The embedded DNA sequence is
then hidden within a cover image using LSB
substitution. The resulting image is then sent back to
the user through the web application. The user can
then download the stego-image and transmit it over
any medium or channel.

At the receiver end, the stego-image is uploaded to
the web application, which then extracts the
embedded DNA sequence using LSB substitution.
The DNA sequence is decoded to reveal the original
sensitive information. This method provides a
secure and efficient way to conceal and transmit
sensitive information over any channel.

400
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2. User management

The user management module in DNA
steganography involves creating a system for
authenticating users and managing user data for the
web application. This would include user
registration, user authentication, and password
management. The module would also involve
assigning different levels of access to users based on
their roles, such as managers and personnel.

The user management module would be integrated
with the web application to ensure that only
authorized users are able to access and use the
application. It would also enable the administrator to
create, update, and remove users for the web
application, as well as manage their access
privileges.

» 400
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3. Production and Distribution of Keys

While cryptography allows Userl and User2 to
communicate privately, they still need a way to
exchange the shared key so that only they know it
and others do not. This is a difficult problem to solve
in general. This shared key could be exchanged
offline, for example, by sending a letter to each
other, but this does not scale. They could also use
public key cryptography: Userl could select the
shared key and encrypt it with User2's public key,
allowing only User2 to read it. This works, but we'd
like to see if there are any other methods for securely
exchanging keys. We will investigate two
approaches: Diffie-Hellman Key Exchange and Key
Exchange with a Key Distribution Center. There is a
Key Distribution Center (KDC) in this module that
both Userl (Client - C) and User2 (Server - S) trust
and with which they share keys - this means that
there are already KKDC, C and KKDC, S. Client
sends a request to KDC with its own and a server's
identities - C, S. The KDC generates the shared key
KC, S and transmits it to the client EKKDC, C (S,
KC, S) and the server EKKDC, S. (C, KC, S). A
ticket is the name given to the message sent to the
server. KDC can also provide this ticket to the client
for use in their first communication with the server.
The client must send the identities of the client and
server to KDC so that KDC knows which keys to use
to encrypt the replies. The response sends the shared
key KC, S to both parties. It must be encrypted, or
else someone on the network could snoop on it. Only
the client and server can read the responses because
they are encrypted. Why are the identities of the
other parties included in the messages? They must
determine who this shared key applies to and who
the other party holding the same key is.
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4. Secret Communication Protocol
The secret communication protocol creates and
employs DNA Digital Coding in this module.

Db Decimal Binary
nucleo-

tide

-1 a0 oo

C 1 01

i e 10

T e 11

Table 1 DNA Digital Code

4.1. Encryption of DNA

To encrypt and conceal messages inside a DNA
sequence, the proposed algorithm takes numerous
steps. The following are the steps in the encryption
process:

1. Split M into characters, M = m1, m2, m3... mn,
and each character is converted into its 8-bit binary
equivalent based upon the ASCII standard.

2. Randomly generate a number between 0 and 255
to form K1, and then the key is converted into an 8-
bit binary sequence.

3. The last character in M is XORed with K1.

4. The result is XORed with the character preceding
the last one in M; the XORing is repeated until all
the characters are converted and stored in A.

5. The binary sequence A is converted into a protein
sequence.

6. A sample DNA sequence S is selected randomly
and converted into a binary bit sequence using Table
1.

7. Generate a random number, which is preferred to
be a small number K2, and then divide the DNA
sequence S into segments; the segment length
should be equal to K2.

8. Add the first binary value of A at the beginning of
the first DNA binary segment, and insert the second
binary of K1 into the second binary segment, and so
on.

9. Combine all of the binary sequences together, and
then use them to create a fabricated DNA sequence
using Table 1.
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3. Concatenate the first bit from each segment to
produce significant bit B.

4. XOR the first eight binary bits of B with K1, then
XOR the next eight bits of B with the previous eight
bits of B, and so on.

5. Convert the DNA sequence's binary bits into
ASCII text values.

4.2. Decryption of DNA

In order to decrypt the message, the receiver must
understand K1 and K2. He or she must also receive
the original DNA from the sender. The receiver
takes the following actions:

1. Using Table 1, convert the received fake DNA
sequence into a binary sequence.

2. Split the binary DNA sequence into segments
with lengths equal to K2 + 1.
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5. Transmission of Data

In this module, the recipient obtains the final key ID,
which can be stored and transported in the form of
liquid, paper, or plate. This allows it to be
camouflaged as a beverage, cosmetic, or other
object, making it easy to prevent loss or damage. By
leveraging the replication capability of DNA in
living cells, the message can be easily duplicated.

6 SYSTEM DEVELOPMENT

In the Secure Hiding and Sharing of Messages
process, both the sender and receiver play a role in
transmitting a message. The sender and receiver are
provided with a key table and key pool in advance.
The key must be replaced every time it is used, and
when the key table is depleted, a new one is
distributed via secret channels. The message is first
encoded into a DNA code, then substituted to
produce the secret message (SM) wusing a
substitution sequence (Sub) obtained from the key
pool via PCR with the key. To introduce randomness
into the SM, a substitution algorithm is used with a
random substitution sequence. However, since DNA
code carries language information, it cannot be
entirely randomised, so random SMs are obtained by
performing substitutions with a different sequence
each time. The SM is then hidden in living cells with
random DNA sequences to obtain an encoded
message (IC), which is transmitted to the receiver
through public channels. The receiver can retrieve
the SM and Sub by using the key in PCR and then
recover the original message using the DNA
substitution square.
7 RESULTS

DNA Steganography has numerous advantages
e reasonable ease of placement and detection by
the intended recipient

e jts difficulty in detection and erasure by
attackers

e its credibility in the event of a dispute, its
robustness against filtering, compression, or
truncation

e its reasonable overhead, and no significant
change in the meaning or function of the
original data.

However, to ensure successful hiding of the data, the

data  being hidden should have error

correction/redundancy.

Advantages of DNA Data Storage

The advantages of DNA as a Data Storage medium

are

e DNA can store information at an incredibly
high density, with a gram of DNA containing
billions of nucleotide bases that can be used to
store data.

e This allows for an ultra-compact storage
medium that can hold vast amounts of
information. For example, a single gram of
DNA can store up to 108 terabytes of data, and
just a few grams could hold all the data in the
world.

e This makes DNA an attractive option for long-
term storage of digital data, as it has the
potential to far outlast current storage media.

The Benefits of DNA Computing

e Performance - Compared to conventional
computers with a performance of around 100 MIPS
(millions of instructions per second), Adleman
showed that combining DNA strands can result in
computations equivalent to 109 or better, which is
arguably over 100 times faster than the fastest
computer.

» Low Storage Needs - DNA has an incredibly high
storage density compared to conventional storage
media. In other words, a very small volume of DNA
can store a large amount of information. This is
because DNA molecules are incredibly small and
densely packed, with each nucleotide taking up only
a tiny amount of space. Conventional storage media,
such as hard drives or flash drives, require much
more space to store the same amount of information.
» Low Power Requirements - Unlike traditional
computers, DNA computation does not require any
external energy source to run, as the chemical bonds
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that make up DNA occur naturally. This means that
DNA computation has significantly lower power
requirements than conventional computers.

8 CONCLUSION

DNA is an extremely efficient storage medium. It is
lightweight, biodegradable, and uses very little
energy. It is now used to spread species, encode
protein synthesis, and solve complex computational
problems. Who knows what will happen in the
future? Recognizing this, techniques for hiding data
in this medium to catalogue, annotate, watermark,
and/or encrypt information can serve a significant
purpose. This project proposes the novel concept of
encoding data in DNA. Furthermore, it defines two
new and original techniques for hiding data, as well
as an evaluation and analysis of their utility for the
various functions of hidden data. The first method
conceals data in non-coding DNA regions such as
non-transcribed and non-translated regions, as well
as non-genetic DNA such as DNA computing
solutions. In theory, the second can be used to embed
information directly into active genetic segments. In
addition to a straightforward set of steps for
embedding the data, this paper addresses the
vulnerability of the codon redundancy technique and
provides several additional steps to strengthen a
watermark. The practical utility of such a technique
is enormous.
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