
© April 2024 | IJIRT | Volume 10 Issue 11 | ISSN: 2349-6002 

IJIRT 163193 INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 858 

Integrating IoT and AI Technologies for Real-Time 

Safety Monitoring in Industrial Setting 
 

RAVI KANT DUBEY1, DR. P. KARUNAKARAN2  
1 PG Student, ME- Industrial Safety Engineering, Excel Engineering College, Komarapalayam, 

Tamilnadu 
2 ME PhD, Professor, Department of Aeronautical Engineering, Excel Engineering College, 

Komarapalayam, Tamilnadu 

 

Abstract—This project focuses on the integration of 

Internet of Things (IoT) and Artificial Intelligence (AI) 

technologies to establish a robust system for real-time 

safety monitoring in industrial settings. The convergence 

of IoT sensors and AI algorithms enables the continuous 

collection and analysis of data from various sensors, such 

as cameras, environmental sensors, and wearable devices. 

This data is processed in real-time to detect and respond to 

safety-related incidents, ensuring the well-being of 

personnel and the efficient operation of industrial 

processes. The project's key objectives include the 

development of scalable and adaptable system architecture, 

the implementation of AI-driven anomaly detection 

algorithms, and the provision of actionable insights to 

enhance safety protocols. By combining IoT and AI, this 

project strives to create a proactive and intelligent safety 

monitoring solution that significantly reduces risks and 

enhances overall industrial workplace safety. 

 

Indexed Terms- Internet of Things (IoT), Artificial 

Intelligence (AI), safety-related incidents, intelligent safety 

monitoring. 

 

I. INTRODUCTION 

 

In today's rapidly evolving industrial landscape, the 

integration of cutting-edge technologies has become 

paramount in ensuring both operational efficiency and 

the safety of personnel within industrial settings. 

Industrial environments, by their nature, present a 

multitude of hazards that demand continuous 

monitoring and immediate intervention to prevent 

accidents and mitigate risks. This project, addresses 

the critical need to develop a comprehensive solution 

that leverages the synergies of the Internet of Things 

(IoT) and Artificial Intelligence (AI) to transform 

industrial safety management. Industrial settings, such 

as manufacturing plants, construction sites, and 

chemical facilities, are rife with potential safety 

hazards, ranging from heavy machinery accidents to 

exposure to toxic substances. Traditional safety 

measures, while effective to some extent, often rely on 

periodic inspections, manual reporting, and reactive 

response strategies. These methods leave room for 

unforeseen risks and delays in incident response, 

putting both the workforce and the production process 

in jeopardy. 

The advent of IoT technologies has ushered in a new 

era of data-driven decision-making by enabling the 

real-time collection and transmission of vast amounts 

of information from various sensors and devices. 

Simultaneously, AI has made substantial strides in 

processing and analyzing this data to extract 

actionable insights. When these technologies 

converge, the result is a transformative approach to 

safety monitoring, capable of detecting anomalies, 

predicting potential hazards, and triggering immediate 

responses, all in real-time. The primary objective of 

this project is to design, develop, and implement a 

robust system that fuses IoT and AI technologies for 

real-time safety monitoring in industrial settings. This 

system aims to achieve the following key goals 
 

II. PROBLEM IDENTIFICATION 

 
Industrial settings pose a multitude of safety hazards 

that threaten the well-being of workers and the 

operational continuity of facilities. Current safety 

measures are predominantly reactive, with incidents 

often being detected after they occur, leading to 

delayed responses and increased risks. Manual 

inspections and limited sensor-based data collection 

provide incomplete visibility into safety conditions, 

creating gaps in early detection and response. Human 

error and fatigue in manual safety practices further 
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compound the issue. Regulatory compliance, while 

crucial, is often burdensome and paper-based, lacking 

automated mechanisms. Additionally, safety incidents 

remain largely unpredictable, and resources are 

allocated without real-time data insights, resulting in 

inefficiencies. The culmination of these problems 

manifests in workplace injuries, operational 

disruptions, increased costs, and compliance 

challenges. The project "Integrating IoT and AI 

Technologies for Real-time Safety Monitoring in 

Industrial Settings" seeks to revolutionize safety 

management by addressing these issues, aiming for 

proactive, data-driven, and automated solutions to 

enhance safety and operational efficiency in industrial 

environments. 

 

III. PROPOSED METHODOLOGY 

 

 

 

IV. SYSTEM ARCHITECTURE 

 

The comprehensive system architecture comprises 

multiple hardware nodes, each tasked with the 

retrieval of specific physical world data metrics, which 

will subsequently be utilized at various levels of 

analysis. Detailed descriptions of the data sources are 

provided in the subsequent subsections. Once the 

system is configured and operational, every data 

source or end node will establish communication and 

share the data it has collected with an assigned 

coordinator. This communication is facilitated through 

their built-in RF modules, adhering to a hybrid 

topology. Upon receiving data from the end nodes, the 

coordinator nodes will assume the responsibility of 

validating the origins of the data. If the data sources 

are verified, the coordinators will relay the 

information to the gateway using an integrated LoRa 

module, following a hybrid topology as well. The 

gateway serves as the central hub for accumulating 

data from all end nodes or data sources. It employs an 

internet module to log all the data into an IoT cloud 

server, ensuring that the information is readily 

available for subsequent data analysis and acquisition. 

 

A. Entry Node 

The Entry node will primarily comprise a central 

processing unit tasked with the processing and 

extraction of data from connected peripherals. These 

peripherals include a passive infrared sensor that 

furnishes the node with data regarding the presence of 

individuals in the vicinity of a specific area, an RFID 

scanner for authenticating the RFID cards held by 

personnel, an RF module for wireless transmission of 

the extracted data to the coordinator, a display unit for 

local presentation of critical information, and a power 

supply to energize the entire system. The Entry node's 

core responsibility lies in authenticating the entry of 

workers and personnel into the construction site. It 

provides comprehensive profile details, entry 

timestamps, and related information, facilitating the 

tracking of individuals entering the site. 

 

B. Shoe Detection Node 

The shoe detection node is an integral component of 

the protective apparel data node, guaranteeing that 

workers consistently don the designated construction 

footwear within the site. This functionality is achieved 

through the utilization of a pressure sensor and a 

specialized algorithm embedded in the central 

processing unit. This algorithm accurately determines 

whether the worker is wearing the specified shoes. 

Subsequently, this crucial information is periodically 

transmitted to the coordinator, along with the 

encapsulated worker ID details, via the integrated RF 

module. 

 

C.Worker Health Monitoring Node 

The Worker Health Monitoring Node Assumes A 

Pivotal Role In Continuously Monitoring The Well-

Being Of Workers Within The Construction Site. This 

PROBLEM IDENTIFICATION

CAUSES AND EFFECTS  INDUSTRY

DOCUMENT THE SAFETY MANAGEMENT IN 
INDUSTRY 

IMPLEMENT THE PREVENTIVE TECHNIQUES

REDUCE THE HAZARDS

OBTAINING THE SOLUTION

ERROR REDUCTION

DOCUMENTATION
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Wearable Device Is Equipped With Sensors To Gauge 

The Worker's Body Temperature And Pulse Rate, 

Providing Essential Health Insights. These Sensors, 

Through A Centralized Processing Unit, Estimate And 

Analyze The Worker's Health Status In Real-Time. 

The Collected Raw Health Data Is Then 

Systematically Transmitted At Regular Intervals To 

The Coordinator. 

 

This Transfer Of Health Data Is Facilitated Through 

The Integrated RF Module, Ensuring That The 

Construction Site Maintains A Constant Vigil On The 

Physical Well-Being Of Its Workforce.Worker Health 

Monitoring In Industrial Settings Is A Critical Aspect 

Of Safety Management, Contributing To The Early 

Detection Of Health Issues, Prompt Responses To 

Emergencies, And The Overall Well-Being Of The 

Workforce. The Integration Of Such Technology 

Enhances The Safety And Efficiency Of Operations 

While Also Emphasizing The Organization's 

Commitment To The Health And Safety Of Its 

Personnel. 

 

D.Helmet/Goggle Detection Node 

The Shoe Detection Node is an integral component of 

the Protective Apparel Detail Node, actively ensuring 

that workers consistently adhere to the safety protocols 

of wearing specific protective gear such as Helmets 

and Goggles within the construction site. This is 

achieved through the incorporation of an eye blink 

sensor and a purpose-built algorithm integrated into 

the central processing unit. 

 

The algorithm's role is pivotal in accurately discerning 

eye blinks recorded by the eye blink sensor within the 

goggles, which subsequently enables the classification 

of whether the worker is wearing the prescribed 

helmet and goggles. This real-time information is then 

regularly transmitted to the coordinator, accompanied 

by encapsulated worker identification details.  

 

The seamless transmission of this safety data is made 

possible by the utilization of the integrated RF 

module.This meticulous monitoring system not only 

enhances safety compliance but also contributes to the 

prevention of accidents and potential injuries. The 

integrated technology offers an innovative approach to 

ensuring that personal protective equipment is worn as 

required, thereby reducing the risk of workplace 

incidents and enhancing overall safety protocols 

within the construction site. 

 

V. HARDWARE IMPLEMENTATION 

 

To realize the implementation of the proposed network 

architecture, a specialized hardware design and 

fabrication process was undertaken. This custom 

hardware solution integrates all essential components, 

such as sensors, power supply systems, 

microcontrollers, wireless modules, and antennas, into 

a tailor-made PCB (Printed Circuit Board). This 

integration was pursued to minimize the risk of power 

loss or data corruption arising from potential leaks or 

unexpected interferences. 

 

The sensors were chosen based on their compatibility 

with preferred communication protocols like SPI and 

I2C. For data communication through wireless 

modules, the implementation involved using UART 

with software serial methods rather than hardware 

serial pins. This choice aimed to eliminate any 

potential interference during the debugging and 

programming phases of the microcontrollers.  

 

Notably, end nodes and coordinators are connected 

wirelessly via 2.4 GHz RF transceivers, while the 

coordinator and the gateway node establish their 

wireless connection using a 433 MHz LoRa module, 

specifically configured for use in India. These 

strategic selections of communication modules were 

made with the goal of optimizing data transmission 

reliability and range. 

 

In the subsequent subsections, we delve into the 

detailed hardware implementations of each of the 

aforementioned nodes and components, outlining the 

intricate engineering work that went into the 

realization of this advanced IoT and AI-based safety 

monitoring system. This comprehensive overview of 

the hardware implementation provides a deeper 

understanding of the thought processes and technical 

choices that underpin the architecture of the system. 

 

A.  Entrance Node 

Given the utilization of a passive infrared sensor (PIR) 

within the entrance node to detect human presence 

before RFID scanning, and recognizing the known 

sensitivity of PIR sensors, the firmware has been 
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thoughtfully engineered to incorporate a calibration 

and filtering mechanism for the PIR sensor. This 

calibration process, which is visually represented on 

an LCD display, entails the sensor capturing multiple 

readings to establish an ideal baseline threshold for 

noise acceptance. The system operates in this ideal 

state, poised to respond to the PIR sensor's activation 

upon detecting any human presence. 

 

 
Figure 1  : PIR Calibration 

 

To expand on this process and provide additional 

context, the PIR sensor's sensitivity is crucial in 

preventing false triggers and ensuring precise human 

presence detection. The calibration mechanism allows 

the system to adapt to its specific environmental 

conditions, considering factors such as ambient 

temperature and sensor sensitivity, to set the ideal 

threshold for activation. Furthermore, the LCD display 

serves as a user-friendly interface for monitoring and 

adjusting the calibration settings. This feature offers a 

visual representation of the sensor's activity, aiding in 

fine-tuning the system to meet the site's specific 

requirements. 

 

 
Figure 2: ID Verification 

 

The combination of PIR sensor calibration and visual 

representation on the LCD display exemplifies the 

system's attention to detail and adaptability, ensuring 

accurate and reliable human presence detection, a 

critical component of the safety monitoring system. 

This approach underscores the system's dedication to 

preventing false alarms and enhancing its overall 

effectiveness in ensuring worker safety within the 

construction site. Once PIR is triggered, the system 

asks the user to scan their RFID tag and displays the 

ID number if the worker’s RFID is validated. Once the 

card is scanned, the system uses its inbuilt RF module 

to send the ID profile to the coordinator in a secured 

packet. 

 

B. Coordinator 

The coordinator, depicted in Figure 10, serves as a 

critical component within the network architecture. It 

is equipped with a 2.4 GHz RF module designed to 

gather data from designated end nodes. Once the data 

is received, the coordinator's central computing unit, 

featuring the atmega328 SMD microcontroller, 

undertakes primary data processing tasks. 

Subsequently, the coordinator employs an integrated 

LoRa module for the transmission of the processed 

data to the gateway. 



© April 2024 | IJIRT | Volume 10 Issue 11 | ISSN: 2349-6002 

IJIRT 163193 INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 862 

 
Figure 3: Coordinator 

 

This data is transmitted as an encrypted packet, 

ensuring data security, and includes essential 

information such as the source node's identity and the 

coordinator's own unique identifier. The integration of 

these modules, both the RF and LoRa, allows for 

efficient data collection, processing, and secure 

transmission within the network. Expanding upon the 

coordinator's role, it acts as the central hub for data 

aggregation and distribution. The central computing 

unit is responsible for tasks such as data validation, 

ensuring the data received is from verified sources.  

The LoRa module is utilized to establish a long-range 

and robust connection with the gateway, enhancing the 

network's coverage and reliability.The secure 

transmission of data, complete with source and 

coordinator ID details, serves not only to ensure data 

integrity but also to facilitate the accurate tracking and 

management of data flow within the system. This 

meticulous approach to data handling and 

transmission is vital in maintaining the overall 

effectiveness and security of the safety monitoring 

system. 

 

C. Site Health Monitoring Node 

In a manner akin to the entrance node, the Site Health 

Monitoring Node was meticulously crafted, with all its 

sensors thoughtfully integrated into a unified PCB 

(Printed Circuit Board). This consolidation of sensors 

ensures seamless data collection and transmission. The 

sensors dutifully feed the extracted data into the 

central computing unit, which, in this instance, 

features the atmega328 microcontroller for efficient 

data processing. 

 

As part of the data communication process, the central 

computing unit routinely dispatches encrypted data 

packets, encapsulating the vital information gathered 

by the sensors. These packets are transmitted to the 

coordinator through an integrated 2.4 GHz RF module. 

This methodology guarantees the secure and reliable 

transfer of essential data to the central monitoring hub. 

 

Furthermore, the Site Health Monitoring Node boasts 

an additional feature in the form of an LCD display. 

This display serves as a user-friendly interface, 

presenting the real-time environmental data, such as 

temperature, humidity, vibration levels, and gas 

concentrations, for on-site personnel to monitor. The 

presentation of this data in real time on the LCD screen 

offers a valuable means of awareness and quick 

assessment for those present at the construction site. 

 
Figure 4: Site Health Monitoring Node 

 

This comprehensive integration of sensors, data 

processing, and secure transmission, along with the 
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real-time data display, underscores the system's 

commitment to ensuring a safe and efficient working 

environment. It exemplifies a dedication to the 

collection and dissemination of critical environmental 

data to support decision-making and risk assessment, 

ultimately contributing to enhanced safety and 

operational efficiency within the construction site. 

 

D. Complete System Implementation 

The entirety of the system's components, 

encompassing both the glove detection and shoe 

detection nodes, is presented in Figure 5., illustrating 

the comprehensive system implementation. 

 
Figure 5: Complete System Implementation 

 

VI. ARTIFICIAL INTELLIGENCE 

IMPLEMENTATION 

 

With IoT-based end nodes for data collection, 

segregation and acquisition. We now have the dataset 

ready for us to perform further analysis and train an AI 

model for performing the desired tasks. The 

flow/process of the same is as follows. 

 

A . Dataset Collection 

In the data collection phase (Section 5.1), the gateway 

plays a central role in aggregating the data received 

from the end nodes. This comprehensive dataset is 

then meticulously logged into both an IoT cloud server 

and a dedicated database, ensuring that the 

information is securely stored and readily accessible 

for subsequent analysis and reference. 

 

Building upon this foundation, the dataset is further 

enriched to provide a more holistic view of the 

construction site's safety conditions. To achieve this, 

two additional columns are introduced, denoted as 

"previous hazard" and "hazard severity." These 

columns are pivotal as they serve as human inputs, 

encapsulating the historical safety conditions of the 

construction site. The "previous hazard" column is 

designed to indicate whether any hazards occurred 

during a specific data log entry. This binary value, 

represented as 0 or 1, enables the system to document 

the presence or absence of previous hazards, 

encompassing scenarios such as worker illnesses, fire 

incidents, or smoke-related issues. 

 

In parallel, the "hazard severity" column is introduced 

to gauge the magnitude of the hazard. This column 

employs positive integer values to quantify the 

severity of the hazard, offering a quantifiable measure 

of the potential risks and safety challenges faced on 

the construction site. 

 

The inclusion of these two additional columns not only 

enhances the dataset's completeness but also elevates 

its utility in conducting comprehensive safety 

assessments and predictive analytics. By 

encapsulating historical safety data within the dataset, 

the system is well-equipped to provide valuable 

insights into the evolution of safety conditions at the 

construction site, facilitating more informed decision-

making and a proactive approach to safety 

management. 

 

B.Dataset Cleaning And Pre-Processing 

Before delving deeper into the analysis phase, it is 

imperative that our dataset is meticulously groomed to 

eliminate any anomalies or unexpected irregularities. 

To accomplish this, the initial step involves cleaning 

and pre-processing the dataset, ensuring that it is free 

from any vacant cells, irregular or corrupted values, 

and other potential discrepancies. Additionally, we 

will streamline the dataset by omitting any columns 

that are deemed unnecessary for the current analytical 

phase, such as timestamp information. 
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In the pursuit of dataset cleaning and pre-processing, 

we will leverage the capabilities of well-established 

libraries like Numpy and Pandas. These libraries offer 

a plethora of functions and tools to streamline these 

tasks, making the process more efficient and less prone 

to human error. 

 

Expanding further, the cleaning and pre-processing 

phase is crucial to establishing a robust foundation for 

subsequent data analysis. By ensuring the dataset is 

pristine and devoid of inconsistencies, it not only 

enhances the accuracy of our analytical insights but 

also streamlines the data for optimal use in various 

machine learning algorithms and predictive models. 

 

In the subsequent sections, we will delve into the 

specific techniques and methodologies employed for 

data cleaning and pre-processing, shedding light on 

the strategies and tools utilized to achieve a refined 

and reliable dataset for our safety monitoring system. 

 

 
Figure 6: Correlation Matrix 

 

 

 

 

 

 

 

 

B.Hazard Severity Distribution 

 
Figure 7: Hazard Severity 

 

In the realm of data exploration and analysis, the 

visualization of hazard severity distribution takes 

center stage. This visual representation meticulously 

showcases the distribution of hazard severity values in 

correlation with their corresponding frequency counts 

across the dataset. A discerning observation reveals 

that hazard severity values falling below 1.5 

predominate the distribution, amassing the highest 

frequency count of approximately 17,500 instances. 

Following closely are the hazard severity values 

within the range of 5.0 to 6.5. 

 

This distribution pattern underscores a compelling 

insight: the dataset predominantly reflects scenarios 

where the hazard severity is relatively minor. These 

minor hazard scenarios encompass instances such as 

worker restlessness, fever, drowsiness, and other 

similar conditions that pose limited risk to safety 

within the industrial setting. 

 

This insight is invaluable in shaping safety 

management strategies, as it highlights that the 

majority of recorded hazards tend to be of a non-

critical nature. However, it is essential to remain 

vigilant and prepared, as even minor hazards can 

escalate if left unattended. Moreover, this analysis 

serves as a foundation for more in-depth assessments, 

as it provides a glimpse into the landscape of safety 

concerns within the construction site. In the 

forthcoming sections, we will delve deeper into the 

data, exploring additional facets and patterns that will 

enrich our understanding of safety conditions and 

facilitate data-driven decision-making within the 

industrial context. 
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C.Body Temperature by Hazard Severity Distribution 
As we delve further into the realm of data analysis, 

Figure 15 unveils a distinctive perspective through a 

box plot. This visualization encapsulates the 

distribution of body temperature values with respect to 

varying levels of hazard severity. It provides us with a 

profound understanding of how body temperature 

relates to the severity of potential hazards within the 

construction site. In this exploration, a notable pattern 

emerges: the hazard severity categorized as "minor" 

exhibits the widest spread of body temperature values. 

However, this variance is confined within a specific 

range that aligns with normal body temperature levels. 

This observation underscores that, in the majority of 

scenarios, the average body temperature of workers 

contributes minimally to any perceived hazards within 

the construction site. 

 
Figure 8: Body Temperature by Hazard Severity 

Distribution 

 

VII. RESULTS 

 

The implementation of IoT-based edge hardware 

solutions integrated with various sensors proves to be 

quite efficient and effective. Moreover, an RF-based 

network architecture also eliminated any severe 

dependencies on the internet. In addition, using 

security and redundancy measures like encryption and 

hybrid topologies aid in making the system more 

reliable and dependent, allowing it to be immune to 

any unwanted breaches or downtime. Figures 7.7 and 

7.8 show some serial communication of the packets 

between nodes, coordinator and gateway. After 

training our AI model, we saved the classifier and the 

regressor in the job lib format. Following that, we 

loaded the trained model into google colab and 

provided a set of dummy inputs as follows. 

 

 
Figure 9: Site Health Monitoring Node Serial Data 

 

 
Figure 7.8: Coordinator Serial Data 

 

In the form of sensor values, both models were then 

fed these values. We were able to get the output of the 

trained model regarding both the hazard possibility 

classification and the hazard severity prediction, as 

depicted in Figure 7.9, which shows the hazard 

likelihood to be a positive possibility along with its 

confidence score of 1 and the impact of the hazard is 

predicted to be 10.81521996.  

 

 
Figure 7.9: AI model output 

 

CONCLUSION 

 

The comprehensive approach to real-time site 

monitoring and risk assessment using IoT and AI 

offers numerous benefits to the construction industry. 

Firstly, it enhances safety by providing real-time alerts 

and notifications regarding potential hazards. This 
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minimizes the risk of accidents and injuries, 

safeguarding the well-being of workers and 

stakeholders. Moreover, the same can be further 

extended for integrating IoT and AI to improve 

operational efficiency by enabling effective resource 

management. Real time monitoring of equipment 

utilization, energy consumption, and waste generation 

allows for optimized resource allocation, reducing 

costs and enhancing productivity.The comprehensive 

approach can also facilitate effective project 

management by providing accurate data on progress 

and potential risks. This enables stakeholders to make 

informed decisions promptly, ensuring the timely 

completion of projects and minimizing delays 
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