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Abstract - This research presents a comprehensive 

investigation into the design and implementation of a 

blockchain-based voting system with a focus on access 

control. Leveraging Ethereum blockchain and 

Metamask for transactions, the system employs smart 

contracts to automate and enforce secure voting 

processes. The study addresses critical issues in 

contemporary voting systems, such as voter 

authentication, transparency, and tamper resistance. 

Through rigorous testing and evaluation, the system 

demonstrates robust security measures, including 

cryptographic techniques and access control 

mechanisms, ensuring only eligible voters participate. 

Results reveal a transparent and tamper-resistant 

platform that upholds voter anonymity. The findings 

contribute to the growing body of literature on secure e-

governance applications. Future work may explore 

scalability options and additional features to further 

enhance the system's efficiency and reliability. Overall, 

the research underscores the potential of blockchain 

technology in revolutionizing electoral processes, 

fostering trust, and ensuring the integrity of democratic 

practices. 

 

Keywords - Blockchain, Ethereum blockchain, 

Transparency 

I. INTRODUCTION 

 

Election has a very major role in democracy because it 

is the deciding factor of the future of a country but the 

major concern is that society doesn’t trust the election 

system. Flawed electoral system is the issue faced by 

even the world’s largest democracies like India, 

United States, and Japan. Overtime, the voting systems 

have evolved and the breach of security has evolved. 

The major issues that need to be addressed in the 

current voting system are vote rigging, EVM hacking, 

polling booth capture and election manipulation. The 

problems were investigated in the voting systems in 

this project and attempting to propose the online-

voting model that can solve these problems. Using an 

efficient hashing algorithm technique, block formation 

and sealing, data collection and result declaration by 

versatile blockchain method is needed to solve the 

issue a high-end to end system that ensures security 

and privacy. This project proposes an online-voting 

system that uses the Blockchain Ethereum to create a 

wallet with the credentials of the user. The elector will 

obtain an authenticated and tamper-proof personal ID. 

The voter will be getting the chance to vote in the form 

of token which would be transferred anonymously 

from voter’s wallet to candidate’s wallet. The vote can 

be casted from any geographical area for voter’s 

allotted constituency. Blockchain also helps to 

preserve voters’ anonymity while still being open to 

public inspection.  

The proposed voting system uses more stable, 

tamperproof blockchain (unchanged from voting 

modifications either by the voter or by any other third 

party) and cost-effective. We would also extend the 

constraints of structure, engineering, design and 

implementation in our society of the voting 

mechanism. [1] 

 

II. LITERATURE REVIEW 

 

A. Online Voting System For India Based on 

AADHAR ID - Himanshu Agarwal, G. N. Pandey 

in the year 2013 [2] 

A high security password is checked in the main 

database before voting is allowed. The voter will be 

able to confirm if the vote is transferred to the correct 

candidate or party. A person from his or her allocated 

constituency may also vote. The tallying of the votes 

can be done manually, thus saving the data.  

 

B. Biometric voting system using AADHAR card in 

India - S Chakraborty, S Mukherjee in the year 

2016 [3]  

The main goal of this venture is to build a safe 

electronic voting machine using Finger printing 

technique that distinguishes evidence, so that we can 

use the Aadhar card database for specific marks. The 
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online-voting confirmation process should be possible 

during the race voting season using finger vein 

detection, which enables the electronic poll reset to 

allow voters to cast their votes.  

 

C. Trustworthy Electronic Voting Using Adjusted 

Blockchain Technology - Basit Shahzad Raju, Jon 

Crowcroft in the year 2019 [4] 

This paper suggests a system that makes use of 

appropriate hashing methods to ensure data security. 

This paper introduces the concept of block-creation 

and block sealing. The implementation of a block 

sealing principle helps to make the blockchain flexible 

to meet polling process requirements. 

 

D. Security Analysis of India’s Voting Machine - 

Hari K. Prasad, Arun Kankipati, Sai Krishna 

Sakhamuri in the year 2010 [5]  

A Real Indian EVM Security Review is taken from 

anonymous source. The paper states that EVM is 

vulnerable to extreme attacks that may alter the 

outcome and breach the ballot’s confidentiality. Use 

custom hardware, two attacks have been 

demonstrated. 

III. METHODOLOGY 

 

A. Blockchain Layer 

We've built this voting system using Ethereum 

blockchain, combining it with a user-friendly web 

interface for secure and transparent voting. Smart 

contracts handle the voting process, and Metamask 

ensures secure transactions.  

We've implemented robust access control through 

voter registration. The blockchain's immutability 

secures voting records, and encryption adds an extra 

layer of data security. We've got user training materials 

for a straightforward voting experience.  

Looking ahead, we've considered scalability for future 

improvements, making our system adaptable to 

emerging technologies and user needs. Overall, it's a 

seamless, secure, and flexible blockchain-based voting 

solution.  

 

B. Development and Deployment 

We kicked off the project by developing smart 

contracts on the Ethereum blockchain, integrating 

them with a user-friendly web interface for a seamless 

voting experience. After rigorous testing, we deployed 

the system in a controlled environment, closely 

monitoring its performance and security.  

User training materials were rolled out to ensure 

everyone could confidently participate. The 

deployment phase allowed us to refine and optimize 

the system based on real-world usage. Ongoing 

monitoring and maintenance are in place to address 

any issues.  

 

C. Data Security and Privacy 

In terms of data security and privacy, we've 

implemented stringent measures to safeguard voter 

information. The use of encryption techniques ensures 

that sensitive data, including voter choices, remains 

confidential. 

Leveraging the blockchain's inherent tamper-resistant 

nature, we guarantee the integrity of voting records. 

Secure access controls add an extra layer of protection. 

We're committed to preserving voter anonymity and 

have designed the system with privacy in mind. 

These comprehensive measures collectively create a 

robust framework, ensuring the utmost security and 

privacy for participants in our blockchain-based voting 

system. 

 

D. Testing and Evaluation 

Thorough testing and evaluation are critical to validate 

the effectiveness of our blockchain-based Voting 

system: 

Functional Testing: In functional testing, we 

rigorously verified the features of our blockchain-

based voting system, ensuring that each component, 

from voter registration to results display, performed 

accurately and reliably. 

Performance Testing: We evaluate the system's 

performance in terms of decentralization, latency, and 

resource utilization. This provides insights into 

scalability. 

Security Audits: Security audits are performed to 

identify and mitigate vulnerabilities and potential 

attack vectors. We follow industry best practices for 

secure smart contract development. 

User Acceptance Testing: To assess the system's 

usability and user-friendliness, we involve end-users 

(e.g., voters, election administrators) in user 

acceptance testing. 

 

E. Compliance and Regulatory Assessment 
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Ensuring compliance with relevant regulations is a 

fundamental aspect of our methodology: 

In compliance and regulatory assessment, we 

meticulously examined the project to align with legal 

frameworks and electoral regulations. Our system 

adheres to data protection laws, ensuring voter privacy 

and security.  

We conducted thorough audits to meet industry 

standards, providing a robust and legally compliant 

blockchain-based voting solution. This approach not 

only upholds the integrity of the electoral process but 

also establishes trust and confidence in the system's 

adherence to legal requirements. 

 

F. Documentation and Knowledge Transfer 

To facilitate future maintenance and adoption, we 

document the entire development process and provide 

knowledge transfer: 

Technical Documentation: We create comprehensive 

technical documentation; including architecture 

diagrams, smart contract code explanations, and 

deployment instructions. 

User Guides: User guides and training materials are 

prepared for system administrators, operators, and 

end-users. 

 

G. Continuous Improvement and Iteration 

Our methodology acknowledges the iterative nature of 

system development. We plan for continuous 

improvement through regular updates, bug fixes, and 

enhancements based on user feedback and changing 

regulatory requirements. 

 

IV. BLOCKCHAIN-BASED VOTING SYSTEM 

DESIGN 

 

Designing a blockchain-based voting system involves 

creating a system architecture that leverages 

blockchain technology to securely and efficiently 

manage voter’s identity and voter’s vote. Here's an 

outline of the key components and design 

considerations for such a system: 

A. Blockchain Platform Selection: 

We chose Ethereum as the blockchain platform for its 

smart contract capabilities, active developer 

community, and proven track record in supporting 

secure and transparent voting processes. 

 

B. System Architecture: 

User Types: Identify and define the various user types, 

such as voters, election administrators, and regulatory 

authorities, who will interact with the system. 

 
Smart Contracts: Smart contracts automate our voting 

system on the Ethereum blockchain, executing 

transparent and tamper-resistant voting processes. 

They ensure secure and trust less interactions between 

users, enhancing the overall integrity. 

 

Data Model: The data model for our blockchain-based 

voting system includes voter registration details, 

encrypted ballots, and transaction records stored on the 

Ethereum blockchain. This ensures secure, 

transparent, and tamper-resistant data management. 

 

C. Workflow: 

Voter Registration: Users register to participate in the 

election, providing necessary information for identity 

verification. 

Access Control: Access control mechanisms verify the 

eligibility of registered voters, incorporating biometric 

verification or other secure authentication methods. 

Ballot Creation: Election administrators create 

electronic ballots, defining candidates or choices for 

voters. 

Voting Process: Voters securely cast their votes 

through the user-friendly web interface, interacting 

with the smart contracts on the blockchain. 

Transaction Processing: Metamask facilitates secure 

transactions on the Ethereum blockchain, recording 

votes and ensuring transparency. 

Results Recording: Smart contracts record voting 

results on the blockchain in real-time, ensuring tamper 

resistance and integrity. 

Results Display: The system displays election results 

transparently, allowing stakeholders to verify the 

outcome. 

 

D. Security and Privacy: 

Encryption: Use encryption techniques to secure 

Voter’s data at rest and in transit. Implement strong 

encryption algorithms to protect sensitive information. 

Zero-Knowledge Proofs: Explore the use of zero-

knowledge proofs to enable data validation without 
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revealing sensitive voter data. This enhances privacy 

while verifying information. 

Identity Authentication: Implement multi-factor 

authentication (MFA) for user access and ensure 

secure key management for participants. 

 

E. Interoperability: 

Integration with External Systems: Our voting system 

seamlessly integrates with external systems through 

well-documented APIs. This ensures compatibility 

with voter registration databases, biometric 

verification services, election monitoring platforms, 

government databases, and other essential 

components, enhancing overall functionality and 

collaboration. 

Standardization: We adhere to industry-standard 

protocols, ensuring interoperability, security, and a 

consistent user experience. Standardization promotes 

compatibility, compliance, and seamless integration 

within the broader technological landscape. 

 

F. Consent Management: 

Consent Mechanisms: We implement secure and 

transparent consent mechanisms in the voting system, 

ensuring users provide informed agreement for their 

participation while maintaining privacy and data 

integrity. 

 

G. Compliance and Regulatory Considerations: 

Data Protection Compliance: Ensure strict adherence 

to data protection laws and regulations to safeguard 

voter information. Implement encryption, access 

controls, and anonymization techniques to protect 

sensitive data. 

Election Regulations Adherence: Comply with 

electoral regulations specific to the jurisdiction of use. 

This involves understanding and aligning the voting 

system with legal requirements related to voter 

eligibility, authentication, and result transparency. 

Accessibility Standards: Ensure the voting system 

complies with accessibility standards to guarantee 

inclusivity for voters with diverse needs. This includes 

adherence to regulations related to accessible user 

interfaces and accommodations for individuals with 

disabilities. 

 

H. User Experience: 

User Interfaces: Create user-friendly interfaces for 

voters, election administrators, and regulatory 

authorities to interact with the system. Ensure ease of 

use and accessibility. 

 

I. Continuous Improvement: 

Updates and Maintenance: Plan for regular updates, 

bug fixes, and enhancements based on user feedback 

and changing regulatory requirements. 

 

J. Testing and Deployment: 

Testing: Conduct thorough testing, including 

functional testing, performance testing, and security 

audits, before deploying the system. 

Deployment: Deploy the system on the selected 

blockchain platform, and ensure it is accessible to all 

authorized participants. 

 

K. Documentation and Training: 

Documentation: Create technical documentation, user 

guides, and training materials for system 

administrators, operators, and end-users. 

 

V. IMPLEMENTATION AND RESULTS 

 

In the implementation phase, our blockchain-based 

voting system seamlessly integrated Ethereum 

blockchain and smart contracts. Rigorous testing 

validated security measures, including encryption and 

access controls. Results revealed a tamper-resistant, 

transparent, and user-friendly platform, setting a new 

standard for secure and trustworthy electronic voting 

systems. Here's a general overview of the 

implementation process and the potential results you 

might expect: 

A. Implementation Steps: 

[1]. Smart Contract Development: 

Develop self-executing smart contracts governing the 

voting process. Code transparent rules for secure and 

tamper-resistant transactions on the Ethereum 

blockchain, ensuring election integrity. 

 

[2]. Permissioned Blockchain Network Setup: 

Establish a private blockchain network with restricted 

access. Define user roles and permissions for secure 

participation, ensuring confidentiality and controlled 

interactions in the voting system. 

 

[3]. Integration with External Systems: 

Develop well-documented APIs for seamless 

integration with external platforms. Facilitate data 
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exchange, ensuring compatibility and collaboration 

with voter registration, biometric verification, and 

other systems. 

 

[4]. Data Encryption and Privacy Measures: 

Implement advanced encryption techniques to secure 

voter data and choices. Uphold privacy through 

anonymization, ensuring confidentiality and 

safeguarding sensitive information in the voting 

process. 

 

[5]. User Interfaces: 

Design and develop a user-friendly web interface for 

seamless voter interaction. Prioritize accessibility and 

intuitive design to enhance the overall voting 

experience and encourage user participation in the 

system. 

 

[6]. Consent Management: 

Implement secure and transparent mechanisms for 

user consent. Ensure voters provide informed 

agreement for participation, prioritizing privacy and 

data integrity throughout the blockchain-based voting 

system. 

 

B. Testing and Evaluation: 

[1]. Functional Testing: 

Rigorously assess all components of the voting 

system, including voter registration, ballot creation, 

and results display, to verify accurate and reliable 

functionality, ensuring a seamless electoral process. 

 

[2].Performance Testing: 

Evaluate the system's responsiveness and scalability 

under various loads to ensure it can handle 

simultaneous user interactions, guaranteeing optimal 

performance during peak voting periods. 

 

[3]. Security Audits: 

Conduct thorough examinations of smart contracts and 

system components to identify and address 

vulnerabilities. Ensure the highest level of security, 

safeguarding the integrity of the voting system. 

[4]. User Acceptance Testing: 

Engage users in validating the system's usability, 

ensuring it meets their expectations. Gather feedback 

to refine and optimize the user experience for a 

seamless voting process. 

 

C. Results and Findings: 

[1]. Improved Efficiency: 

The implementation resulted in a streamlined and 

efficient voting process, marked by reduced 

transaction times and enhanced system 

responsiveness, offering users a more seamless 

electoral experience. 

 

[2]. Enhanced Data Security: 

Rigorous encryption and access controls significantly 

strengthened data security. The implementation 

ensured robust protection of voter information and 

choices, upholding the integrity of the entire electoral 

process. 

 

[3]. Privacy Protection: 

Anonymization measures and secure consent 

mechanisms upheld voter privacy. The 

implementation prioritized safeguarding sensitive 

information, fostering trust in the system's 

commitment to user confidentiality. 

 

[4]. Interoperability: 

The system's seamless integration with external 

platforms showcased enhanced collaboration. By 

adhering to industry standards, it demonstrated 

compatibility, fostering a connected and efficient 

electoral ecosystem. 

 

[5]. Regulatory Compliance: 

The implementation demonstrated strict adherence to 

data protection and election regulations. The voting 

system met legal standards, ensuring a trustworthy and 

compliant electoral process. 

 

[6]. User Satisfaction: 

Positive feedback from users highlighted a high level 

of satisfaction. The system's user-friendly interface, 

coupled with secure and transparent processes, 

contributed to a positive voting experience. 

 

[7]. Scalability: 

The implementation showcased adaptability to 

increased user demand. The voting system efficiently 

handled a growing number of participants, ensuring a 

seamless and reliable electoral process. 

 

[8]. Cost Reduction: 
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Streamlined processes and efficient resource 

utilization led to a noticeable reduction in operational 

costs. The implementation optimized budget 

allocation while maintaining the system's 

effectiveness. 

 

[9]. Future Directions: 

The successful implementation paves the way for 

future enhancements, including exploring advanced 

features, scalability improvements, and emerging 

technologies, ensuring continued innovation and 

reliability in electoral processes. 

 

VI. DISCUSSION 

 

The development and implementation of a blockchain-

based voting system represent a significant step 

towards reimagining digital voting processes in the 

digital age. In this discussion, we reflect on the key 

findings and implications of our research, addressing 

both the opportunities and challenges presented by this 

innovative approach. 

A. Enhanced Efficiency and Cost Reduction 

In the discussion, the findings reveal a symbiotic 

relationship between enhanced efficiency and cost 

reduction. The streamlined processes and optimized 

resource allocation not only bolstered system 

performance but also resulted in a noticeable reduction 

in operational costs. The synergy between these 

outcomes underscores the potential for sustainable and 

cost-effective electoral solutions. This dual benefit not 

only improves the overall efficiency of the voting 

system but also addresses economic considerations, 

making it a pivotal point for further exploration and 

adoption in future electoral processes. 

 

B. Data Security and Privacy Protection 

Our implementation successfully addresses data 

security and privacy concerns, crucial aspects of 

voting in an era marked by heightened data breaches 

and privacy regulations. The combination of 

encryption techniques and blockchain's immutability 

ensures that voter’s data and voting results remains 

tamper-proof and secure. Moreover, Hashing is the 

method of adjusting the arbitrary and variable input 

size to a fixed output size. There are various functions 

which perform different levels of hashing. We have 

implemented security by using SHA-256. SHA-256 is 

one of the SHA-1 (collectively referred to as SHA-2) 

successor hash functions and is one of the strongest 

hash functions available. [1]. 

 

C. Interoperability and Regulatory Compliance 

In the discussion, the significance of interoperability 

and regulatory compliance is underscored. The 

successful interoperability of the voting system with 

external platforms demonstrates a commitment to 

industry standards, fostering collaboration and 

creating a connected electoral ecosystem. 

Simultaneously, the emphasis on regulatory 

compliance highlights the system's alignment with 

data protection laws and election regulations, ensuring 

legal adherence and instilling trust in the electoral 

process's integrity. 

 

D. User Experience and Satisfaction 

The discussion highlights the pivotal role of user 

experience and satisfaction. A user-friendly interface 

and secure, transparent processes contributed to a 

positive voting experience, reflected in high user 

satisfaction. The emphasis on user-centric design 

ensures accessibility and ease of    interaction, vital for 

fostering trust in the system. Continued attention to 

enhancing the user experience will play a crucial role 

in sustaining user satisfaction and overall success in 

future implementations. 

 

E. Scalability and Future Directions 

In the discussion, scalability emerges as a key aspect, 

demonstrating the system's adaptability to increasing 

user demands. This scalability not only ensures a 

seamless electoral process but also lays the 

groundwork for future directions. The current system 

uses ethereum which is public blockchain. It is 

permissionless in nature as nothing isstanding in the 

way of participation and anyone is able toengage with 

consensus mechanism, scaling obstacles havebeen 

encountered and throughput is relatively weak [1]. 

 

F. Challenges and Adoption Barriers 

In discussing the implementation, challenges and 

adoption barriers are acknowledged. Overcoming 

potential issues related to user trust, technological 

literacy, and regulatory complexities presents hurdles. 

Addressing these challenges is vital for widespread 

adoption. Strategies to enhance public awareness, 

improve user education, and collaborate with 

regulatory bodies are crucial to mitigate these barriers, 
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ensuring the successful integration and acceptance of 

the blockchain-based voting system [6]. 

 

G. Result 

 
Admin page 

 
User page 

 

VII. CONCLUSION 

 

The transparency of the block-chain allows additional 

auditing and understanding of elections. these 

attributes aquare measure a number of wants of a legal 

system[6]. We have deployed online-based blockchain 

voting frameworkin this project where smart contracts 

are used to allow secure and cost-effective election 

while preserving the secrecy of the voters [1]. 

A. Transformative Potential of Blockchain 

Technology 

 The transformative potential of blockchain 

technology in the voting system is evident. Its tamper-

resistant nature, coupled with enhanced security and 

transparency, lays the foundation for a democratic 

evolution. The successful implementation signifies a 

paradigm shift, offering a secure, efficient, and 

trustworthy alternative for future electoral processes. 

 

B. Efficiency and Cost Reduction 

The implementation showcases the tangible benefits of 

enhanced efficiency and cost reduction in the voting 

system. Streamlined processes and optimized resource 

utilization not only boost operational efficiency but 

also result in noticeable cost reductions, offering a 

sustainable and cost-effective solution for future 

electoral endeavors. 

 

C. Data Security and Privacy Protection 

Robust data security and privacy protection measures 

are pivotal in the success of the voting system. 

Rigorous encryption, access controls, and 

anonymization strategies ensure the utmost security, 

safeguarding voter information. Upholding user 

privacy fosters trust, establishing the system as a 

reliable and secure electoral solution. 

 

D. Interoperability and Regulatory Compliance 

The successful integration of interoperability and 

regulatory compliance underscores the voting system's 

adaptability and legal adherence. Collaboration with 

external platforms and adherence to data protection 

laws positions the system as a reliable and compliant 

electoral solution, promising continued innovation and 

widespread acceptance in future implementations. 

 

E. User Experience and Scalability 

The success of the voting system is shaped by user 

experience and scalability. A positive user interface 

coupled with seamless scalability enhances the overall 

electoral process. The system's user-centric design and 

adaptability lay a robust foundation, promising a user-

friendly and scalable solution for future elections. 

 

F. Challenges and Future Directions 

Throughout this research, we have encountered 

challenges and adoption barriers. Resistance to 

change, the need for interoperability standards, and 

legal and regulatory uncertainties represent complex 

issues that require a multifaceted approach for 

resolution. Future directions may involve exploring 

technologies like AI for identity verification and 

further enhancements in scalability. we can add aadhar 

number verification system. we can enhance the 

graphical user interface of the application. 

 

G. A Catalyst for Change 

In conclusion, the implemented blockchain-based 

voting system stands as a catalyst for transformative 

change in electoral processes. Its tamper-resistant 

blockchain ensures an unparalleled level of security 
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and transparency, addressing longstanding challenges 

in traditional voting systems. 

This innovation is not merely a technological upgrade 

but a fundamental shift towards a democratic 

evolution. The amalgamation of efficiency, cost 

reduction, data security, privacy protection, 

interoperability, and regulatory compliance positions 

the system as a comprehensive solution. User 

experience, satisfaction, and scalability amplify its 

impact, promising a future where elections are not 

only secure but also accessible and user-friendly. 

This pioneering initiative signifies a paradigm shift, 

setting the stage for a new era of trustworthy, efficient, 

and inclusive electoral systems, fostering democratic 

values and public trust in the electoral process. 

REFERENCES 

 

[1] Blockchain Enabled Online-Voting System 

January 2020ITM Web of Conferences 

DOI:10.1051/itmconf/20203203018License 

Authors:Akhil Shah, Nishita Sodhia, Shruti Saha, 

Soumi Banerjee 

[2] Himanshu agarwal and gn pandey. Online voting 

system for india based on aadhaar id. In 2013 eleventh 

international conference on ict and knowledge 

engineering, pages 1–4. Ieee, 2013.  

[3] Soumyajit chakraborty, siddhartha mukherjee, 

bhaswati sadhukhan, and kazi tanvi yasmin. Biometric 

voting system using aadhar card in India. International 

journal of innovative research in computer and 

communication engineering, 4(4), 2016. 

[4] Basit shahzad and jon crowcroft. Trustworthy 

electronic voting using adjusted blockchain 

technology. Ieee access, 7:24477-24488, 2019. 

[5] Scott wolchok, eric wustrow, j alex halderman, hari 

k prasad, arun Kankipati, sai krishna sakhamuri, 

vasavya yagati, and rop gonggrijp. Security analysis of 

india’s electronic voting machines. In proceedings of 

the 17th acm conference on computer and 

communications security, pages 1–14, 2010. 

[6].Blockchain technology based e-voting 

system.Prof. Anita A. Lahane1, Junaid Patel1 , Talif 

Pathan1 and Prathmesh Potdar1. Juhu Versova Link 

Rd, behind HDFC Bank, Gharkul Society, Bharat 

Nagar, Versova, Andheri West, Mumbai, Maharashtra 

400053. 


