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Abstract—In order to address the problems of
disinformation and possible security system risks brought
on by deepfake technology, the study attempts to construct
a detection model utilizing Mesonet to distinguish actual
photos from deepfakes. A neural network model is being
trained on a collection of genuine and deepfake pictures
using Mesonet. By recognising deepfake photos, our model
will help detect and stop security risks and false
information.By improving the capacity to identify and stop
the propagation of deepfake photos, our effort will lessen
the potential harm brought about by false information and
protect the security of face recognition systems.

Index Terms-Face , Face Recognition ,Dataset, RNN
,Detection,MesoNet

I INTRODUCTION

Biometric systems are widely used in many areas of
our everyday life, including security, access control,
and phone unlocking. Of all the biometric modalities,
face recognition is becoming increasingly popular. But
as face recognition systems proliferate, they also
encounter difficulties from possible attackers who try
to get around the security safeguards by using
presentation assaults (PAs) or face spoofs. These PAs
use a variety of techniques, such as putting a face
picture on paper, utilizing a mask (mask attack), or
playing back a recorded face video on a digital device
(replay attack).

Face anti-spoofing solutions have been developed to
resist these presenting assaults. These methods are
intended to identify presentation assaults prior to the
verification of a face picture as belonging to an actual
person. Face anti-spoofing is therefore essential to
maintaining the resilience of face recognition systems
against presentation assaults and enabling them to be
regarded as safe and secure for the purposes for which
they are designed. The integrity and dependability of
biometric systems that use facial recognition
technologies depend on the development of efficient
face anti-spoofing techniques.

Combining the terms "Deep Learning (DL)" and
"Fake" makes "Deepfake" is a type of amazingly
lifelike content produced using deep learning
techniques, such as pictures or videos.It was first used
in response to an event that happened in late 2017 on
Reddit, when an anonymous user used deep learning
techniques to create extremely realistic-looking fake

movies by swapping out the face of one person in
explicit videos with the face of another.

Two neural networks are usually used in the process
of creating these fake videos: (i) a generative network
and (ii) a discriminative network, frequently in
combination with the FaceSwap method. Using both
an encoder and a decoder, the generative network is in
charge of creating false pictures. However, the freshly
produced pictures are authenticated by the
discriminative network. The term "generative
adversarial networks™ (GANS), which was first coined
by lan Goodfellow, refers to this mix of generative and
discriminative networks.[3]

With its ability to produce convincing visual
information, deepfake technology—powered by
GANs and deep learning—offers both intriguing
possibilities and unsettling difficulties in the areas of
identity identification and media manipulation.

The propagation of false video is becoming a growing
problem in light of the widespread recognition of the
dangers of fake news and the daily consumption of
over 100 million hours of video material on social
media. Even with the notable advancements in picture
counterfeit detection, digital video fabrication
detection is still a challenging problem. It is true that
most techniques developed for photos cannot be used
directly to movies, mostly because video compression
severely degrades the frames.

With the use of advanced technology, deepfake
technology may swap a person's face in an image or a
video with another person’'s. It was first created in the
autumn of 2017 and was originally a script meant to
be used mostly for face-swapping content, especially
explicit stuff. Later, with the help of a committed
community, this approach was significantly improved,
leading to the creation of the more user-friendly
application known as "FakeApp." A new age of digital
content manipulation has been brought about by this
breakthrough in deepfake technology, offering both
exciting opportunities and urgent difficulties in the
fields of identity manipulation and media change.14]

The simultaneous training of two autoencoders is the
basis of the concept. Their design can change based on
the resources that are available, the expected quality,
the intended training duration, and the output size. An
encoder network and a decoder network are typically
linked together via an auto-encoder. Encoding the

IJIRT 163560 INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 2390



© April 2024 | JIRT | Volume 10 Issue 11 | ISSN: 2349-6002

information from the input stage into fewer variables
is the encoder's method of performing a dimension
reduction. The decoder's next objective is to produce
an approximate version of the initial input using those
variables. Comparing the input with the derived
approximation and penalizing the difference
completes the optimisation process.

Il. LITERATURE REVIEW

We examine previous efforts on face anti-spoofing in
three categories: remote photoplethysmography
approaches, texture-based methods, and temporal-
based methods.

Several papers contribute to the field of deepfake
detection by employing various techniques and
methodologies. by Z. Xu, Y. Li, S. Shan, and X. Chen
(2015) focuses on deep learning for face anti-spoofing,
addressing the challenge of detecting fake faces using
Recurrent Neural Networks (RNNs) with binary or
auxiliary supervision.[19]

Several papers in the list focus on deepfake detection
using deep learning models. introduces a deep model
for face anti-spoofing using recurrent neural networks
(RNNSs) with binary or auxiliary supervision. "On the
Detection of Digital Face Manipulation” (Li et al.,
2018) combines CNNs and RNNSs to detect digital face
manipulation, contributing to the identification of
deepfake videos. (Li et al., 2020) introduces a large-
scale dataset for deepfake video detection and presents
an RNN-based approach to identify deepfakes. Zhuoyi
Zhang presents a two-stream recurrent convolutional
network (RCN) [13]for video-based face spoofing
detection, with a focus on capturing subtle changes in
facial expressions. "A Multi-Stream CNN-RNN
Architecture for Deepfake Detection in Videos"
(Kumawat et al., 2021) proposes a multi-stream CNN-
RNN architecture for deepfake detection, enhancing
accuracy by combining spatial and temporal
information. akash Varma Nadimpalli & Ajita Rattani
addresses fairness in deepfake detection, highlighting
the need for gender-balanced datasets and evaluating
the performance of existing detectors.[25]

Author focuses on steganalysis in videos and the
detection of deepfake videos by identifying subtle
temporal artifacts. Jihyeon Kang proposes a method
that uses three key traces: residual noise, facial

landmarks, and blur effects for efficient and stable
detection of diverse deepfake types.

"An Improved Dense CNN Architecture for Deepfake
Image Detection” (Patel et al., 2023) introduces an
improved deep convolutional neural network (CNN)
architecture for deepfake detection, achieving high
accuracy across various GANs and real images.
Author Van-Nhan Tran presents the Meta Deepfake
Detection (MDD) model, which employs meta-
learning for versatile and effective deepfake detection
in various domains.[17]

FACE DETECTION WITH CNN

Rather than extracting any signals that may distinguish
two classes but are not generalizable, the major goal
of the suggested strategy is to direct the deep neural
network to concentrate on the known spoof patterns
across geographical and temporal dimensions. The
suggested network logically blends the CNN and RNN
designs, as seen in. The CNN component makes use of
the supervision of the depth map to identify minor
texture properties that result in different depths for real
and fake faces. To construct aligned feature maps, it
then feeds the feature maps and the predicted depth
into a new non-rigid registration layer.[15]

(GANS) are one approach used to create deepfake
films, which make it hard to distinguish between
actual and modified footage.Detecting deepfakes
involves analyzing inconsistencies in facial features,
audio, and other cues that can indicate manipulation.

RNNs can capture context and temporal linkages,
RNNs are a family of neural networks that are ideally
suited for sequence data. They work well for
applications like time series analysis and natural
language processing because they employ loops that
preserve hidden states that hold information about
earlier inputs in the sequence.

e Training

Training RNNs for deepfake detection involves using
labeled data with both real and fake videos. The
network learns to distinguish the differences in
temporal patterns between real and manipulated
content. Techniques like regularization and transfer
learning can enhance performance.
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METHODOLOGY

This section addresses the project's methodology,
dataset, and model-building process.

DATA COLLECTION

FaceForensics++ is a forensics dataset made up of
thousand unique video clips that have been altered
using the Deepfakes, Face2Face, FaceSwap, and
NeuralTextures  automated face  modification
techniques. The data comes from 977 films on
YouTube, all of which have trackable, largely frontal
faces without occlusions[15]. This allows automated
tampering techniques to produce realistic-looking
forgeries. The data may be utilized for segmentation
and video and image classification as we offer binary
masks. Furthermore, we used thousand Deepfakes
models to produce and enhance fresh data.

MesoNet

MesoNet is a robust system designed for automated
facial tampering detection in videos. Its methodology
revolves around the meticulous recognition of
manipulated facial components within the video
content. Leveraging cutting-edge deep learning
techniques, MesoNet processes extensive datasets to
discern minute alterations in facial features. It employs
convolutional neural networks (CNNs) and other
neural network architectures to extract intricate facial
patterns, textures, and movements. The model is
trained to differentiate between genuine and
manipulated facial elements, honing its ability to
detect even subtle changes.

MesoNet's efficacy lies in its autonomous and precise
video analysis. It efficiently identifies signs of
manipulation, emphasizing its prowess in exposing
facial content alterations with a high degree of
accuracy. By focusing on these advanced techniques,
MesoNet plays a pivotal role in combating emerging
challenges associated with facial video forgery,
particularly in the context of deepfake and Face2Face
manipulations.This advanced approach to automatic
detection aligns with the growing need to ensure the
integrity of video content in an era where the
manipulation of visual media has become increasingly
sophisticated

Proposed method

Our proposal is to apply our technology at a
mesoscopic level of examination to detect faked face
videos. In fact, in a compressed video situation where
the picture noise is severely degraded, microscopic
analysis based on image noise cannot be considered .
Similar to this, the human eye finds it difficult to detect
fake images at a higher conceptual level [21],
particularly when the image includes a human face [1,
7]. For this reason, we suggest using a deep neural
network with a limited number of layers as an
intermediate strategy. Among all our testing, the two
following architectures with a low level of description
and a remarkably small number of parameters have
obtained the best -classification results. Their
foundation is in highly effective networks for
classifying images [14, 23], which switch between
convolutional and pooling layers to extract features
and an extensive network to classify images. You may
get their source code online.
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Classification Setup

Xand Y are the input and output sets, respectively, and
f is the projected function of the selected classifier.
The random variable pair (X, Y) accepts values in X x
Y. Set the real class to forged. in X to the action set
values
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Using the Keras 2.1.5 package, networks have been
built using Python 3.5 [5]. By using ADAM [13] with
default parameters, weight optimization of the
network is accomplished through repeated batches of
75 pictures, each measuring 256 x 256 x 3. Every 1000
iterations, the original rate of learning of 10-3 is
divided by 10 to get 10—6. A number of minor random
modifications, such as rotation, horizontal changes,
brightness, and hue adjustments, were applied to the
input batches in order to increase generalisation and
robustness.

Impact

The impact of our model, designed for deepfake

detection using MesoNet, is multifaceted and holds

significance in several domains:

1. Mitigating Disinformation: In an age of
widespread misinformation and manipulated
media content, our model plays a pivotal role in
countering the dissemination of deepfakes. By
accurately identifying and flagging these deceptive
videos, it aids in safeguarding the authenticity of
information and content available to the public.

2. Protecting Security Systems: Our model
contributes to enhancing the security of face
recognition systems and access control
mechanisms. By preventing malicious actors from
exploiting deepfakes to bypass security measures,
it bolsters the integrity of these systems, making
them more robust against presentation attacks.

3. Preserving Trust: As deepfake technology
becomes increasingly sophisticated, trust in digital
media is at risk. Our model helps in preserving
trust in visual content by ensuring that consumers
can differentiate between genuine and manipulated
videos, ultimately fostering a more trustworthy
digital landscape.

4. Privacy and Consent: Deepfake technology poses
serious threats to personal privacy and consent.
Our model assists in identifying instances where
individuals' faces have been manipulated in videos
without their consent, thereby safeguarding their
rights and privacy.

5. Research and Development: Our model
contributes to ongoing research and development
in the field of deepfake detection. It offers a robust

framework for further advancements, allowing
researchers to build upon our work and develop
even more effective tools for identifying
deepfakes.

6. Public Awareness: By actively detecting and
flagging deepfake content, our model raises public
awareness about the existence and potential harm
of deepfakes. This education is vital for individuals
to critically assess the credibility of visual content
they encounter.

In summary, our model's impact is far-reaching,
encompassing the realms of disinformation
prevention, security enhancement, trust preservation,
privacy protection, research advancement, and public
awareness, all of which are crucial in the face of the
growing challenge posed by deepfake technology.

RESULT

MesoNets are incredibly effective at analysing photos
and videos, making them essential tools in the
continuing fight against the spread of deepfake
material. In order to train and assess the model, a
varied dataset that includes both real and deepfake
photos and videos is usually gathered before beginning
the deepfake detection process with MesoNets. In
order to ensure consistent formatting and consistency
throughout the gathered datasets, data preparation is
an essential step. The core of the MesoNet architecture
is its deep learning architecture, which consists of fully
connected layers for classification, pooling layers for
downsampling, and convolutional layers for feature
extraction. To distinguish genuine information from
fake, MesoNets optimize their internal parameters
through iterative training by reducing a particular loss
function  (binary  cross-entropy  for  binary
classification, for example).As the area of deepfake
detection continues to expand with ever-more-
advanced generation techniques, ongoing study and
development is crucial. To enable reliable and
efficient deepfake identification, this dynamic
environment requires ongoing improvements to
MesoNet topologies, training techniques, and other
detection approaches. In summary, MesoNets are
effective partners in the battle against deepfakes
because they continuously adjust to the changing
danger posed by altered media material.
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Model confidence: Model confidence:
0.8959 0.9988

A tremendous accomplishment can be seen in Figure
2, where the model has made an astounding 200
predictions. What's most amazing about this is that
each forecast has an accuracy label. This remarkable
accomplishment demonstrates the model's durability
and robustness even while managing a significant
number of predictions. The model performs
consistently, as evidenced by the fact that its accuracy
stays high throughout this large range of predictions.
This feature accentuates the model's dependability and
confirms its effectiveness as a potent instrument in the
field of deepfake detection. The model's large-scale,
reliable performance makes it an invaluable tool in the
fight against deepfake content and preservation of
digital integrity.

CONCLUSION

The risks associated with altering someone's visage on
camera are now well known. In order to efficiently and
cheaply detect such forgeries, we provide two
potential network designs. Furthermore, we make
available a dataset dedicated to the Deepfake
technique, a much discussed but, as far as we know,
little-documented subject. Our tests demonstrate that,
under actual internet diffusion settings, our technique
has an average detection rate of 98% for Deepfake
movies and 92% for Face2Face videos. Deep
learning's ability to produce a response to a problem
without requiring previous theoretical research is one
of its core features. We took a great deal of effort to
visualise the layers and filters of our networks since,
in order to assess this solution's strengths and
weaknesses, it is essential to be able to comprehend
where it came from. Notably, we now know that the
lips and eyes are crucial for identifying faces that have
been altered using Deepfake. We think that other
instruments will be developed in the future to further
our comprehension of deep
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