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Abstract— This paper introduces an innovative method for 

constructing a True Random Number Generator (TRNG) 

tailored specifically for Field Programmable Gate Array 

(FPGA)-based digital systems. TRNGs are pivotal in 

ensuring the security of various applications, particularly 

within digital environments. The proposed technique 

harnesses the dynamic capabilities of Digital Clock 

Manager (DCM) hardware primitives to regulate the phase 

shift between clock signals. By exploiting the phenomenon 

of metastability in flip-flops (FFs), the system effectively 

generates random numbers of high quality. This auto-

tuning mechanism not only simplifies the design process of 

TRNGs but also fortifies the security of FPGA-based 

systems by furnishing a reliable source of randomness for 

cryptographic task. 

 

Index Terms- True Random Number Generator (TRNG), 

Metastability, Digital Clock Manager (DCM). 

 

I. INTRODUCTION 

 

In the dynamic landscape of cybersecurity, ensuring 

the integrity and confidentiality of sensitive 

information stands as a paramount concern. True 

Random Number Generators (TRNGs) occupy a 

pivotal role in cryptographic applications, serving as 

the cornerstone for generating secure cryptographic 

keys and authentication protocols. With the escalating 

reliance on digital systems for data transmission and 

storage, the demand for robust TRNGs has surged in 

recent years. 

 

Hardware-based TRNGs have garnered significant 

attention due to their ability to harness physical 

phenomena such as thermal noise and quantum effects 

to generate truly random numbers. Unlike pseudo-

random number generators (PRNGs) that rely on 

deterministic algorithms, TRNGs offer an inherent 

unpredictability that is indispensable for cryptographic 

applications. This paper aims to delve into the 

intricacies of TRNG architectures, exploring their 

diverse implementations across analog and digital 

platform. 

  

This research paper aims to delve into the intricacies 

of TRNG architectures, exploring their diverse 

implementations across analog and digital platforms. 

From analog circuits exploiting phenomena like 

metastability and jitter to digital designs utilizing Field 

Programmable Gate Arrays (FPGAs), TRNGs exhibit 

a wide range of approaches to randomness generation. 

However, achieving the desired level of randomness 

poses significant challenges, often requiring 

sophisticated post-processing techniques and feedback 

control mechanisms. 

 

From analog circuits exploiting phenomena like 

metastability and jitter to digital designs utilizing Field 

Programmable Gate Arrays (FPGAs), TRNGs exhibit 

a wide range of approaches to randomness generation. 

However, achieving the desired level of randomness 

poses significant challenges, often requiring 

sophisticated post-processing techniques and feedback 

control mechanisms. By unraveling the complexities 

of TRNG design and operation, this paper seeks to 

contribute to the advancement of secure data 

transmission and storage in modern cryptographic 

systems. Through a comprehensive analysis of TRNG 

architectures and their practical implications, this 

research endeavors to provide valuable insights into 

the critical aspects of random number generation, 

thereby enhancing the security posture of digital 

systems in an increasingly interconnected world. 
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II. LITERATURE SURVEY 

 

Physically Unclonable Functions (PUFs) leverage 

manufacturing process variations to create binary keys 

(Weak PUFs) or binary functions (Strong PUFs), 

offering potential advantages in area and power over 

traditional cryptography. However, many Strong PUF 

implementations are vulnerable to machine-learning 

attacks, compromising security. In this paper, we 

propose using Weightless Neural Networks (WNN) to 

transform Weak PUFs into robust Strong PUFs, 

demonstrating resistance to machine-learning attacks 

while maintaining uniqueness and reliability. 

 

Our approach repurposes neural network hardware, 

traditionally used for pattern recognition, to enhance 

security. By employing WNN-based Strong PUFs, we 

mitigate vulnerabilities to model-building attacks, 

addressing the limitations of current Strong PUF 

designs. Our novel architecture offers increased 

resistance to machine learning while maintaining high 

uniqueness and reliability. 

 

In 2009, Lin et al. proposed employing DCT 

coefficient analysis to rapidly, automatically, and 

accurately identify manipulated JPEG images. A 

Bayesian approach combined with the DCT 

coefficient has been devised by the authors to identify 

spoofed blocks. It is possible to get rid of the faked 

area by using feature extraction. 

 

Additionally, we introduce a security key generation 

method for SRAM PUFs based on Fourier analysis, 

offering an alternative to conventional fuzzy 

extractors. By analyzing the Fourier spectrums of 

SRAM devices, we identify random and noise-

resistant sign-bits at specific frequency points for key 

generation. This method eliminates the need for error-

correcting codes, making it suitable for resource-

constrained systems. 

 

Experimental validation confirms the efficacy of our 

proposed methods, demonstrating the randomness and 

noise resistance of sign-bits in Fourier spectrums. 

Overall, our contributions advance the field of PUFs 

and offer promising solutions for enhancing security 

in resource constrained systems. 

 

 

III. METHODOLOGY 

 

PUFs, exploiting manufacturing variations, offer 

distinct advantages over conventional cryptography in 

generating binary keys or functions. However, the 

vulnerability of many Strong PUFs to machine-

learning attacks poses significant security risks. In 

response, our research proposes a novel approach 

utilizing Weightless Neural Networks to enhance 

Weak PUFs into robust Strong PUFs, ensuring 

resilience against such vulnerabilities while 

maintaining reliability and uniqueness. 

 

 
Fig 1. Conventional LFSR 

 

Our methodology involves repurposing neural 

network hardware, traditionally used for pattern 

recognition, to fortify security measures against 

model-building attacks. Furthermore, we introduce an 

innovative security key generation method for SRAM 

PUFs based on Fourier analysis. 

  

This alternative to conventional fuzzy extractors 

eliminates the need for error-correcting codes, 

rendering it suitable for deployment in resource-

constrained system. 

 

 
Fig. 2. Switching activity of conventional LFSR 

 

Through rigorous experimentation and validation, we 

confirm the efficacy of our proposed methodologies, 

demonstrating the randomness and noise resistance of 

the generated keys. These contributions not only 

advance the field of PUF technology but also offer 

promising solutions for strengthening security in 

constrained system environments, thus paving the way 

for more secure and reliable authentication 

mechanisms in the digital era. 
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IV. PROPOSED METHODOLOGY 

 

Thus, it does not matter which of them became 

metastable. The output of the XOR is then sampled by 

an FF (FFXOR) clocked by the system clock (i.e. 

ck_in). If the phase difference between clk_in and 

clk_out is high enough to avoid metastability (due to 

either the initial DCM state or an unpredictable 

difference of the signals routing), tshe four FFs of the 

randomness generator sample the same stable value 

and the output T of FFXOR is 0. The signal T is the 

input of a Finite State Machine (FSM) that controls the 

configuration signals of the DCM in a feedback 

fashion. 

 

 
Fig. 3 a) The proposed DCM-based metastability 

generator; b) timing example; c) the joint proposed 

use of the CARRY4 and DCM 

  

The clock manager hardware primitive is repurposed 

for a high-speed TRNG, utilizing dynamic phase 

shifting (DPS) to induce metastability in FFs. 

Automatic phase tuning triggers random sequence 

generation. To augment randomness, the carry-chain 

primitive is unconventionally used with configurable 

feedback. A DSP slice facilitates on-chip post-

processing without compromising bit production rate 

A preliminary analysis, on different placement sites, 

demonstrated that after the autocalibration which takes 

160 clock cycles on average, at least one of the fours 

FFs actually enters the metastable region. Indeed, over 

a 10Mb sequence outputted by the XOR gate, the 

percentage of 0’s and 1’s is close to 50%. In the 

proposed scheme, the signal T represents the raw 

random bit that is generated with a throughput equal to 

the system clock frequency. With the goal of 

increasing the randomness of the signal T, a further 

technique is here adopted in conjunction with the use 

of the DCM. 

 

 
Fig 4: The proposed DSP-based post-processing 

circuit 

 

As visible in Fig. 4, the signals O[3:0] are in a 

feedback loop to drive the selectors S[3:0] of the 

multiplexers of the carry chain. When the signal En is 

1, the auto-calibration phase is still running and S[3:0] 

is set to “1111”, as explained above. Once 

metastability has been ingenerated, En is set to 0 and 

S[3:0] is set to O[3:0]. Such a selection is performed 

by four multiplexers, controlled by En, whose logic 

can be implemented by the four Look-up Tables 

(LUTs) within the same slice of the CARRY4. The 

purpose of the proposed scheme is to force the XOR 

gates of the CARRY4 in a race condition. 

  

 
Fig. 5. The proposed TRNG core 

 

V. RESULTS 

 

The simulation results of the True Random Number 

Generator (TRNG) employing metastability with 

clock managers demonstrate its efficacy in generating 

random sequences. By harnessing dynamic phase 

shifting (DPS) capabilities, the TRNG induces 

metastability in flipflops, ensuring unpredictability. 

These simulations validate the automatic phase tuning 

mechanism, confirming the initiation of random 

sequence generation upon metastable conditions. 

Additionally, the utilization of clock managers for 

metastability offers promising outcomes in terms of 

randomness and reliability, paving the way for robust 

TRNG designs in hardware security applications. 
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Simulation Results: 

 

 
Fig6. Sample test conducted on NI image 

 

Area: 

 

 
 

DELAY: 

 

 
 

RTL Schematic: 

 

 
 

 

 

 

 

Technology Schematic: 

 
 

CONCLUSION 

 

A new design of a DCM-based TRNG for an easy 

implementation on FPGA devices has been presented. 

It exploits the dynamic capability of the DCMs 

hardware primitives to fine tune the phase difference 

between two clock signals. The metastability 

ingenerated by the latter signals is used as a 

randomness source. The required phase difference is 

automatically set by a simple FSM. A smart use of the 

CARRY4 hardware primitive further increases the 

randomness of the generated bits. Finally, a low-

latency on-chip postprocessing scheme is also 

presented. 
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