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Abstract: This paper addresses the challenges posed by 

deepfake technology and reviews four detection methods: deep 

learning, classical machine learning, statistical analysis, 

and blockchain solutions. Deep learning techniques, 

particularly those using convolutional and recurrent 

neural networks, show greater accuracy than traditional 

methods. Classical machine learning often struggles with 

complex manipulations, while statistical approaches 

depend on data quality. Blockchain offers innovative 

verification for video authenticity. We introduce the DFN 

(Deep Fake Network), combining MobileNet components 

and XGBoost for classification, demonstrating improved 

accuracy over existing models. Ultimately, we advocate for 

a hybrid strategy to enhance deepfake detection 

effectiveness. 
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INTRODUCTION 

The rapid advancement of artificial intelligence has 

given rise to deepfake technology, which uses 

sophisticated algorithms to create hyper-realistic 

audio and video manipulations. This innovation has 

significant implications for digital media, particularly 

in areas such as journalism, social media, and security. 

While deepfakes can be used for creative purposes, 

they also pose serious threats to the integrity of 

information, making it increasingly difficult to 

distinguish between authentic and fabricated content. 

This dilemma underscores the urgent need for 

effective detection methods to combat misinformation 

and protect the credibility of digital platforms. 

 

Deepfake technology primarily leverages deep 

learning techniques, particularly generative 

adversarial networks (GANs), which can produce 

realistic alterations by learning from vast datasets of 

real video and audio. The capacity to create 

convincingly altered media has raised ethical 

concerns, particularly regarding misinformation, 

harassment, and fraud. For instance, deepfakes can be 

weaponized to create misleading videos of public 

figures, potentially swaying public opinion or 

damaging reputations. The growing prevalence of such 

content has prompted researchers, technologists, and 

policymakers to prioritize the development of robust 

detection mechanisms. 

 

Various methods have emerged to detect deepfakes, 

categorized into deep learning techniques, classical 

machine learning, statistical analysis, and blockchain-

based solutions. Deep learning techniques harness the 

power of neural networks to analyze video frames, 

identifying subtle anomalies that are often 

imperceptible to the human eye. These methods excel 

in recognizing patterns and inconsistencies that 

indicate manipulation, making them highly effective 

for deepfake detection. Recent advancements in 

convolutional and recurrent neural networks have 

significantly enhanced the accuracy of these detection 

methods, allowing for the analysis of both spatial and 

temporal features within videos. 

 

On the other hand, classical machine learning methods 

rely on predefined feature extraction techniques. 

These approaches often involve the use of facial 

landmarks, motion vectors, and other identifiable 

attributes to detect anomalies. While these methods 

can be effective in specific scenarios, they frequently 

fall short against sophisticated deepfake 

manipulations, underscoring the necessity for more 

advanced techniques. 

 

Statistical analysis represents another avenue for 

detecting deepfakes, employing data analysis to 

identify irregular patterns in video content. 

Techniques in this category focus on examining pixel 

distributions and motion trajectories to detect 

inconsistencies. However, the effectiveness of these 
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methods can be significantly influenced by the quality 

of the input video, highlighting the need for continuous 

improvement and adaptation in detection strategies. 

 

Blockchain technology offers a novel approach to 

ensuring the authenticity of digital content. By 

utilizing decentralized ledger systems to record 

metadata and content hashes, blockchain can provide 

a transparent and immutable verification process for 

videos. This method enhances trust in the authenticity 

of the content, potentially mitigating the impact of 

deepfakes. 

 

In this paper, we present a novel model architecture 

referred to as DFN (Deep Fake Network). This model 

is designed to address the pressing challenges 

associated with deepfake detection by incorporating a 

variety of established methodologies. Specifically, 

our approach integrates elements from four primary 

detection strategies: deep learning techniques, 

classical machine learning methods, statistical 

analysis, and blockchain solutions. By leveraging 

these diverse approaches, we aim to create a 

comprehensive system that enhances the reliability 

and effectiveness of deepfake detection. 

 

At the core of our DFN architecture is the integration 

of MobileNet components. MobileNet is known for its 

lightweight architecture, which allows for efficient 

processing without compromising accuracy. This is 

particularly advantageous in real-time applications, 

where quick decision-making is critical. By utilizing 

MobileNet, our model benefits from reduced 

computational demands while maintaining high 

performance, making it suitable for deployment on 

resource-constrained devices. 

 

In addition to MobileNet, DFN employs a sequential 

arrangement of separable convolutions. This 

innovative technique optimizes the convolution 

process by splitting it into two stages: depthwise 

convolutions, which handle individual channels 

independently, and pointwise convolutions, which 

combine these outputs. This method not only 

minimizes the number of parameters but also 

accelerates the computational process, allowing the 

model to quickly and effectively identify subtle 

anomalies characteristic of deepfake videos. 

 

To further enhance the model's classification 

capabilities, we incorporate XGBoost as the classifier. 

XGBoost is widely recognized for its exceptional 

performance in various machine learning tasks, 

particularly in situations where complex patterns need 

to be recognized. Its ability to efficiently manage 

large datasets and deliver accurate predictions makes 

it an ideal choice for deepfake detection. By using 

XGBoost, we aim to improve the overall detection 

accuracy of the DFN model, ensuring that it can 

reliably differentiate between genuine and 

manipulated content. 

 

To evaluate the effectiveness of our proposed DFN 

architecture, we conduct rigorous testing using the 

DFDC (Deep Fake Detection Challenge) dataset. This 

dataset is specifically designed for the training and 

assessment of deepfake detection algorithms, offering 

a diverse array of video samples that encompass 

various types of manipulations. Utilizing this 

comprehensive benchmark allows us to critically 

analyze the performance of our model and compare it 

against other leading detection techniques in the field. 

 

In summary, the DFN architecture represents a 

significant step forward in the realm of deepfake 

detection. By integrating the strengths of MobileNet, 

employing a sequence of separable convolutions, and 

leveraging XGBoost for classification, our model 

aims to achieve superior detection accuracy. The 

evaluation of DFN using the DFDC dataset will 

provide essential insights into its performance and 

contribute to the ongoing development of more 

effective strategies for combating deepfake 

technology in digital media. 

 

LITERATURE REVIEW 

The rise of deepfake technology has catalyzed 

extensive research into effective detection 

methodologies. Various approaches have emerged, 

ranging from traditional machine learning techniques 

to sophisticated deep learning models, each with its 

strengths and limitations. 

 

Deep learning has become a leading approach in the 

detection of deepfakes due to its capacity to model 

complex patterns within large datasets. For instance, 

Wang [5] developed a convolutional neural network 

(CNN)-based framework that demonstrated 

significant accuracy in identifying manipulated 

videos. Their approach effectively analyzed both 

spatial and temporal features, highlighting deep 

learning's ability to capture subtle discrepancies often 

undetectable by human observers. Similarly, 
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Korshunov and Marcel [2] utilized recurrent neural 

networks (RNNs) to analyze the temporal dynamics 

of video sequences, thereby enhancing the detection of 

deepfake manipulations. Their findings underscored 

the potential of deep learning methods to improve 

detection rates in dynamic video content. 

 

Despite the advancements in deep learning, classical 

machine learning techniques remain relevant in 

deepfake detection. These methods often focus on 

feature extraction from video frames, relying on 

algorithms to analyze predefined attributes. For 

example, Nguyen [4] employed facial landmarks and 

optical flow as key features for their detection model. 

Their study revealed that while classical methods can 

achieve reasonable detection accuracy, they often 

struggle against advanced deepfake manipulations 

that do not conform to established patterns. This 

limitation emphasizes the need for more sophisticated 

techniques capable of adapting to evolving deepfake 

technologies. 

 

Another avenue explored for deepfake detection 

involves statistical analysis, which examines video 

data for irregular patterns. Matern [3] employed 

statistical methods to detect deepfakes by analyzing 

pixel-level changes across video frames. Their 

research demonstrated that statistical properties could 

be instrumental in identifying manipulations; 

however, they also noted that the effectiveness of 

these techniques could be compromised by the 

quality of the input video. This dependence on video 

quality highlights a critical challenge for statistical 

methods in real-world applications. 

 

Recently, blockchain technology has emerged as a 

promising solution for verifying the authenticity of 

digital content. By leveraging decentralized ledgers, 

blockchain can provide a secure and immutable 

verification process for videos. Kshetri [1] explored 

the implications of blockchain in combating 

misinformation, particularly regarding deepfakes. The 

ability to record metadata and content hashes on a 

blockchain enhances the trustworthiness of digital 

content, thereby serving as a valuable complement to 

detection methodologies. This approach not only aids 

in the identification of deepfakes but also fosters 

accountability in content creation. 

 

Given the inherent limitations of individual detection 

methods, researchers are increasingly advocating for 

hybrid approaches that combine multiple techniques. 

Zhang [6] proposed a framework that integrates deep 

learning and statistical analysis, resulting in improved 

detection accuracy. Their findings suggest that 

merging the strengths of deep learning’s pattern 

recognition with statistical validation can significantly 

bolster the robustness of deepfake detection systems. 

This hybrid model illustrates the potential for creating 

comprehensive detection strategies that effectively 

address the challenges posed by deepfake technology. 

 

In summary, the literature highlights the diverse array 

of methodologies available for deepfake detection, 

each contributing unique advantages and facing 

specific challenges. While deep learning techniques 

show remarkable potential, classical methods and 

statistical analyses remain valuable in developing a 

comprehensive detection framework. Furthermore, 

blockchain technology offers an innovative approach 

to content verification, underscoring the importance of 

hybrid strategies that integrate multiple 

methodologies to enhance deepfake detection 

efficacy. 

 

METHODOLOGY 

 

 

Fig: Box layout of deep fake video detection 

 

This study introduces a novel model architecture 

named DFN (Deep Fake Network), specifically 

designed to enhance the detection of deepfake videos. 

The DFN model integrates several advanced 
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components that contribute to its effectiveness. 

Central to its design are the elements from MobileNet, 

which provide a lightweight architecture suitable for 

efficient processing. This choice facilitates the rapid 

analysis of video data without sacrificing accuracy. 

 

The DFN architecture employs a linear stack of 

separable convolutions, which optimize the 

convolution process by breaking it down into 

depthwise and pointwise operations. This approach 

significantly reduces computational complexity while 

maintaining high performance in feature extraction. 

Additionally, the model incorporates max-pooling 

layers that enhance its ability to capture essential 

features, paired with the Swish activation function, 

known for improving gradient flow and overall model 

performance. 

 

To classify the features extracted from the video 

frames, DFN utilizes XGBoost, a robust gradient 

boosting framework recognized for its high accuracy 

in various machine learning tasks. The integration of 

XGBoost as a classifier allows DFN to effectively 

differentiate between authentic and manipulated video 

content, significantly improving detection rates 

compared to existing models such as Xception and 

EfficientNet. 

 

The performance of the DFN model was rigorously 

evaluated using the DFDC (Deep Fake Detection 

Challenge) dataset, which is specifically designed for 

assessing deepfake detection algorithms. This 

evaluation demonstrates the model's superiority over 

other state-of-the-art techniques, confirming its 

potential as an effective solution in the ongoing battle 

against deepfake technology. 

 

The project centers around the development of the 

DFN (Deep Fake Network) model for detecting 

deepfake videos. This methodology involves several 

key components, each contributing to the overall 

effectiveness of the detection system. 

 

The DFN architecture is built upon MobileNet, a 

lightweight deep learning model designed for mobile 

and embedded vision applications. MobileNet utilizes 

depthwise separable convolutions, which separate the 

filtering and combining processes. This design 

significantly reduces the number of parameters and 

computational cost compared to standard 

convolutional networks, enabling efficient processing 

of video data. 

Within the DFN, a linear stack of separable 

convolutions is employed. This technique consists of 

two main steps: 

 

• Depthwise Convolution: Each input channel 

is filtered independently. This reduces the number of 

computations while retaining important spatial 

information. 

• Pointwise Convolution: A 1x1 convolution 

is then applied to combine the outputs of the 

depthwise convolution, allowing for complex feature 

extraction while maintaining efficiency. 

 

This separation helps in achieving a balance between 

performance and resource consumption, which is 

critical for real-time applications. 

 

Feature Extraction, the model incorporates max-

pooling layers following the separable convolutions. 

Max-pooling helps in down-sampling the feature 

maps, retaining the most significant features while 

reducing the dimensionality. This process not only aids 

in minimizing overfitting but also accelerates 

computation by decreasing the number of parameters. 

 

In the feature extraction we have to calculate different 

facial feature based on that we can decide the is the 

video is deep face or a real person. Some of the feature 

as mention below: 

 

• Facial expressions, eye movements, and 

mouth synchronization with speech can be slightly off 

or appear unnatural. For instance, blinks may occur 

less frequently than in real life, or there might be 

unusual delays in lip movement relative to audio. 

• Deep fakes often display visual artifacts 

such as blurring, color mismatches, or pixelation 

around the face, particularly during fast movements. 

These artifacts can be due to limitations in the model's 

ability to handle different lighting or to seamlessly 

blend face swaps. 

• Lighting inconsistencies are a common 

indicator, where the lighting on the face might not 

match the lighting on the body or background. 

Shadows may also appear misplaced or absent, as deep 

fake algorithms struggle with realistic shadow 

recreation. 

• The boundary between the face and 

background, especially around hairlines, ears, and 

neck, may appear blurred or irregular. This is due to 

the model's difficulty in smoothly merging face 

elements with the rest of the scene. 
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• Deep fake models often struggle with high-

fidelity skin texture and fine details. As a result, skin 

texture can look unnaturally smooth or lack realistic 

pores and wrinkles, especially in high-definition 

videos 

• The alignment of voice and mouth 

movements may not be entirely accurate, with slight 

desynchronization between the audio and video. This 

mismatch is especially noticeable in speech-heavy 

deep fakes and can be an immediate red flag. 

• Head movements and body language may 

appear stiff or robotic, lacking the natural fluidity 

found in real interactions. This is often due to the 

model's limitations in tracking and recreating natural 

motion across frames. 

 

Some deep fakes display variable resolution or frame 

rates, especially around face areas, where the face 

might appear higher quality or have a different 

resolution from the rest of the frame. 

The Activation function DFN model utilizes the Swish 

activation function, which is defined as 

f(x)=x⋅sigmoid(x) 

f(x) = x \cdot \text{sigmoid}(x) f(x)=x⋅sigmoid(x). 

 

Swish has been shown to outperform traditional 

activation functions like ReLU in various tasks, 

particularly in deep learning applications. Its smooth, 

non-monotonic nature allows for better gradient flow, 

enabling the network to learn more effectively. 

For the classification of extracted features, the DFN 

model employs XGBoost, a powerful gradient 

boosting framework. XGBoost is known for its 

efficiency and accuracy in handling structured data, 

making it an ideal choice for deepfake detection. The 

model is trained on the features obtained from the 

previous layers, allowing it to effectively distinguish 

between real and manipulated videos. 

 

The Performance Evaluation of the DFN model was 

rigorously tested using the Deep Fake Detection 

Challenge (DFDC) dataset. This dataset contains a 

diverse array of deepfake videos, allowing for a 

comprehensive assessment of the model's capabilities. 

The evaluation metrics include accuracy, precision, 

recall, and F1 score, providing a holistic view of the 

model’s performance in detecting deepfake content. 

 

Expected Results 

The proposed deep fake detection model as we 

expected on the DFDC (Deep Fake Detection 

Challenge) dataset, the model will achieve an accuracy 

rate of 93-94%, showing high reliability in 

distinguishing between real and fake content. The 

model’s precision will be reach 90-95%, indicating a 

strong ability to minimize false positives, which is 

critical for practical applications where false alarms 

could disrupt user trust. 

 

These values suggest that the model-maintained 

consistency across different data splits, showcasing 

generalization capabilities crucial for real-world use. 

Additionally, the model outperformed popular 

architectures, including Xception and EfficientNet, in 

both accuracy and precision on the same dataset, 

affirming its robustness and effectiveness against 

state-of-the- art benchmarks. 

 

Visual inspection revealed that the model effectively 

identified deep fake artifacts, such as inconsistencies 

in facial movements, unnatural lighting, and edge 

irregularities, especially during close-up scenes and 

high-motion segments. 
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