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Abstract: This paper introduces an automated vehicle
entry system using License Plate Recognition (LPR)
technology to enhance security and streamline access
control in residential and commercial gated areas.
Traditional vehicle access methods, which rely on
manual checks by security personnel, are slow and
prone to errors. To address these challenges, the
proposed system uses cameras to automatically capture
vehicle license plates, reducing the need for human
intervention and speeding up the process.

The system’s architecture combines advanced
computer vision and Optical Character Recognition
(OCR) techniques. YOLOV5, a Convolutional Neural
Network (CNN)-based model, is used for fast and
accurate detection of license plates, while Tesseract
OCR extracts the alphanumeric characters from the
detected plates. These characters are then cross-
checked against a database of authorized vehicles
stored in an SQL system. If a match is found, the gate
opens automatically; otherwise, the system alerts
security personnel. The LPR system is designed for
real-time operation, providing high accuracy and
speed, even in challenging conditions such as poor
lighting or bad weather. It automates the vehicle entry
process, reducing the burden on security staff and
improving overall security. This scalable system can be
adapted for broader applications such as parking lots,
toll booths, and corporate premises.

1. INTRODUCTION

With the increasing need for security and efficiency
in managing vehicle access in gated areas such as
residential complexes, corporate offices, and
industrial sites, traditional manual methods of entry
control are becoming obsolete. These methods often
involve security personnel manually checking
vehicle details, which can lead to long queues,
unauthorized access, human error, and delays during
peak hours.

License Plate Recognition (LPR) is an automated
method of recognizing vehicles by detecting and
reading their license plates using cameras and Optical
Character Recognition (OCR). LPR-based systems
can significantly reduce human intervention while
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ensuring robust security. These systems can also
maintain accurate logs of vehicle entries and exits for
security and audit purposes.

This paper focuses on the development of an LPR-
based entry system for gated areas and evaluates the
system's performance in real-world conditions. A
comprehensive literature review of similar systems is
also presented to highlight the evolution and current
trends in LPR technology.

2. PROBLEM STATEMENT

Managing vehicle entry in gated areas involves
several challenges:

1. Human Error: Manual entry checks by
security personnel are prone to mistakes and
inconsistencies.

2. Delays: Long queues can form at entry
points during peak hours, causing delays and
frustration for residents or employees.

3. Unauthorized Access: Manual methods may
fail to prevent unauthorized vehicles from entering
the premises.

4. Resource-Intensive: Employing security
personnel for 24/7 monitoring is costly and labor-
intensive.

5. Inconsistent Record-Keeping: Manually
logged vehicle entries and exits are often inaccurate
or incomplete, making it difficult to maintain secure
access control.

The primary goal of the proposed system is to
automate vehicle identification at entry points,
enabling a more secure, efficient, and reliable method
of access control for gated areas.

3. LITERATURE REVIEW

License Plate Recognition has been extensively
studied and implemented in various applications,
including traffic enforcement, parking management,
and toll collection. Key contributions to LPR systems
are reviewed below:
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Zhang et al. (2018) developed an LPR system based
on Convolutional Neural Networks (CNNs) that
demonstrated high accuracy in reading license plates
under different lighting and weather conditions .
Wang and Xu (2019) proposed a hybrid system
combining traditional image processing techniques
with deep learning to improve plate recognition in
low-resolution images.

1. Sulaiman et al. (2020) explored real-time
LPR for parking management, focusing on OCR
optimization ~ for  recognizing  alphanumeric
characters from license plates .

2. Gupta et al. (2021) applied a deep learning-
based LPR system to corporate premises for
automating  vehicle access, achieving high
recognition rates but facing challenges in
computational efficiency .

3. Li and Wang (2022) developed a fast LPR
system using the YOLOvV4 architecture, improving
detection speeds while maintaining accuracy .

While LPR systems have advanced significantly in
recent years, challenges remain in terms of
scalability, accuracy in diverse conditions, and cost-
effectiveness.

4. PROPOSED SYSTEM

The proposed LPR-based vehicle entry system uses a
combination of cameras, image processing
algorithms, and database management to automate
vehicle access. The key components of the system
include:

° High-Resolution Cameras: Placed at entry
and exit points, these cameras capture images of
vehicles as they approach the gate.

° License Plate Detection: Image processing
algorithms detect the location of the license plate in
the captured image.

° Optical Character Recognition (OCR): OCR
extracts the alphanumeric characters from the license
plate.

° Database Integration: The recognized
license plate number is checked against a pre-
authorized database of registered vehicles. If a match
is found, access is granted.

° Automated Gate Control: Upon successful
recognition, the system sends a signal to the gate
control mechanism to open the gate automatically.

° Logging and Alerts: All vehicle entries and
exits are logged for audit purposes. Unauthorized
vehicles trigger an alert for manual inspection.

5. METHODOLOGY
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Figure 1: Workflow of the Model

5.1. Data Collection

To ensure that the system could handle real-world
conditions, we began by collecting a large dataset of
vehicle images. High-resolution cameras were
installed at the entry and exit points of the
community, capturing images of vehicles under a
wide range of lighting and weather conditions—
daytime, nighttime, rain, fog, and bright sunlight.
This helped ensure that the system could adapt to
common challenges like glare, shadows, and partially
obscured license plates.

° Dataset Composition: Over several weeks,
we captured around 7,000 vehicle images, which
were then manually labeled to mark the license
plates. These images provided the foundation for
training our model.

° Training and Testing: To ensure our system
could generalize to new situations, we divided the
dataset into 70% for training and 30% for testing.
Additionally, we applied techniques like rotating,
scaling, and adding noise to the images to create more
varied examples, helping the system learn better
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5.2. License Plate Detection

Accurately detecting license plates in vehicle images
was a critical step. For this, we used YOLOV5 (You
Only Look Once, version 5), a powerful object
detection algorithm that is fast enough for real-time
applications.

° Model Training: We trained YOLOvV5 on
our labeled dataset, fine-tuning its settings to focus
on detecting license plates under different conditions.
To further improve the model's performance, we
applied data augmentation strategies and optimized
its parameters, making it more robust to the different
lighting and weather situations.

° Image Preprocessing: Before running the
images through the model, we used preprocessing
techniques like contrast adjustment and noise
reduction to make the plates more visible. This
helped improve detection accuracy, even when the
plates were partially obstructed or far away.

After training, YOLOVS5 could reliably detect license
plates in various challenging environments, even
when plates were tilted, small, or partially obscured.

5.3. Optical Character Recognition (OCR)

Once a license plate was detected, we extracted the
characters from it using Tesseract, an open-source
OCR engine. This step was crucial for reading the
plate's alphanumeric characters.

° Preprocessing for OCR: To help Tesseract
accurately read the plate, we applied several
preprocessing steps, like binarizing the image,
adjusting the threshold, and using morphological
operations. These steps cleaned up the image and
enhanced the clarity of the characters, improving
recognition.

° Post-Processing: After OCR, we ran a
custom post-processing algorithm to fix common

mistakes. For instance, we corrected errors where 'O’
might be confused with '0' or 'B' with '8'. By
comparing the recognized characters with standard
license plate formats, we improved the accuracy of
the final output.

This process allowed Tesseract to read even difficult
plates, such as those with dirt or glare, with higher
precision.

5.4. Database Matching

After extracting the license plate number, the system
compared it with a pre-existing database of registered
vehicles in the community. This real-time database
query ensured that only authorized vehicles were
granted access.

° Database Design: We built an SQL database
that stored details like vehicle registration numbers,
owner details, and their access permissions. The
database was optimized for fast lookups to minimize
delays in gate operation.

° Real-Time Querying: As soon as a vehicle's
license plate was recognized, the system ran a query
to see if it matched any entries in the database. If a
match was found, the system allowed the vehicle in.
If no match was found, it triggered an alert to security
personnel, giving them a chance to investigate.

This setup ensured that the system responded
quickly, with minimal lag time, and that unauthorized
vehicles were flagged immediately.

5.5. Access Control Automation

One of the primary goals was to automate the opening
and closing of the gate, which was achieved by
linking the LPR system to the gate’s control
mechanism.

° Automated Gate Control: When the system
recognized a registered vehicle, it automatically sent
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a signal to open the gate. If the vehicle was not
recognized, the gate remained closed, and security
staff were notified via an alert.

° Security Features: Every vehicle that
approached the gate was logged by the system,
including the time of entry or exit and a picture of the
vehicle. If there was any issue, security staff could
manually override the system to open or close the
gate as needed, providing a layer of human control.
This automation drastically reduced the need for
human intervention, making the process faster and
more secure.

5.6. Performance Evaluation

We evaluated the system based on key performance
indicators like accuracy, speed, and error rate to
ensure it worked effectively under real-world
conditions.

° Recognition Accuracy: The accuracy of
both the license plate detection (by YOLOvV5) and
character recognition (by Tesseract) was tested
against our labeled dataset. The system consistently
showed high accuracy across a range of conditions,
handling challenges like poor lighting and partial
obstructions well.

° Processing Time: Speed is critical in a real-
time access control system. The entire process, from
capturing the image to opening the gate, took less
than one second on average, ensuring minimal delays
for vehicles entering or exiting the premises.

° Error Rates: We tracked false positives
(granting access to unauthorized vehicles) and false
negatives (failing to recognize authorized vehicles).
Thanks to post-processing and database validation,
the system had very low error rates, making it highly
reliable.

6. RESULTS

The LPR system achieved the following results:

° Recognition  Accuracy: The  system
successfully recognized 95% of the license plates in
optimal lighting conditions and 88% in low-light
conditions.

° Processing Time: The average time for
detecting and recognizing a license plate was 0.7
seconds, ensuring minimal delay at the gate.

° Error Rate: The false positive rate (vehicles
incorrectly granted access) was 2%, while the false
negative rate (vehicles denied access despite being
authorized) was 5%.

7. DISCUSSION

The LPR system demonstrated significant
improvements in terms of both efficiency and
security. By automating vehicle entry, the system
reduced wait times at the gate and improved accuracy
in recognizing authorized vehicles. The system was
also able to maintain an accurate log of vehicle
entries and exits, providing an audit trail for security
purposes.

However, certain challenges were observed. The
system's accuracy declined in poor weather
conditions (such as rain and fog) and during
nighttime. Additionally, vehicles with dirty or
damaged license plates were more challenging to
recognize.

Future improvements could involve the integration of
infrared cameras for better performance in low-light
conditions and the application of Generative
Adversarial Networks (GANs) to enhance image
quality before OCR processing.

8. CONCLUSION

This paper presented an automated vehicle entry
system using License Plate Recognition for gated
areas. The system successfully addressed the
challenges of manual entry systems by providing a
fast, accurate, and secure method for controlling
vehicle access. While there are limitations regarding
lighting and weather conditions, the proposed system
has significant potential for further development,
especially with the integration of advanced machine
learning techniques.

Future research should focus on improving
recognition accuracy in adverse conditions and
exploring the use of edge computing for real-time,
low-latency processing. LPR systems can also be
extended to integrate with other security measures,
such as facial recognition, for multi-factor vehicle
and personnel identification.
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