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Abstract: This paper explores the range of cyber threats 

targeting companies in the era of remote work and 

outlines effective strategies to safeguard sensitive 

information. Key vulnerabilities, including various 

types of phishing, AI-powered attacks, and violations of 

company policies, pose significant risks to both 

financial stability and corporate reputation. To mitigate 

these threats, organizations must adopt stronger 

cybersecurity measures, such as implementing 

advanced security software like intrusion detection and 

prevention systems, regularly updating systems, 

enhancing end-to-end encryption, and increasing the 

use of network segmentation. The goal of this research 

was to shed light on the current cyberattacks targeting 

companies' networks and sensitive information, 

particularly in the context of remote work 

environments. Through the analysis of multiple 

research papers, case studies, and review articles, this 

study identified emerging cyber threats and evaluated 

the most recent advancements in security measures 

designed to combat them. The significance of these 

findings highlight the gaps between cybersecurity 

defenses and the threats of cybercriminals. By 

understanding these vulnerabilities, this research aims 

to contribute to the development of more resilient 

security strategies that can keep up with sophisticated 

cyber threats. Addressing these gaps will be essential 

for businesses to safeguard their networks and maintain 

trust in a rapidly changing digital environment. 
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INTRODUCTION 

In March of 2020, the initial emergence of the 

coronavirus (COVID-19) was made aware of to the 

World Health Organization and was announced as a 

global pandemic [1]. The law mandating quarantine 

to prevent the spread of the airborne disease led many 

employees to work from home and prompted 

organizations to move their resources online. Much 

of their information is now stored on the cloud and 

software as a service  

(SaaS). These storage methods allow businesses to 

easily access and maintain their data using third-party 

providers. According to an Owl Labs study, Close to 

16% of organizations globally have moved their 

workforce to be more remote friendly with a greater 

number of people being productive and happier [2]. 

While employees and organizations are able to 

evolve and develop their skills, the reliance on 

technology has increased cyberattacks organizations 

experience. Cyber attackers use this as an opportunity 

to manipulate and exploit data. The importance of 

addressing cybersecurity in the remote work 

environment cannot be overstated. With cyberattacks 

such as phishing, ransomware, and unauthorized data 

access on the rise, organizations face significant 

financial, legal, and reputational risks. Recent reports 

indicate an increase in security attacks, with around 

97% of businesses encountering cyberattacks, and 

only 14% being properly equipped to counter them 

[3]. For instance, during the era of the pandemic 

online video conferencing platforms are started to 

gain traction. One such platform was Zoom which 

was massively used by people of all different ages 

and professions for education, interviews, and day to 

day work. Zoom was immensely hit with security 

issues such as” Zoom-bombing” where attackers 

would join meetings and disrupt atmospheres. 

Several other breaches were experienced by 

organizations, an example of this was the SolarWinds 

breach. The U. S’s government agencies and private 

companies were mainly targeted to gain access to 

systems and data. This breach prompted many 

governments to update and  Fig. 1 Percentage of 

different professions affected by shift to remote work 

(Curran 2021) refine their cybersecurity policies to 

ensure the safety of organizations and their users [4].  
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Fig. 1 studied several careers to determine which 

professions were able to more directly shift to remote 

work. Fields involving organizational, directorial, 

and data-related roles were able to more easily shift 

to hybrid or remote environments, with over 50% 

successfully making the shift. On the contrary, fields 

that required more hands-on-labor to create and 

distribute goods and services were required to work 

on-site [5].  

This research will examine the cyberattacks 

companies have faced since the onset of COVID-19 

and explore the latest countermeasures. The objective 

is to investigate the key challenges to remote work 

and assess current advancements in combating 

cyberattacks. However, a limitation in conducting 

this research was restricted access to certain 

resources and including up-to-date cybersecurity data. 

This constraint may have limited the depth of 

analysis in certain areas, as access to comprehensive 

datasets and the most current research on 

cybersecurity trends was not always available. 

 

LITERATURE REVIEW 

According to Chigada and Madzinga (2021) cyber-

risks have been at an all-time high since Covid-19. 

The home work-based environment allows for an 

increase in unauthorized users getting their hands on 

corporate networks which puts businesses at risk for 

financial, reputational, and data loss. Globally, 

businesses, healthcare organizations, financial 

institutions, and government agencies have all 

become victims to cybercrimes [6]. Similarly, Khan 

et al. (2020) highlighted the threats each of these 

organizations face. Health organizations are severely 

impacted by cyber-attacks as they lose many of the 

resources they need to protect human life. 

Government and media agencies can be seriously 

affected through attacks as they spread 

misinformation. The spread of political issues as well 

as fear among the public are key threats to their 

cybersecurity. Financial institutions such as banks 

and insurance companies are targeted by different 

threats such as ransomware attacks, phishing scams, 

and malware. With the stock market already in 

decline, cybersecurity issues only made matters 

worse [7]. Chigada and Madzinga (2021) mentioned 

how financial institutions had seen a growth of cyber-

attacks by 238%. The rise of remote work due to the 

COVID-19 pandemic has heightened cyber-risks 

globally, affecting businesses, healthcare providers, 

government agencies, and financial institutions. 

These areas have faced significant challenges, from 

financial losses and data breaches to the spread of 

misinformation and threats to public safety. The 

238% increase in cyber-attacks on financial 

institutions alone highlights the urgent need for 

stronger cybersecurity measures across all industries.  

To address these challenges, Rajasekharaiah et al. 

(2020) highlight many of the cybersecurity 

techniques that have risen to combat the growing 

cases of cyber-attacks. Increasing password security 

and controlling access is the most pivotal and basic 

step to ensuring privacy. Authenticating data to 

analyze its origin and if it has been tampered with is 

important to prevent information from being 

exploited. To detect viruses, malware scanners are 

installed into the software. They locate and sort out 

any harmful irregularity or ill-natured code in files or 

documents. Maintaining a strong firewall allows for 

a network to be separated from malicious content and 

blocks any hackers from accessing devices [8]. Of 

course, the human role cannot be denied when it 

comes to protecting networks. Research by Hijji and 

Alam (2022) conducted in Pakistan evaluated the 

training of workers in cybersecurity organizations 

using their Cybersecurity Awareness and Training 

(CAT) framework. The CAT framework consists of 

three levels: beginner, medium, and advanced. The 

beginner level consists of employees knowing basic 

cybersecurity terms and the three important concepts 

of the CIA triad, confidentiality, integrity, and 

availability. The medium level consists of a more 

training-based approach by providing seminars, 

workshops, online lectures, newsletters, etc. This 

level allows for employees to gain further knowledge 

on current cybersecurity challenges and trends to 

further strengthen an organization's defense against 

attacks. Lastly, the advanced level allows for 

employees to test their knowledge hands on. Methods 

such as gamification, simulations, and assessment are 

used to allow employees to practice their skills. In a 

study involving two cybersecurity organizations with 

offices in Pakistan, it was found that these 

organizations had achieved high levels in the 

beginner and medium frameworks but required more 

training and certifications to reach the advanced level 

[9].  

Despite these technological advancements, gaps 

remain in understanding how remote employees 

understand and interact with these new security 

measures. For instance, Bispham et al. (2021) 

emphasized on the lack of knowledge work from 
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home employees have about their own home 

environment. Many remote workers lack access to 

the advanced hardware that businesses use to secure 

their networks. Financial constraints often lead them 

to choose more affordable, but less secure solutions 

[10]. To address these gaps, future research should 

focus on developing frameworks that are both 

effective and easy to use, with an emphasis on 

employee behavior and work culture. Additionally, 

more studies are also needed to research how well 

new technologies, like AI-powered threat detection 

and adaptive security measures, work in different 

remote work environments.  
 

METHODS 
 

The transition to remote work, along with the 

COVID-19 pandemic, has introduced significant 

convenience for employees while also raising 

concerns about online security. Various attacks 

materialize on a daily basis which raises several 

security concerns for large and small businesses alike. 

The objective of this paper is to investigate factors 

that pose a threat to remote working and research 

current advancements being done in this field aimed 

at addressing these challenges. To explore the various 

methods used by attackers, a comprehensive review 

of articles and research papers was conducted using 

databases such as Google Scholar and ResearchGate. 

Keywords like 'remote working,' 'recent threats,' and 

'cybersecurity' were employed for the period 2020-

2024. Only papers written in English were included, 

and studies that did not address the impact of 

cybersecurity on the remote workforce were 

excluded. 

Each section was divided into sub-themes to allow 

for a more in-depth analysis. For instance, within the 

'threats' category, specific types of attacks such as 

phishing, offense of policies, and AI-driven threats 

were explored, along with examples of how these 

threats have evolved in a remote work environment. 

Similarly, in the 'countermeasures' section, key 

security practices such as Intrusion Detection 

Systems (IDS), Zero Trust Architecture (ZTA), and 

End-to-End Encryption (E2EE) were examined, 

focusing on their practical application in mitigating 

remote work vulnerabilities. 

Where applicable, the quality of the selected studies 

was assessed using criteria such as the validity of the 

research methods, the reliability of the findings, and 

whether the studies provided data on real-world 

cybersecurity threats. The credibility of the journals 

and the expertise of the authors were also taken into 

account to ensure that the review incorporated only 

high-quality research. 

RESULTS 

In recent years, the growing demand for remote 

employees has driven businesses to expand their skill 

pools. Simultaneously, the increasing reliance on the 

internet for data storage, communication, and 

marketing has continued to rise. While organizations 

have benefited from these advancements, they have 

also encountered significant challenges. Reports of 

cyberattacks targeting businesses and attempts to 

steal sensitive data have surged, particularly since the 

pandemic. 

Threats to Remote Working 
In an era where the home has become the new office, 

the digital frontier has never been more vulnerable. 

As companies worldwide have shifted to remote 

work in response to global events, the reliance on 

digital infrastructure has increased exponentially. 

However, this rapid transition has also opened up 

new opportunities for cybercriminals, putting 

sensitive data and business operations at 

unprecedented risk. Different strategies have 

emerged that weaken a system such as phishing, 

generative AI, and even human error.  
 
A. Phishing 

The expansion of the remote workforce has 

significantly increased opportunities for external 

threats, specially through phishing attacks. These 

activities involve impersonating trusted partners or 

clients to deceive employees via SMS, email, or 

social media. By manipulating users into clicking on 

malicious links, downloading harmful files, or 

exploiting sensitive information, attackers can gain 

access to valuable data. Such exploitation can inflict 

severe financial damage and tarnish a business's 

credibility. 

 
Fig. 2 Incidents of unique phishing through 2013-

2022 (Nadeem et al. 2021) 
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Fig. 2 presents a detailed analysis of the increasing 

trend in phishing attacks from 2013 to 2022. The data 

shows a significant spike in attacks from 2020 to 

2022, which can be due to the global COVID-19 

pandemic. During this period, the shift to remote 

work, reliance on digital communication, and 

increase of vulnerability of individuals and 

organizations contributed to the surge in phishing 

attempts. This upward trend shows how 

cybercriminals exploited the rapid digital transition 

brought by the pandemic [11]. Among these 

emerging techniques are deceptive phishing, 

malware phishing, DNS phishing, man-in-the-middle 

phishing, content injection phishing, and search 

engine phishing. While email remains the primary 

mode for these attacks, the methods have many key 

differences. 

Deceptive Phishing: This common technique 

involves attackers masquerading as reputable 

companies or trusted individuals to gain user trust. By 

doing so, they can extract personal information such 

as passwords, account details, and bank information. 

Malware Phishing: In this technique, malicious files 

are downloaded onto a user’s device through email 

attachments. Types of malwares frequently 

associated with these attacks include trojans, 

keyloggers, rootkits, and worms, all designed to 

exploit user data and drain access to devices. 

DNS Phishing: This method involves tampering with 

the DNS cache on a device, leading users to 

malicious websites. Attackers may also interfere with 

DNS servers, redirecting users to harmful sites 

through incorrect IP addresses. 

Man-in-the-Middle (MiiTM) Phishing: This 

approach places the attacker between two 

communicating individuals, allowing them to 

eavesdrop on conversations and potentially 

impersonate one of the users to extract sensitive 

information.  

Content Injection Phishing: Attackers exploit 

vulnerabilities in websites to modify page content. 

By injecting malicious elements, they can mislead 

users into clicking on harmful links. 

Engine Phishing: This method involves creating fake 

websites designed to sell fake products, allowing 

attackers to collect personal information from users 

during payment and signup processes. 

The rise of remote work has dramatically increased 

the frequency of these phishing techniques, 

amplifying the risk of data breaches for organizations. 

As businesses navigate this evolving threat landscape, 

the potential for financial loss and reputational harm 

has never been greater. Addressing these challenges 

requires heightened awareness and strong 

cybersecurity measures to protect sensitive 

information in an increasing remote workforce [12]. 

B. Generative AI and its Threats 

Artificial intelligence (AI) is the ability for a 

computer science program to collect, process, and 

replicate human intelligence through given data. It 

learns from past information stored and improves its 

capability without much human interference. The 

development of modern AI first began in the 1900’s 

but the latest advancement in AI have been Alibaba, 

AlphaStar, and OpenAI. The most influential bot that 

has recently risen is ChatGPT by OpenAI. Its ability 

to function like a human brain combined with a 

machine learning model allows for it to be exploited 

by attackers. Although ChatGPT has many 

safeguards in place to prevent the platform from 

being misused, there are many ways attackers have 

found to work around it.   
1. ChatGPT is manipulated to create advanced 

malware which is able to escape detections from 

antivirus software. Attackers can bypass ChatGPT’s 

API safeguards that block malware-related queries by 

breaking down their questions into related or more 

specific sub-questions. The AI can create different 

programs using various languages like Java or Python 

and integrate its API into the code to bypass security 

measures.  
2. ChatGPT is used to create phishing scams by 

generating extremely human-like messages and 

convincing stories to gain the trust of employees and 

steal confidential data. Employees of organizations 

are especially vulnerable to these attacks as they may 

be easily tricked into getting their information stolen, 

under the impression it's from a reputable business. 3. 

ChatGPT can be used to perform a technique known 

as SQL injection, which involves exploiting 

vulnerabilities in a website to gain access to sensitive 

information. This information can then be edited, 

distributed, or even destroyed if it falls into the wrong 

hands. Hackers can use AI tools to obtain step-by-

step instructions on how to carry out SQL injections. 

Businesses with websites that lack proper security 

measures are especially vulnerable to these types of 

attacks.  
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While the advancements in artificial intelligence 

have revolutionized technology and more 

organizations are integrating AI in to their software, 

the risks posed by it are too great. AI’s ability to 

generate malware, create convincing phishing 

techniques, and facilitate SQL injection attacks 

demand the need for a higher standard of security 

measures. Development of security protocols and 

continuous education for employees will be essential 

in safeguarding sensitive information. Balancing the 

benefits AI with the intention of protecting it from 

misuse is crucial for businesses on digital platforms 

[13]. 

C. Violation of policies 

Human error is a significant vulnerability in 

cybersecurity. Restrictions imposed by cybersecurity 

policies themselves can indirectly increase cyber-

attack risks. Various policies companies set in place 

make sure to keep in mind: protecting infrastructure, 

efficiently responding to cybersecurity attacks, 

investing in progressive technology, building a 

cybersecurity workforce, and securing products and 

services. Nations such as the United States of 

America, European Union, and Japan have been 

working on bettering cybersecurity policies and 

implementing new advancements. In the U.S., the 

National Cybersecurity Strategy protects 

infrastructure using a risk-based approach. Using this 

approach, they verify the identity of infrastructure as 

a service (IaaS) and limit the use of their services to 

certain countries. The National Cybersecurity 

Strategy aims to continue developing software to 

prevent malicious attacks and to create a standard for 

legislation and manufactures. The European Union 

produced a draft called the Cyber Resilience Act 

(CRA). The CRA implemented strict measures to 

meet security requirements of the development and 

design of digital products. The aim is to protect 

organizations from malicious attacks by imposing 

regulations on manufacturers and obligating them to 

report any vulnerabilities found. Japan has also been 

debating on policies to collaborate with other 

countries to strengthen their security policies. Japan 

published a draft of interim summary which covered 

points such as verifying software products and 

services deployed in the market, improving 

enforcement measures, and coordinate these policies 

with other countries [14]. 

While cybersecurity policies are essential for 

protecting both individuals and devices, adhering to 

these policies can be a source of stress for employees. 

A survey conducted by Clay Posey and Mindy Shoss 

revealed that 67% of the 330 respondents were not 

able to fully comply with their company's 

cybersecurity protocols. The survey suggested that 

employees often knowingly violated these policies, 

not necessarily out of malicious intent, but due to the 

pressures of completing their tasks efficiently. One 

prominent reason cited was the stress associated with 

adhering to these policies while maintaining 

productivity [15]. As a result, many employees 

prioritized productivity over compliance, leading to 

intentional violations of security protocols. These 

actions, driven by frustration and a lack of tolerance 

for anything hindering their work, contribute to 

vulnerabilities within organizational security 

networks. The gaps created by non-compliance 

increase the risk of cyberattacks, leaving 

organizations more susceptible to breaches. 

Countermeasures 

In our increasingly digital dependent world, both 

businesses and individuals face relentless 

cyberattacks that can disrupt operations and expose 

sensitive data to significant risk. To combat these 

threats, the cybersecurity industry has made 

significant improvements, developed cutting-edge 

technologies and strategies designed to outpace 

attackers. Different methods such as IDS/ IPS, End-

to-End encryption, ZTA/2FA, and network 

segmentation will be discussed to better understand 

these prevention methods [16]. 

An Intrusion Detection System (IDS) is a monitoring 

tool that analyzes network traffic in real-time and 

alerts an organization to potential threats or 

vulnerabilities. It detects suspicious patterns in traffic 

and notifies administrators of any previously 

exploited weaknesses, enabling them to take action to 

patch those vulnerabilities. An Intrusion Prevention 

System (IPS) functions similarly, but it goes a step 

further by actively mitigating attacks. In addition to 

alerting administrators, it can automatically block 

malicious traffic, patch firewall gaps, and remove 

malware without human intervention. Many 

organizations prefer an IDS when network stability is 

critical and they only need to monitor traffic. On the 

other hand, an IPS is favored during active attacks, 

where immediate action is needed to prevent further 

damage [17]. 

Zero Trust Architecture (ZTA) and Two Factor 

Authentication (2FA) play a similar function in the 
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modern security system. It utilizes a strict zero-trust 

principle where no user, whether inside or outside of 

the network, is automatically granted authentication. 

The system requires multistep verification and 

restricts access to information/ controls differently 

from user to user. Its features uniquely set it apart 

from its traditional models by providing a more 

secure and modern defense against malicious attacks. 

It especially implements a secure work environment 

for remote workers by monitoring channel 

communications and recording sessions and 

activities. Businesses are able to maintain a protected 

foundation for their sensitive information from 

falling into the wrong hands [18]. 

Many websites and businesses use End-to-End 

Encryption (E2EE) as means of securing sensitive 

information in transit from one user to another. E2EE 

assures privacy and encryption of a message when 

being sent from user A to user B without being read 

by a third person. This is done by using public key 

encryption or asymmetric cryptography. A public key 

is given to a user to encrypt a message and send it to 

the receiver which then uses their private key to 

decrypt the message. Many uses of E2EE range from 

password management to file sharing. Organizations 

have increasingly started to integrate this security 

method to guard their transmission of data. Not only 

does E2EE ensure a safe route to transit to obtain 

company resources and sensitive information it also 

provides privacy of communication between remote 

workers [19]. 

Network segmentation is the process of breaking up 

a larger network into smaller subnetworks that 

specialize in different branches. This makes it more 

manageable to operate the network by being able to 

monitor traffic, limit cyberattacks to just one sector, 

and prevent the spread of data to all members in the 

organization. The two types of network segmentation 

are physical network segmentation and logical 

network segmentation. Physical network 

segmentation requires physically isolating the 

networks by having different routers and firewalls. 

On the other hand, logical network segmentation 

requires separating one big network into smaller 

private networks using software. By implementing 

these methods, organizations can enhance security 

and add an extra layer of complexity to their defenses 

[20]. 

As our technology continues to develop, so do the 

threats that target remote workers and businesses 

alike. Attack methods such as phishing, artificial 

intelligence, and human error are all factors 

contributing towards the increase of security risk for 

remote workers. Cybersecurity strategies like 

IDS/IPS, Zero Trust Architecture, two-factor 

authentication, end-to-end encryption, and network 

segmentation have become essential tools in 

safeguarding sensitive information and preventing 

malicious attacks. While advancements in 

technology have created new vulnerabilities, they 

have also provided innovative solutions to counter 

these risks. Organizations that prioritize these 

modern defenses are better fit to protect their data, 

maintain flow of operations, and secure a trusted 

environment for both employees and clients. As 

remote work and digital operations continue to grow, 

staying ahead of cyber threats through adaptation and 

vigilance is crucial for long-term success. 

DISCUSSION 

The shift to remote and hybrid work has proven to be 

more ever-growing for job holders in the digital era. 

The COVID-19 pandemic accelerated this transition, 

exposing both the strengths and vulnerabilities of 

digital infrastructure. As businesses adapt to this new 

reality, the rise in cyber threats has highlighted the 

critical need for effective cybersecurity measures. 

This research has outlined the most prominent 

cyberattacks targeting remote workers, such as 

phishing, generative AI, and policy uncertainty, and 

has investigated the latest countermeasures 

developed to combat these threats. The advancements 

in ZTA/2FA, IDS/IDP, EE2E, and Network 

Segmentation demonstrate the progress being made 

in the fight against cybercrime. However, as attackers 

continue to evolve, so must our strategies to defend 

against them. 

Moving forward, it is essential for organizations to 

not only invest in technological solutions but also to 

foster a culture of cybersecurity awareness among 

employees. By understanding the factors that pose 

risks to remote work environments and implementing 

comprehensive security frameworks, businesses can 

better protect their data, operations, and reputations. 

As remote work becomes more prevalent, ongoing 

research and innovation in cybersecurity will remain 

vital in ensuring a secure digital future. 

 



© November 2024 | IJIRT | Volume 11 Issue 6 | ISSN: 2349-6002 

 

IJIRT 169321   INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY  959 

REFERENCES 

[1]  Northwestern Medicine. (2021, March 10). 

COVID-19 Pandemic Timeline. 

https://www.nm.org/healthbeat/medical-

advances/new-therapies-and-drug-

trials/covid-19-pandemic-timeline 

[2] Apollo Technical LLC. (2024, September 17). 

Statistics On Remote Workers That Will 

Surprise You. 

https://www.apollotechnical.com/statistics-

on-remote-workers 

[3] What is Cybersecurity & Why is it Important? 

(n.d.). Accenture. 

https://www.accenture.com/us-

en/insights/cyber-security-index 

[4] Rakha, N. A. (2023). Ensuring Cyber-security 

in Remote Workforce: Legal Implications and 

International Best Practices. International 

Journal of Law and Policy, 1(3). 

https://doi.org/10.59022/ijlp.43 

[5] E. Curran. “Work From Home to Lift 

Productivity by 5% in Post-Pandemic U.S.” 

(2021)  

[6] Chigada, J., & Madzinga, R. (2021). 

Cyberattacks and threats during COVID-19: A 

systematic literature review. South African 

Journal of Information Management, 23(1). 

https://doi.org/10.4102/sajim.v23i1.1277  

[7] Khan, N. A., Brohi, S. N., & Jhanjhi, N. Z. 

(2020). Ten deadly cyber security threats amid 

covid-19 pandemic.. 

https://doi.org/10.36227/techrxiv.12278792.v1 

[8] Rajasekharaiah, K. M., Dule, C. S., & 

Sudarshan, E. (2020). Cyber Security 

Challenges and its Emerging Trends on Latest 

Technologies. IOP Conference Series 

Materials Science and Engineering, 981(2), 

022062. https://doi.org/10.1088/1757-

899x/981/2/022062 

[9] Hijji, M., & Alam, G. (2022). Cybersecurity 

Awareness and Training (CAT) Framework 

for Remote Working Employees. Sensors, 

22(22), 8663. 

https://doi.org/10.3390/s22228663 

[10] Bispham, M., Creese, S., Dutton, W. H., 

Esteve-Gonzalez, P., & Goldsmith, M. (2021). 

Cybersecurity in Working from Home: An 

Exploratory Study. SSRN Electronic Journal. 

https://doi.org/10.2139/ssrn.3897380 

[11] Phishing Attack, Its Detections and Prevention 

Techniques. (2023). International Journal of 

Wireless Security and Networks, 1(2). 

https://doi.org/10.37591/ijwsn 

[12] T. Koski. (2021)  “Increase in remote work: 

effects on phishing (Master's thesis)”                

[13] Alawida, M., Shawar, B. A., Abiodun, O. I., 

Mehmood, A., Omolara, A. E., & Hwaitat, A. 

K. A. (2024). Unveiling the Dark Side of 

ChatGPT: Exploring Cyberattacks and 

Enhancing User Awareness. Information, 

15(1), 27. 

https://doi.org/10.3390/info15010027 

[14] Kumano, M. (2024, September 25). Global 

Trends in Cybersecurity Policy: The Case of 

Internet Security Liability. CSIS. 

https://www.csis.org/analysis/global-trends-

cybersecurity-policy-case-internet-security-

liability 

[15] Posey, C. (2022, January 20). Research: Why 

Employees Violate Cybersecurity Policies. 

Harvard Business Review. 

https://www.hbr.org/2022/01/research-why-

employees-violate-cybersecurity-policies 

[16] Cyber Security Threats and Countermeasures 

in Digital Age. (2024). Journal of Applied 

Science and Education (JASE), 4(1), 1–20. 

https://doi.org/10.54060/a2zjournals.jase.42 

[17] IDS vs. IPS: Definitions, Comparisons & Why 

You Need Both | Okta. (n.d.). Okta, Inc. 

https://www.okta.com/identity-101/ids-vs-ips 

[18] A. Apirion. “Zero-Trust Access Is the Future 

of Secure Remote Access.” (2023) 

https://www.forbes.com/councils/forbestechc

ouncil/2023/07/27/zero-trust-access-is-the-

future-of-secure-remote-access/  

[19] End-to-end encryption. (2024, October 31). 

IBM. https://www.ibm.com/topics/end-to-

end-encryption 

[20] What Is Network Segmentation? How It 

Works & Why It Matters | Nile. (2024, August 

6). Nile. https://nilesecure.com/network-

security/what-is-network-segmentation-how-

it-works-why-it-matters 

 

https://www.nm.org/healthbeat/medical-advances/new-therapies-and-drug-trials/covid-19-pandemic-timeline
https://www.nm.org/healthbeat/medical-advances/new-therapies-and-drug-trials/covid-19-pandemic-timeline
https://www.nm.org/healthbeat/medical-advances/new-therapies-and-drug-trials/covid-19-pandemic-timeline
https://www.apollotechnical.com/statistics-on-remote-workers
https://www.apollotechnical.com/statistics-on-remote-workers
https://www.accenture.com/us-en/insights/cyber-security-index
https://www.accenture.com/us-en/insights/cyber-security-index
https://doi.org/10.59022/ijlp.43
https://doi.org/10.4102/sajim.v23i1.1277
https://doi.org/10.36227/techrxiv.12278792.v1
https://doi.org/10.1088/1757-899x/981/2/022062
https://doi.org/10.1088/1757-899x/981/2/022062
https://doi.org/10.3390/s22228663
https://doi.org/10.2139/ssrn.3897380
https://doi.org/10.37591/ijwsn
https://doi.org/10.3390/info15010027
https://www.csis.org/analysis/global-trends-cybersecurity-policy-case-internet-security-liability
https://www.csis.org/analysis/global-trends-cybersecurity-policy-case-internet-security-liability
https://www.csis.org/analysis/global-trends-cybersecurity-policy-case-internet-security-liability
https://www.hbr.org/2022/01/research-why-employees-violate-cybersecurity-policies
https://www.hbr.org/2022/01/research-why-employees-violate-cybersecurity-policies
https://doi.org/10.54060/a2zjournals.jase.42
https://www.okta.com/identity-101/ids-vs-ips
https://www.forbes.com/councils/forbestechcouncil/2023/07/27/zero-trust-access-is-the-future-of-secure-remote-access/
https://www.forbes.com/councils/forbestechcouncil/2023/07/27/zero-trust-access-is-the-future-of-secure-remote-access/
https://www.forbes.com/councils/forbestechcouncil/2023/07/27/zero-trust-access-is-the-future-of-secure-remote-access/
https://www.ibm.com/topics/end-to-end-encryption
https://www.ibm.com/topics/end-to-end-encryption
https://nilesecure.com/network-security/what-is-network-segmentation-how-it-works-why-it-matters
https://nilesecure.com/network-security/what-is-network-segmentation-how-it-works-why-it-matters
https://nilesecure.com/network-security/what-is-network-segmentation-how-it-works-why-it-matters

