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Abstract: The dataset is first introduced by presenting 

its structure, which includes a detailed breakdown of all 

the attributes, along with their respective data types. 

This provides a comprehensive snapshot of the 

variables contained within each attribute, allowing for 

a clear understanding of the dataset's composition. A 

notable feature in the dataset is the "Class" attribute, 

which initially comes in the form of an integer. For ease 

of analysis and better visualization, this attribute is 

transformed into a categorical variable, or factor. In 

this transformation, the two values, '0' and '1,' are 

relabeled to provide more meaningful insights—'0' is 

assigned the label "Not Fraud," while '1' is relabeled as 

"Fraud." This step is crucial in simplifying the 

modeling process and making visualizations easier to 

interpret, especially in the context of fraud detection. 

The class distribution within the dataset is then 

examined in detail, showcasing a significant imbalance 

between the number of non-fraudulent and fraudulent 

transactions. A bar chart is used to illustrate this, where 

the red bar, representing 284,315 entries, corresponds 

to non-fraudulent or legitimate transactions. In stark 

contrast, the blue bar, with only 492 entries, represents 

the fraudulent transactions. This overwhelming 

difference highlights the rarity of fraud cases within the 

dataset, which presents a challenge for machine 

learning models tasked with detecting these anomalies. 

Consequently, addressing this imbalance is a critical 

step in ensuring that the model accurately detects fraud 

cases despite their rarity within the dataset. 
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challenges, false negatives in fraud detection, 

transaction data analysis. 

 

INTRODUCTION 

The global increase in credit card usage has been 

accompanied by growing concerns over security and 

fraud prevention. As financial transactions become 

more digitized, credit card fraud has emerged as a 

serious issue, particularly in countries with 

widespread credit card adoption. In 2019, an 

estimated 2.8 billion individuals worldwide were 

reported to be credit card users, with the majority of 

these individuals possessing a single card (Credit card 

statistics 2021). This widespread reliance on credit 

cards for everyday transactions makes them an 

attractive target for cybercriminals and fraudsters. The 

problem has become particularly severe in the U.S., 

where credit card fraud rates have escalated 

significantly in recent years. A 44.7% increase in 

fraudulent activity was observed in 2020 alone, 

marking a troubling trend that poses risks to both 

consumers and financial institutions. 

 

Two primary forms of credit card fraud have been 

identified as the most common. The first is identity 

theft, where criminals open new credit card accounts 

under someone else’s name, allowing them to rack up 

debt without the victim’s knowledge. This form of 

fraud saw a staggering 48% rise in 2020 (Daly, 2021). 

The second is card information theft, where fraudsters 

gain unauthorized access to existing credit card details 

to make purchases or transfer funds without the 

cardholder's consent. This form of misuse increased 

by 9% during the same period. Both types of fraud 

have contributed to substantial financial losses, while 

also damaging consumer trust in digital financial 

systems. 

 

In response to these growing threats, there has been a 

surge in interest in advanced technological solutions, 

particularly in the application of machine learning for 

detecting and preventing credit card fraud. Machine 

learning algorithms are capable of analyzing large 

volumes of transaction data in real time, identifying 

patterns that are indicative of fraudulent behavior. 

These systems can learn from historical data to detect 

subtle anomalies that might escape traditional rule-

based detection systems, offering a more dynamic and 

adaptable solution to an ever-evolving problem. As 

credit card usage continues to rise, machine learning 

has the potential to play a crucial role in enhancing 

security measures and reducing the incidence of fraud 

globally. 
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Figure 1. A machine learning based credit card fraud detection using the GA algorithm for feature selection 

 

 

Figure 2. Credit card data received 
 

LITERATURE REVIEW 

The rising global use of credit cards has brought 

about serious concerns regarding fraud detection and 

prevention, especially as the incidence of credit card 

fraud has surged in recent years. As a result, 

researchers have increasingly focused on various 

machine learning techniques to tackle this pressing 

issue. Zareapoor et al. (2012) conducted a 

comparative analysis of several models, including 

Neural Networks, Bayesian Networks, and Support 

Vector Machines (SVM), and found that Bayesian 

Networks stood out for their speed and accuracy in 

detecting fraudulent transactions. Their findings 

suggest that Bayesian Networks are particularly well-

suited for real-time fraud detection, providing a 

viable option for financial institutions seeking to 

enhance their fraud prevention measures. 

In a similar vein, Alenzi and Aljehane (2020) 

employed Logistic Regression for fraud detection 

and achieved an impressive accuracy rate of 97.2%. 

This demonstrates that even relatively simple models 

can yield effective results in the context of fraud 

detection. Meanwhile, Maniraj et al. (2019) reported 

even higher success, developing a model that 

achieved a remarkable 99.7% accuracy in identifying 

fraudulent transactions. Their work underscores the 

potential for machine learning algorithms to adapt 

and refine themselves over time, improving detection 

rates. 

Other notable studies have explored different 

methodologies and their effectiveness in fraud 

detection. Dheepa and Dhanapal (2012) investigated 

behavior-based classification using SVM, which 

achieved over 80% accuracy, highlighting the value 

of understanding user behavior patterns in the 

detection of fraudulent activities. Additionally, 

Malini and Pushpa (2017) focused on the k-Nearest 

Neighbors (KNN) algorithm, illustrating its 

suitability for memory-constrained environments. 

Their research suggests that KNN can be an effective 

solution for fraud detection, particularly in contexts 

where computational resources are limited. 
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Moreover, Maes et al. (2002) compared Bayesian 

Networks and Neural Networks and found that 

Bayesian Networks outperformed Neural Networks 

by a margin of 8%. This further corroborates the 

notion that Bayesian techniques can offer distinct 

advantages in accuracy and efficiency when 

detecting fraud. 

 

Algorithm and Performance Analysis 

 

K-Nearest Neighbor (KNN): 

The k-nearest neighbors (KNN) algorithm is a 

supervised learning technique that consistently 

outperforms other fraud detection methods in 

statistical pattern recognition. Its performance 

primarily relies on three factors, notably the distance 

used to identify the closest neighbors. KNN classifies 

transactions by finding the nearest point to a given 

transaction; if this nearest neighbor is labeled as 

fraudulent, the transaction in question is also 

classified as fraudulent. Euclidean distance is 

typically employed to measure these distances, 

ensuring quick computations and effective alerts.  

 

To implement KNN: 

 

1. Let m represent the number of training samples and 

p be the unknown point to classify. 

2. Store the training samples in an array, where each 

element is a tuple (x, y). 

3. Calculate the distance d(arr[i], p) for each sample. 

4. Create a set S of the K smallest distances, each 

corresponding to a classified data point. 

 

Logistic Regression (L.R.): 

This statistical classification model employs a 

logistic curve to detect fraud, interpreting class 

membership probabilities as values range from 0 to 

1. The dataset is divided for training and testing 

purposes, with a minimum threshold set for 

predictions. Logistic Regression uses these threshold 

probabilities to separate the data into two distinct 

regions with a single line. The model developed in 

Jupyter Notebook achieved an accuracy of 93.51% 

on the training data and 91.88% on the test data. 

 

Support Vector Machine (SVM): 

Support Vector Machines (SVMs) are linear 

classifiers that effectively handle high-dimensional 

data, transforming non-linear tasks into linear ones. 

This characteristic makes SVMs particularly 

valuable for fraud detection. Two key features of 

SVMs are the kernel function, which represents the 

classification function in the dot product of projected 

input data points, and their ability to find a 

hyperplane that maximizes the separation between 

classes while minimizing the risk of overfitting. This 

results in strong generalization capabilities. The 

SVM model achieved an accuracy score of 97.59%. 

 

Decision Tree (D.T.): 

A supervised learning algorithm, known as a decision 

tree, is structured like a tree with a root node and 

various child nodes, which are created through binary 

or multi-split processes. Each decision tree employs 

its own algorithm for this splitting. As the tree 

develops, there is a risk of overfitting to the training 

data, potentially leading to anomalies, errors, or noise 

in the branches. To enhance classification 

performance, pruning is employed to eliminate 

certain nodes. Decision trees are popular due to their 

user-friendly nature and flexibility in handling 

different types of data attributes.  

 

Algorithm Steps for Decision Tree: 

1. Create tree ( T ). 

2. Calculate frequencies  (C_i, T)  

3. If all instances belong to the same class, return a 

leaf. 

4. For each attribute, set a test for splitting criteria, 

identifying the attribute that meets the test as test 

node ( K ). 

5. Repeat the process. 

 

 
Figure 3: KNN  

 

 
Figure 4: Decision Tree 
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Evaluation & Deployment 
 

The final phase of the CRISP-DM model is the 

evaluation and deployment stage, where all the 

developed models are compared to identify the 

most effective one for detecting fraudulent credit 

card transactions. Model accuracy refers to the 

percentage of instances that were correctly 

predicted. This accuracy is often illustrated 

through a confusion matrix, which displays True 

Positives (TP), True Negatives (TN), False 

Positives (FP), and False Negatives (FN). True 

Positives are fraudulent transactions that the model 

correctly identified as fraudulent, while True 

Negatives are non-fraudulent transactions 

accurately predicted as non-fraudulent. False 

Positives occur when non-fraudulent transactions 

are wrongly classified as fraudulent, and False 

Negatives arise when fraudulent transactions are 

incorrectly labeled as non-fraudulent. 

 

Motivation 

 

The growing complexity of data in today's digital 

landscape necessitates advanced methods for 

effective analysis and decision-making. As 

organizations increasingly rely on data-driven 

insights, the need for robust algorithms that can 

accurately classify and predict outcomes becomes 

paramount. Decision trees stand out as a powerful 

supervised learning algorithm, offering an intuitive 

structure that mimics human decision-making 

processes. Their ability to handle various types of 

data and their user-friendly nature make them 

particularly appealing for diverse applications, from 

finance to healthcare. However, challenges such as 

overfitting highlight the importance of refining these 

models to enhance their performance and reliability. 

By focusing on techniques like pruning, we can 

significantly improve classification accuracy and 

ensure that decision trees remain a vital tool in the 

ever-evolving field of machine learning. Embracing 

these advancements not only empowers 

organizations to leverage their data more effectively 

but also paves the way for innovative solutions that 

can tackle complex problems in real time. 

 

CONCLUSION 

 

In summary, this project aimed to identify the most 

effective machine learning model for detecting 

fraudulent credit card transactions. To achieve this, 

four different models were built and evaluated, with 

a primary focus on their accuracy in classifying 

transactions as fraudulent or non-fraudulent. The 

analysis revealed that the K-Nearest Neighbors 

(KNN) and Decision Tree models excelled, both 

achieving a perfect accuracy score of 100%. These 

results highlight the effectiveness of these models in 

detecting fraudulent activities, positioning them as 

ideal candidates for implementation in real-world 

fraud detection systems. 

 

By integrating these models into their operations, 

financial institutions can significantly mitigate the 

risk of credit card fraud, creating a safer and more 

secure environment for customers. Enhanced security 

fosters greater confidence in transaction safety, 

ultimately leading to improved customer satisfaction 

and overall experiences. The demonstrated success of 

these models in accurately identifying fraud 

underscores their potential to enhance fraud 

prevention strategies and contribute to a more secure 

financial ecosystem. 
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