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ABSTRACT—Adversarial examples are those inputs 

designed to deceive ML systems into making wrong 

predictions. Adaptation of machine learning in computer 

systems seriously raises several concerns about this 

manipulative behavior. This survey revisits 50 key works 

that have shaped Adversarial Machine Learning, focusing 

on its use in Cyber Security. The survey categorizes texts 

into key themes such as adversarial attack strategies, 

defense mechanisms, case studies, frameworks, and trends. 

It generally synthesizes the current state of the field on how 

attackers can compromise ML systems and their 

corresponding countermeasures. Perhaps the most 

important finding of this review is a gap between the 

theoretical developments in AML and their practical 

implementation. While lots of defense strategies have 

emerged, most of them remain untried under real-world 

conditions. Also, the efficiency of antimalware is bound to 

a specific model or type of attack, a factor that poses 

gendered questions in various other corners of cyber 

security. The researchers indicate that assessing AML 

defenses is hard to trace due to the lack of a measurement 

metric specified. Due to inconsistency, the studies vary, and 

it becomes hard to assess progress in that area. Therefore, 

this paper identifies ample opportunities for future 

research, since the significant limitations observed in 

deploying machine learning algorithms have been 

considered. That will be the implementation of different 

security measures for all the varied devices accessing the 

Internet or any other network, including cloud computing, 

using standard tools and anti-malware software. 

Index Terms—Adversarial machine learning, Cyber 

Security, Adversarial Attacks, Defense Mechanisms, Anti-

malware solutions. 

I. INTRODUCTION 

Adversarial Machine Learning (AML) has been a very 

important area of study in the wide cybersecurity 

domain. Much as machine learning models are rapidly 

being fielded in financial, healthcare, and defense 

applications, there is fast-growing concern about the 

potential for adversarial attacks against those models 

[26]. Adversarial attacks involve manipulating input 

data to trick an ML model into making incorrect 

predictions or classifications, hence reducing the 

security and integrity of the system relying on these 

models [5]. Increasing reliance on ML models for 

making decisions in critical infrastructure has exposed 

the vulnerabilities of these systems. Different 

applications of ML models in cyber-security include 

anomaly detection, intrusion detection, malware 

classification, and fraud detection [17]. However, the 

effectiveness of these models in ensuring digital asset 

security and hence safety from exposure of sensitive 

information is very important. However, the liability 

of an attack seriously questions the reliability and 

trustworthiness of the ML model [36]. In the last 

decade alone, a lot of research effort has been put into 

understanding and mitigating such risks under 

adversarial attacks. 

The topics of AML came to include a very wide 

variety of attack strategies, defense mechanisms, and 

evaluation techniques [42]. A few methods were 

developed by researchers to generate adversarial 

examples, which are inputs specifically crafted to 

cause an ML model to make incorrect predictions. 

Parallel to this, various defense methods have been 

designed to make the ML model more insensitive to 

such attacks, like adversarial training, input 

preprocessing, and modification of the architecture of 

the model. Though much progress has happened in 

AML, several challenges still face the community. 

One of the primary challenges is the trade-off between 

model accuracy and its robustness. While such 

proposed defense mechanisms do make models more 

robust to adversarial examples, they often do so only 

at the cost of full model accuracy [36]. General 

defense strategies are further hard to design due to this 

reason: the threat space is dynamic and methods for 

conducting attacks are constantly being invented. This 

has resulted in a cat-and-mouse race between attackers 

and defenders, with both sides continually improving 

their techniques in response to each other [42]. 

Another major challenge is that common metrics and 

benchmarks for the evaluation of AML research are 

not available. While most studies measure the 

effectiveness of adversarial attacks and defenses, a lot 

of these are done using different datasets, attack 

scenarios, and even metrics themselves, making it 

quite hard to compare results between studies. This 
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inconsistency hinders the drawing of generalized 

conclusions and applications of the research findings 

in real-world scenarios [42]. 

Thirdly, the research trend identifies a certain gap 

between conceptual improvements of AML and 

putting the same into practice [18]. Since most works 

are proposing various attack and defense techniques, 

applying them to real-world systems is practically 

infeasible. Challenges to the deployment of AML 

techniques in operational environments like financial 

systems, healthcare devices, and even autonomous 

vehicles include computational complexity, 

scalability, and continuous monitoring along with 

updates [19]. This paper is an attempt to contribute to 

the evolution of AML in cybersecurity, providing an 

in-depth review and analysis of 60 peer-reviewed 

papers published in reputable journals and 

conferences. The three-fold objective of the study is: 

to classify and make a comparison of the different 

kinds of attacks and defense mechanisms for 

adversarial attacks; to identify major challenges, open 

issues, and gaps in existing research; and to suggest 

future work directions that will be able  

to help bridge the gap between theoretical research and 

real-world system deployment [42]. By combining the 

body of work in these papers, aims to contribute to the 

effort to strengthen the security and robustness of ML 

models in cybersecurity. Results from this research are 

also expected to provide an update to researchers and 

practitioners on the current status of AML, the 

effectiveness of available defense strategies, and any 

required research to build machine learning systems 

that are both highly resilient and secure [42]. 

II. BACKGROUND 

Adversarial Machine Learning has become a very 

important domain of research within cybersecurity due 

to the fact that most sensitive and high-stake 

applications presently use Machine Learning models 

as the foundation on which their core operations rest, 

including finance, health, and defense [5]. The main 

focus of AML is to understand how ML models can be 

manipulated through well-crafted inputs, now called 

adversarial examples, to produce wrong predictions or 

classifications [26]. Adversarial examples received 

considerable attention with the increased deployment 

of ML models in domains where security and 

reliability are critical [42]. Ideally, adversarial 

examples belong to attackers who aim to use them to 

illustrate the intrinsic vulnerabilities in ML algorithms 

and, afterward, to break the integrity of systems that 

rely on these models for decision-making [18]. 

Understanding AML has its conceptual roots in the 

wider domain of robust machine learning, where 

pioneering research studied how to make the models 

resistant to noise and outliers present in the data [39]. 

As soon as ML models approached critical and 

security-sensitive applications, the interest focused on 

how those models could be deliberately deceived [36]. 

Early work in AML was mainly related to evasion 

attacks, where the adversaries created inputs that 

looked benign but were crafted for the express purpose 

of making the ML model misclassify them [29]. 

Meanwhile, AML has started to play the most 

important role in cybersecurity concerning both 

offense and defense [18]. Adversarial attacks can be 

mounted offensively to bypass intrusion detection 

systems, malware classifiers, or any other systems 

ensuring digital security, thus creating great breaches 

in digital security [42]. On the other hand, with respect 

to the defense side, it is critical to understand AML for 

developing more robust ML models that are resistant 

to such kinds of attacks [19]. 

Literally, the review has broadly categorized the AML 

strategies into two major areas: attack strategies and 

defense mechanisms [5]. Whereas the attack strategy 

deals with how the adversarial examples are generated 

and deployed, the defense mechanism deals with 

making the ML models robust against these attacks 

[36]. The importance of AML can hardly be 

overestimated, since ML models are increasingly 

being deployed in critical infrastructures such as 

financial systems, healthcare, and autonomous 

vehicles [17]. Such applications typically involve 

sensitive data, entail high reliability, and therefore are 

very interesting targets for adversarial attacks [26]. 

Potential consequences brought by successful attacks 

in these domains are financial loss, disclosure of 

sensitive information, and even human safety [18]. 

Current AML research is very much an 

interdisciplinary effort, drawing on the fields of 

computer science, cybersecurity, artificial 

intelligence, and data science [42]. This has generated 

a significant body of literature on both how adversarial 

examples work and the possible defense methods that 

can be employed against them, although much remains 

theoretical [39]. There is limited practical 

implementation of AML techniques in real systems 

due to the challenges that remain unaddressed [5]. 

Application of AI is very interesting, with healthcare, 

finance and defense as examples; such as predictive 

https://doi.org/10.7753/ijsea1304.1007
https://doi.org/10.1016/j.jisa.2020.102717
https://doi.org/10.1145/2046684.2046692
https://doi.org/10.7753/ijsea1304.1007
https://doi.org/10.7753/ijsea1304.1007
https://doi.org/10.1016/j.inffus.2024.102303
https://doi.org/10.1109/access.2020.3041951
https://doi.org/10.7753/ijsea1304.1007
https://doi.org/10.1016/j.jisa.2020.102717
https://unbss.com/index.php/unbss/article/view/34
https://ieeexplore.ieee.org/abstract/document/10498313
https://arxiv.org/abs/2107.02894
https://doi.org/10.1016/j.jisa.2020.102717
https://doi.org/10.7753/ijsea1304.1007
https://doi.org/10.1145/2046684.2046692
https://doi.org/10.1016/j.inffus.2024.102303
https://ieeexplore.ieee.org/abstract/document/10498313
https://arxiv.org/pdf/2002.05646
https://doi.org/10.1109/access.2020.3041951
https://doi.org/10.1016/j.jisa.2020.102717
https://doi.org/10.7753/ijsea1304.1007
https://unbss.com/index.php/unbss/article/view/34
https://doi.org/10.1016/j.inffus.2024.102303


© November 2024 | IJIRT | Volume 11 Issue 6 | ISSN: 2349-6002 

 

IJIRT 169990   INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY    3349 

analytics or fraud detection or autonomous systems. 

Thus this shows that AI’s importance in making 

different industries more efficient and improving their 

choices is on the rise. 

 

The Fig.1. shows how research activities are scattered 

among different fields like adversarial attack 

approaches, defense systems and assessment 

approaches. This graphical representation gives an 

overview of the main concerns and the amount of 

studies involved in the general domain of machine 

learning safety. 
 

 
Fig. 1. Research Focus Distribution 

 

III. PROBLEM STATEMENT 

The adoption of machine learning models in cyber 

security-related critical applications raises significant 

and growing concern regarding their vulnerability to 

adversarial attacks. In other words, an adversarial 

attack is such input specifically constructed with the 

intent to mislead the machine learning models into 

making incorrect predictions or classifications. This 

compromises system security depending on these 

models and their trustworthiness. Even after the surge 

in studies on adversarial machine learning, a number 

of challenges still exist:  

 

Vulnerability of ML Models: Machine learning 

models are still vulnerable to many aspects in 

cybersecurity. The adversaries may use these 

vulnerabilities to bypass security mechanisms, 

manipulate data, or trigger system failures. 

 

Poor Defense Mechanisms: A good number of defense 

strategies have been proposed against adversarial 

threats, but very few would work against the evolving 

attack techniques, while most remain far too 

specialized at working for a certain type of model or 

attack.  

 

Consequently, the lack of strong and generalizable 

defenses means vital systems are unprotected from 

possible invasions. 

Evaluation Challenges: The lack of standard outlay 

and evaluation measurements in AML research 

created different conclusions, hence making it difficult 

to test the credibility of various ways of defending 

against an attack. Discrepancies like these stalls the 

rise of reliable and one-size-fits-all answers. 

 

Research-Practice Gap: Theoretically, the 

advancement in AML is far from use in real-life cyber-

security systems. The majority of the suggested 

solutions are still at either an academic or 

experimental stage, where little is done to put them 

into practice. In view of this, the research problem 

statement shall be how to counteract adversarial 

attacks on machine learning models within the realm 

of cyber security by coming up with stronger and more 

general-purpose defense systems and bridging the gap 

between theory and practice. The time is ripe for this 

research to deeply review the existing AML 

techniques, identify the major challenges, and point 

out practical measures that would aid in enhancing the 

security and reliability of ML-based cyber security 

systems. 

 

 
Fig. 2. Illustrations of poisonous attacks, evasion 

attacks and privacy attacks 

 

In this fig. 2.  There are various kinds of adversarial 

attacks in machine learning. The main idea is that 

poisonous attempts deal with injecting noise into 

training data in order to reduce the performance of the 

model; evasion would mean tricking algorithms into 

producing wrong solutions through altering input 

values while every so often privacy invasion tries to 

extract some private user information from the system 

under study signifying different levels of insecurity 

against machine learning systems. 

 

IV. LITERATURE SURVEY 

 

Adversarial Attacks in Machine Learning: Generally, 

the different kinds of attacks, mounted with 

adversarial methods against machine learning, rely on 

inherent weaknesses in ML models to induce 

misclassifications or some other forms of erroneous 

predictions. Rosenberg et al. (2021) present a founding 
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overview of the different types of adversarial attacks, 

such as evasion, poisoning, and model extraction, 

along with the different defense mechanisms 

developed to counter these threats. Their survey 

focused on the growing importance of securing ML 

models, particularly from a cybersecurity perspective, 

given how serious the consequences would be for such 

an attack to occur  [1] 

 

Robust Defense Mechanisms: According to, there is 

related research regarding developing robust 

mechanisms against adversarial attacks. Paya et al. 

present a new IDS called Apollon in 2024, with 

defense against adversarial attacks. Apollon leveraged 

ensemble learning and anomaly detection methods to 

detect and mitigate the influence of adversarial inputs, 

reflecting strong resilience under various attack 

scenarios [2]. In this way, the modularity of 

assembling several defense mechanisms in the system 

for collective security improvement is identified in 

ML-based systems. 

Challenges in Network Security: Network security 

faces different types of adversaries that can attack the 

network, creating challenges for them. In network 

security, dynamics, and distribution altogether create 

a different level of defense complexity. Some such 

challenges are explained here, with further detailed 

explanations of adversarial attacks that could 

compromise network security systems. Their work 

throws light on possible solutions by using strong 

encryption methods and multi-layer defense for better 

protection against such sophisticated threats [4]. This 

study emphasizes the need to adopt comprehensive 

approaches in securing network environments. 

 

Explainable AI and Defense: As machine learning 

models get more complex, so should be their 

interpretability. It is expected that the explainability of 

AI should make ML models more understandable to 

human users, which forms a basis for identifying 

adversarial attacks and degrading their effects. In this 

regard, Khan & Ghafoor  (2024b) reviewed the two 

linked areas of XAI and adversarial machine learning 

and emphasized that developing robust models must 

be interpretable in order to keep off adversarial 

manipulations. Their work underlines the fact that the 

transparency of AI models can contribute a great deal 

toward early detection in adversarial activities and 

provide better security for AI systems in general [5]. 

 

Black-Box Transferability in Adversarial Attacks: One 

particular point that has given great cause for concern 

with regard to adversarial attacks is their 

transferability across different models, particularly in 

black-box scenarios. The empirical study on black-box 

adversarial transferability by Roshan & Zafar  

illustrates the fact that often the adversarial examples 

crafted for one model can effectively dupe another 

model. Such a proposition has serious consequences 

for cybersecurity since even those systems which may 

not be under direct attack can fall victim to adversarial 

examples transferred from other systems.This research 

increases the demand for cross-model defenses so as 

to minimize such transferability.[14] 

 

Industrial Control Systems Vulnerabilities: ICSs are 

critical infrastructures that are increasingly becoming 

targets of adversarial attacks due to their reliance on 

ML models for automation and decision-making. 

Anthi et al. (2021) investigate the specifics of the 

vulnerabilities of the ICSs to adversarial attacks and 

further propose tailored defense strategies. The 

contribution points out that ICS require customized 

security solutions, given the ICS's operational 

environment and possible impact of a successful attack 

with regard to disturbance in essential services [18]. 

 

AI-Powered Threat Detection: The use of AI in 

cybersecurity has developed an advanced system of 

threat detection to adapt to new and changing threats. 

Okoli et al. give an updated review on the current 

landscape of AI-powered threat detection, putting 

much focus on how machine learning models identify 

and mitigate cybersecurity threats in real time. Their 

work described the potency of AI in its constant 

adaptation and improvement against increasingly 

changing threats, as evident in malware detection and 

network security [13] . 

 

Role of AI in Strengthening Cybersecurity Resilience: 

Finally, the work of Shoetan et al. presented the bigger 

function of AI touching on strengthening 

cybersecurity resilience, focusing on aspects touching 

the telecommunications sector. Their conceptual 

framework looks at how AI technologies fit into the 

modern concepts of cybersecurity strategies, ensuring 

dynamic and adaptive defense. The predictability of 

adversarial attacks and the way AI may be used in pre-

emption to lower the impact on critical infrastructure 

[37] are discussed. This research underlines the 

importance of AI as an integral part of the future in 

cybersecurity defense. 

 

V. METHODOLOGIES 
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To address these research gaps, several methodologies 

can be employed [42]. Novel frameworks for enabling 

the analysis of adversarial threats and developing 

fitting defenses, including bases for categorizing the 

classes of attacks and developing robust, generalizable 

mechanisms for defense [36]. Methods of black-box as 

well as white-box attacks should be explored to 

understand model vulnerabilities from these levels of 

attacker knowledge [29]. Adversarial training can be 

undertaken in the learning process so that adversarial 

examples can enhance the model’s robustness [26]. 

Evaluation of these defense methods should be with 

different datasets and attack scenarios if the robustness 

and applicability of the methods are to be gauged [19]. 

It is possible to balance security measures in light of 

privacy concerns by integrating privacy-preserving 

techniques with adversarial defenses [42]. New attack 

methods are also to be researched in order to keep the 

defenses abreast with the changing threats [5]. 

Methods for Theory Validation: Finally, through the 

use of real-world datasets and practical testing 

environments, theoretical methods can be put into 

practice [18]. These sets of methodologies overall 

attain a better comprehension of AML and the use of 

effective practical defenses [39]. 

VI. RESEARCH GAP 

 

The current research in Adversarial Machine Learning 

(AML) in cybersecurity unveils the presence of some 

critical gaps [42]. One of the salient issues is the 

problem of superfluous generalization of defenses. 

Most of the proposed mechanisms are effective only 

with some specific adversarial attack types but do not 

generalize; therefore, they fail across different model 

architectures and attack scenarios [36]. This problem 

is further exacerbated by the lack of good evaluation 

metrics, as the currently available metrics are in no 

way standardized and still lack enough scope to 

capture the actual robustness these models have 

against a diverse set of adversarial threats [29]. 

Moreover, in general, privacy vs. security trade-offs 

are not well understood. Almost never in any of the 

research is it mentioned how the application of certain 

security measures would compromise the privacy of a 

user or vice versa such that a trade-off would be made, 

in a balanced way, between one or the other [18]. 

Thus, the deficiency of datasets to correctly train and 

evaluate adversarial defenses that will finally permit 

the development of such robust solutions has kept the 

area still very theoretical in the majority of proposed 

methods [42]. This also signals inadequacy in real-life 

applicability and relevant practical testing [19]. It is 

also clear that there is no comprehensive survey that 

encapsulates the current state of AML research, new 

emerging trends, and future directions [36]. Finally, 

relatively little work has been done on handling label 

noise, dubbed the problem of inaccurate or 

manipulated labels in the context of an adversary, so 

much work is urgently needed in developing methods 

that can handle and alleviate issues from label 

manipulation [39]. 

 

VII. CONCLUSION 

 

Global defenses need to be developed because most of 

the current mechanisms are not widely applicable 

between adversarial settings and model architectures. 

Working on the right evaluation metrics will, in turn, 

be able to evaluate and compare the effectiveness of 

most defenses throughout. One of the future research 

directions will be tied to balancing privacy and 

security which looks towards the development of 

defenses that do not affect the user's privacy while 

ensuring robust security is maintained. 

 

In emphasizing real-world testing, this ensures that the 

techniques constructed within the theoretical space are 

practical and effective for real cybersecurity 

environments. An increase in the availability of 

different datasets will lend greater support to the 

advancement and testing of robust adversarial 

defenses, hence bridging the gap between theoretical 

research and practical application. Lastly, a continuing 

update and widening of the surveys about AML, with 

the purpose of providing guidelines for future 

research, are able to capture new trends and emergent 

advances. Addressing these areas would therefore 

harden and render the solutions resilient to the 

adversarial machine learning domain and finally 

improve the defense of cybersecurity against an arms 

race with increasingly sophisticated cyber threat 

perpetrators. 
 

REFERENCES 

[1] Rosenberg, I., Cohen, R., Kim, D., Rothschild, 

D., & Bar, D. (2021). Adversarial machine 

learning attacks and defense methods in the 

cyber security domain. ACM Computing 

Surveys, 54(5), 1–36. 

https://doi.org/10.1145/3453158 

[2] Paya, A., Burge, J., & Butler, T. (2024). 

Apollon: A robust defense system against 

adversarial machine learning attacks in 

intrusion detection systems. Computers & 

https://doi.org/10.7753/ijsea1304.1007
https://ieeexplore.ieee.org/abstract/document/10498313
https://arxiv.org/abs/2107.02894
https://doi.org/10.1109/access.2020.3041951
https://doi.org/10.1145/2046684.2046692
https://doi.org/10.7753/ijsea1304.1007
https://doi.org/10.1016/j.inffus.2024.102303
https://doi.org/10.1016/j.jisa.2020.102717
https://unbss.com/index.php/unbss/article/view/34
https://doi.org/10.7753/ijsea1304.1007
https://ieeexplore.ieee.org/abstract/document/10498313
https://arxiv.org/abs/2107.02894
https://doi.org/10.1016/j.jisa.2020.102717
https://doi.org/10.7753/ijsea1304.1007
https://doi.org/10.1145/2046684.2046692
https://ieeexplore.ieee.org/abstract/document/10498313
https://unbss.com/index.php/unbss/article/view/34
https://doi.org/10.1145/3453158
https://doi.org/10.1145/3453158
https://doi.org/10.1145/3453158


© November 2024 | IJIRT | Volume 11 Issue 6 | ISSN: 2349-6002 

 

IJIRT 169990   INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY    3352 

Security, 136, 103546. 

https://doi.org/10.1016/j.cose.2023.103546 

[3] Addressing adversarial attacks against security 

systems based on machine learning. (2019, May 

1). IEEE Conference Publication. 

https://ieeexplore.ieee.org/abstract/document/8

756865 

[4] Khan, M., & Ghafoor, L. (2024, March 7). 

Adversarial machine learning in the context of 

network security: Challenges and solutions. 

Journal of Cybersecurity and Information 

Resilience. Retrieved from 

https://thesciencebrigade.com/jcir/article/view/

118 

[5] Khan, M., & Ghafoor, L. (2024). Adversarial 

attacks and defenses in explainable artificial 

intelligence: A survey. Information Fusion, 

102303.https://doi.org/10.1016/j.inffus.2024.1

02303 

[6] How deep learning sees the world: A survey on 

adversarial attacks and defenses. (2024). IEEE 

Journals & Magazine. Retrieved from 

https://ieeexplore.ieee.org/document/10510296 

[7] Olaoye, F., Potter, K., & Matthew, A. (2024, 

July). Adversarial machine learning for 

cybersecurity defense. 

ResearchGate.https://doi.org/10.13140/RG.2.2.

29562.09922 

[8] Potter, K., Rosen, J., & Ford, L. (2024, July). 

Adversarial machine learning for robust 

cybersecurity. ResearchGate.Retrieved from 

https://www.researchgate.net/publication/3822

98866_Adversarial_Machine_Learning_for_R

obust_Cybersecurity 

[9] Patil, N. B. C. (2024). Game theory and 

adversarial machine learning: Analyzing 

strategic interactions in cybersecurity. Deleted 

Journal, 31(3s), 470–486. 

https://doi.org/10.52783/cana.v31.802 

[10] Mathew, A. (2020, July). Adversarial attacks on 

machine learning cybersecurity defenses in 

cloud systems. ResearchGate. Retrieved from 

https://www.researchgate.net/publication/3432

22773_Adversarial_Attacks_on_Machine_Lea

rning_Cybersecurity_Defenses_in_Cloud_Syst

ems 

[11] Samad, A. (2023, July). Defending against 

adversarial attacks in AI-powered 

cybersecurity: A comprehensive exploration of 

defensive strategies. ResearchGate. Retrieved 

from 

https://www.researchgate.net/publication/3803

24807_Defending_Against_Adversarial_Attac

ks_in_AI-

Powered_Cybersecurity_A_Comprehensive_E

xploration_of_Defensive_Strategies 

[12] Pawar, A. (2024, March). Machine learning-

powered threat detection: Mitigating 

cybersecurity challenges. ResearchGate. 

Retrieved from 

https://www.researchgate.net/publication/3789

08812_Machine_Learning-

powered_Threat_Detection_Mitigating_Cyber

security_Challenges 

[13] Okoli, N. U. I., Adesoji, K., & Fasel, B. (2024). 

Machine learning in cybersecurity: A review of 

threat detection and defense mechanisms. 

World Journal of Advanced Research and 

Reviews, 21(1), 2286–2295. 

https://doi.org/10.30574/wjarr.2024.21.1.0315 

[14] Roshan, K., & Zafar, A. (2024, April). Black-

box adversarial transferability: An empirical 

study in cybersecurity perspective. 

ResearchGate. Retrieved from 

https://www.researchgate.net/publication/3798

97465_Black-

box_Adversarial_Transferability_An_Empiric

al_Study_in_Cybersecurity_Perspective?_sg=

ECdRb0S9V4TlnPC6bADI1Jw_It-

ep57LXmDOv5PlUtqM989pnLvQ-

njDtZfE7iNgYF0zUmD5C-

pllcg&_tp=eyJjb250ZXh0Ijp7ImZpcnN0UGF

nZSI6InNjaWVuY2VUb3BpYyIsInBhZ2UiOi

JfZGlyZWN0In19 

[15] Dayanand, N., Pawar, A., & Khan, S. (2024). 

Machine learning defenses: Exploring the 

integration of machine learning techniques 

within CAPTCHA systems to dynamically 

adjust challenge difficulty and thwart 

adversarial attacks. International Journal of 

Scholarly Research in Multidisciplinary 

Studies, 4(2), 1–7. 

https://doi.org/10.56781/ijsrms.2024.4.2.0030 

[16] Khan, M., & Ghafoor, L. (2024). Black-box 

adversarial transferability: An empirical study 

in cybersecurity perspective. Computers & 

Security, 141, 

103853.https://doi.org/10.1016/j.cose.2024.10

3853 

[17] Shankar, R., Shah, A., & Patel, D. (2020). 

Adversarial machine learning -Industry 

perspectives. arXiv. 

https://arxiv.org/pdf/2002.05646 

[18] Anthi, E., Williams, L., & Davies, N. (2021). 

https://doi.org/10.1016/j.cose.2023.103546
https://doi.org/10.1016/j.cose.2023.103546
https://doi.org/10.1016/j.cose.2023.103546
https://ieeexplore.ieee.org/abstract/document/8756865
https://ieeexplore.ieee.org/abstract/document/8756865
https://thesciencebrigade.com/jcir/article/view/118
https://thesciencebrigade.com/jcir/article/view/118
https://thesciencebrigade.com/jcir/article/view/118
https://thesciencebrigade.com/jcir/article/view/118
https://doi.org/10.1016/j.inffus.2024.102303
https://doi.org/10.1016/j.inffus.2024.102303
https://ieeexplore.ieee.org/document/10510296
https://ieeexplore.ieee.org/document/10510296
https://ieeexplore.ieee.org/document/10510296
https://doi.org/10.13140/RG.2.2.29562.09922
https://doi.org/10.13140/RG.2.2.29562.09922
https://www.researchgate.net/publication/382298866_Adversarial_Machine_Learning_for_Robust_Cybersecurity
https://www.researchgate.net/publication/382298866_Adversarial_Machine_Learning_for_Robust_Cybersecurity
https://www.researchgate.net/publication/382298866_Adversarial_Machine_Learning_for_Robust_Cybersecurity
https://www.researchgate.net/publication/382298866_Adversarial_Machine_Learning_for_Robust_Cybersecurity
https://www.researchgate.net/publication/382298866_Adversarial_Machine_Learning_for_Robust_Cybersecurity
https://doi.org/10.52783/cana.v31.802
https://doi.org/10.52783/cana.v31.802
https://doi.org/10.52783/cana.v31.802
https://www.researchgate.net/publication/343222773_Adversarial_Attacks_on_Machine_Learning_Cybersecurity_Defenses_in_Cloud_Systems
https://www.researchgate.net/publication/343222773_Adversarial_Attacks_on_Machine_Learning_Cybersecurity_Defenses_in_Cloud_Systems
https://www.researchgate.net/publication/343222773_Adversarial_Attacks_on_Machine_Learning_Cybersecurity_Defenses_in_Cloud_Systems
https://www.researchgate.net/publication/343222773_Adversarial_Attacks_on_Machine_Learning_Cybersecurity_Defenses_in_Cloud_Systems
https://www.researchgate.net/publication/343222773_Adversarial_Attacks_on_Machine_Learning_Cybersecurity_Defenses_in_Cloud_Systems
https://www.researchgate.net/publication/343222773_Adversarial_Attacks_on_Machine_Learning_Cybersecurity_Defenses_in_Cloud_Systems
https://www.researchgate.net/publication/380324807_Defending_Against_Adversarial_Attacks_in_AI-Powered_Cybersecurity_A_Comprehensive_Exploration_of_Defensive_Strategies
https://www.researchgate.net/publication/380324807_Defending_Against_Adversarial_Attacks_in_AI-Powered_Cybersecurity_A_Comprehensive_Exploration_of_Defensive_Strategies
https://www.researchgate.net/publication/380324807_Defending_Against_Adversarial_Attacks_in_AI-Powered_Cybersecurity_A_Comprehensive_Exploration_of_Defensive_Strategies
https://www.researchgate.net/publication/380324807_Defending_Against_Adversarial_Attacks_in_AI-Powered_Cybersecurity_A_Comprehensive_Exploration_of_Defensive_Strategies
https://www.researchgate.net/publication/380324807_Defending_Against_Adversarial_Attacks_in_AI-Powered_Cybersecurity_A_Comprehensive_Exploration_of_Defensive_Strategies
https://www.researchgate.net/publication/380324807_Defending_Against_Adversarial_Attacks_in_AI-Powered_Cybersecurity_A_Comprehensive_Exploration_of_Defensive_Strategies
https://www.researchgate.net/publication/380324807_Defending_Against_Adversarial_Attacks_in_AI-Powered_Cybersecurity_A_Comprehensive_Exploration_of_Defensive_Strategies
https://www.researchgate.net/publication/378908812_Machine_Learning-powered_Threat_Detection_Mitigating_Cybersecurity_Challenges
https://www.researchgate.net/publication/378908812_Machine_Learning-powered_Threat_Detection_Mitigating_Cybersecurity_Challenges
https://www.researchgate.net/publication/378908812_Machine_Learning-powered_Threat_Detection_Mitigating_Cybersecurity_Challenges
https://www.researchgate.net/publication/378908812_Machine_Learning-powered_Threat_Detection_Mitigating_Cybersecurity_Challenges
https://www.researchgate.net/publication/378908812_Machine_Learning-powered_Threat_Detection_Mitigating_Cybersecurity_Challenges
https://www.researchgate.net/publication/378908812_Machine_Learning-powered_Threat_Detection_Mitigating_Cybersecurity_Challenges
https://doi.org/10.30574/wjarr.2024.21.1.0315
https://doi.org/10.30574/wjarr.2024.21.1.0315
https://doi.org/10.30574/wjarr.2024.21.1.0315
https://www.researchgate.net/publication/379897465_Black-box_Adversarial_Transferability_An_Empirical_Study_in_Cybersecurity_Perspective?_sg=ECdRb0S9V4TlnPC6bADI1Jw_It-ep57LXmDOv5PlUtqM989pnLvQ-njDtZfE7iNgYF0zUmD5C-pllcg&_tp=eyJjb250ZXh0Ijp7ImZpcnN0UGFnZSI6InNjaWVuY2VUb3BpYyIsInBhZ2UiOiJfZGlyZWN0In19
https://www.researchgate.net/publication/379897465_Black-box_Adversarial_Transferability_An_Empirical_Study_in_Cybersecurity_Perspective?_sg=ECdRb0S9V4TlnPC6bADI1Jw_It-ep57LXmDOv5PlUtqM989pnLvQ-njDtZfE7iNgYF0zUmD5C-pllcg&_tp=eyJjb250ZXh0Ijp7ImZpcnN0UGFnZSI6InNjaWVuY2VUb3BpYyIsInBhZ2UiOiJfZGlyZWN0In19
https://www.researchgate.net/publication/379897465_Black-box_Adversarial_Transferability_An_Empirical_Study_in_Cybersecurity_Perspective?_sg=ECdRb0S9V4TlnPC6bADI1Jw_It-ep57LXmDOv5PlUtqM989pnLvQ-njDtZfE7iNgYF0zUmD5C-pllcg&_tp=eyJjb250ZXh0Ijp7ImZpcnN0UGFnZSI6InNjaWVuY2VUb3BpYyIsInBhZ2UiOiJfZGlyZWN0In19
https://www.researchgate.net/publication/379897465_Black-box_Adversarial_Transferability_An_Empirical_Study_in_Cybersecurity_Perspective?_sg=ECdRb0S9V4TlnPC6bADI1Jw_It-ep57LXmDOv5PlUtqM989pnLvQ-njDtZfE7iNgYF0zUmD5C-pllcg&_tp=eyJjb250ZXh0Ijp7ImZpcnN0UGFnZSI6InNjaWVuY2VUb3BpYyIsInBhZ2UiOiJfZGlyZWN0In19
https://www.researchgate.net/publication/379897465_Black-box_Adversarial_Transferability_An_Empirical_Study_in_Cybersecurity_Perspective?_sg=ECdRb0S9V4TlnPC6bADI1Jw_It-ep57LXmDOv5PlUtqM989pnLvQ-njDtZfE7iNgYF0zUmD5C-pllcg&_tp=eyJjb250ZXh0Ijp7ImZpcnN0UGFnZSI6InNjaWVuY2VUb3BpYyIsInBhZ2UiOiJfZGlyZWN0In19
https://www.researchgate.net/publication/379897465_Black-box_Adversarial_Transferability_An_Empirical_Study_in_Cybersecurity_Perspective?_sg=ECdRb0S9V4TlnPC6bADI1Jw_It-ep57LXmDOv5PlUtqM989pnLvQ-njDtZfE7iNgYF0zUmD5C-pllcg&_tp=eyJjb250ZXh0Ijp7ImZpcnN0UGFnZSI6InNjaWVuY2VUb3BpYyIsInBhZ2UiOiJfZGlyZWN0In19
https://www.researchgate.net/publication/379897465_Black-box_Adversarial_Transferability_An_Empirical_Study_in_Cybersecurity_Perspective?_sg=ECdRb0S9V4TlnPC6bADI1Jw_It-ep57LXmDOv5PlUtqM989pnLvQ-njDtZfE7iNgYF0zUmD5C-pllcg&_tp=eyJjb250ZXh0Ijp7ImZpcnN0UGFnZSI6InNjaWVuY2VUb3BpYyIsInBhZ2UiOiJfZGlyZWN0In19
https://www.researchgate.net/publication/379897465_Black-box_Adversarial_Transferability_An_Empirical_Study_in_Cybersecurity_Perspective?_sg=ECdRb0S9V4TlnPC6bADI1Jw_It-ep57LXmDOv5PlUtqM989pnLvQ-njDtZfE7iNgYF0zUmD5C-pllcg&_tp=eyJjb250ZXh0Ijp7ImZpcnN0UGFnZSI6InNjaWVuY2VUb3BpYyIsInBhZ2UiOiJfZGlyZWN0In19
https://www.researchgate.net/publication/379897465_Black-box_Adversarial_Transferability_An_Empirical_Study_in_Cybersecurity_Perspective?_sg=ECdRb0S9V4TlnPC6bADI1Jw_It-ep57LXmDOv5PlUtqM989pnLvQ-njDtZfE7iNgYF0zUmD5C-pllcg&_tp=eyJjb250ZXh0Ijp7ImZpcnN0UGFnZSI6InNjaWVuY2VUb3BpYyIsInBhZ2UiOiJfZGlyZWN0In19
https://www.researchgate.net/publication/379897465_Black-box_Adversarial_Transferability_An_Empirical_Study_in_Cybersecurity_Perspective?_sg=ECdRb0S9V4TlnPC6bADI1Jw_It-ep57LXmDOv5PlUtqM989pnLvQ-njDtZfE7iNgYF0zUmD5C-pllcg&_tp=eyJjb250ZXh0Ijp7ImZpcnN0UGFnZSI6InNjaWVuY2VUb3BpYyIsInBhZ2UiOiJfZGlyZWN0In19
https://www.researchgate.net/publication/379897465_Black-box_Adversarial_Transferability_An_Empirical_Study_in_Cybersecurity_Perspective?_sg=ECdRb0S9V4TlnPC6bADI1Jw_It-ep57LXmDOv5PlUtqM989pnLvQ-njDtZfE7iNgYF0zUmD5C-pllcg&_tp=eyJjb250ZXh0Ijp7ImZpcnN0UGFnZSI6InNjaWVuY2VUb3BpYyIsInBhZ2UiOiJfZGlyZWN0In19
https://www.researchgate.net/publication/379897465_Black-box_Adversarial_Transferability_An_Empirical_Study_in_Cybersecurity_Perspective?_sg=ECdRb0S9V4TlnPC6bADI1Jw_It-ep57LXmDOv5PlUtqM989pnLvQ-njDtZfE7iNgYF0zUmD5C-pllcg&_tp=eyJjb250ZXh0Ijp7ImZpcnN0UGFnZSI6InNjaWVuY2VUb3BpYyIsInBhZ2UiOiJfZGlyZWN0In19
https://doi.org/10.56781/ijsrms.2024.4.2.0030
https://doi.org/10.56781/ijsrms.2024.4.2.0030
https://doi.org/10.56781/ijsrms.2024.4.2.0030
https://doi.org/10.1016/j.cose.2024.103853
https://doi.org/10.1016/j.cose.2024.103853
https://arxiv.org/pdf/2002.05646
https://arxiv.org/pdf/2002.05646
https://arxiv.org/pdf/2002.05646


© November 2024 | IJIRT | Volume 11 Issue 6 | ISSN: 2349-6002 

 

IJIRT 169990   INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY    3353 

Adversarial attacks on machine learning 

cybersecurity defences in industrial control 

systems. Journal of Information Security and 

Applications, 58, 102717. 

https://doi.org/10.1016/j.jisa.2020.102717 

[19] Huang, L., Joseph, A. D., Nelson, B., 

Rubinstein, B. I. P., & Tygar, J. D. (2011). 

Adversarial machine learning. In Proceedings 

of the 4th ACM Workshop on Security and 

Artificial Intelligence - AISec ’11 (pp. 43–58). 

https://doi.org/10.1145/2046684.2046692 

[20] [20] Duddu, V. (2018). A survey of adversarial 

machine learning in cyber warfare. Defence 

Science Journal, 68(4), 356–

366.https://core.ac.uk/download/pdf/33372297

4.pdf 

[21] Adversarial machine learning applied to 

intrusion and malware scenarios: A systematic 

review. (2020). IEEE Journals & Magazine. 

Retrieved from 

https://ieeexplore.ieee.org/abstract/document/9

001114 

[22] Zhou, S., Zhang, Z., & Wang, Y. (2022). 

Adversarial attacks and defenses in deep 

learning: From a perspective of cybersecurity. 

ACM Computing Surveys. 

https://doi.org/10.1145/3547330 

[23] Zhang, S., Liu, Y., & Huang, X. (2020). A 

brute-force black-box method to attack 

machine learning-based systems in 

cybersecurity. IEEE Access, 8, 128250–

128263. 

https://doi.org/10.1109/access.2020.3008433 

[24] Abraham, T., & Juba, D. (2021). Adversarial 

machine learning for cyber-security: NGTF 

project scoping study AMLC team at UniMelb. 

Defence Science and Technology Group. 

https://www.dst.defence.gov.au/sites/default/fi

les/publications/documents/DST-Group-GD-

0988.pdf 

[25] Kuppa, A., & Le-Khac, N.-A. (2021). 

Adversarial XAI methods in cybersecurity. 

IEEE Transactions on Information Forensics 

and Security, 1–

1.https://doi.org/10.1109/tifs.2021.3117075 

[26] Shaukat, K., Luo, S., & Ali, Z. (2020). A survey 

on machine learning techniques for cyber 

security in the last decade. IEEE Access, 8, 

222310–222354. 

https://doi.org/10.1109/access.2020.3041951 

[27] Dunmore, A., Kumar, K., & Stevens, B. (2023). 

A comprehensive survey of generative 

adversarial networks (GANs) in cybersecurity 

intrusion detection. IEEE Access, 11, 76071–

76094. 

https://doi.org/10.1109/access.2023.3296707 

[28] A comprehensive survey: Evaluating the 

efficiency of artificial intelligence and machine 

learning techniques on cyber security solutions. 

(2023). IEEE Journals & Magazine. Retrieved 

from 

https://ieeexplore.ieee.org/abstract/document/1

0403908 

[29] Xi, B. (2021, June 29). Adversarial machine 

learning for cybersecurity and computer vision: 

Current developments and challenges. arXiv. 

https://arxiv.org/abs/2107.02894 

[30] McCarthy, A., & Kalhoro, R. (2022). 

Functionality-preserving adversarial machine 

learning for robust classification in 

cybersecurity and intrusion detection domains: 

A survey. Journal of Cybersecurity and Privacy, 

2(1), 154–190. 

https://doi.org/10.3390/jcp2010010 

[31] Adversarial learning in the cyber security 

domain. (2020). Semantic Scholar. 

https://www.semanticscholar.org/paper/Advers

arial-Learning-in-the-Cyber-Security-Domain-

Rosenberg-

Cohen/cf469f1234c004f7f9c1c3b7a1b4e8496f

95b1b6 

[32] Adversarial machine learning: A survey on the 

applications in cyber security. (2022). IEEE 

Journals & Magazine. 

https://ieeexplore.ieee.org/abstract/document/9

425086 

[33] Familoni, B. T. (2024). Cybersecurity 

challenges in the age of AI: Theoretical 

approaches and practical solutions. Computer 

Science & IT Research Journal, 5(3), 703–724. 

https://doi.org/10.51594/csitrj.v5i3.930 

[34] Afzal-Houshmand, S. (2023). A study of 

adversarial machine learning for cybersecurity. 

Technical University of Denmark. 

https://orbit.dtu.dk/en/publications/a-study-of-

adversarial-machine-learning-for-

cybersecurity 

[35] Ijiga, O. M., et al. (2024). Harnessing 

adversarial machine learning for advanced 

threat detection: AI-driven strategies in 

cybersecurity risk assessment and fraud 

prevention. Open Access Research Journal of 

Science and Technology, 11(1), 001–004. 

https://doi.org/10.53022/oarjst.2024.11.1.0060 

https://doi.org/10.1016/j.jisa.2020.102717
https://doi.org/10.1016/j.jisa.2020.102717
https://doi.org/10.1145/2046684.2046692
https://doi.org/10.1145/2046684.2046692
https://doi.org/10.1145/2046684.2046692
https://core.ac.uk/download/pdf/333722974.pdf
https://core.ac.uk/download/pdf/333722974.pdf
https://ieeexplore.ieee.org/abstract/document/9001114
https://ieeexplore.ieee.org/abstract/document/9001114
https://ieeexplore.ieee.org/abstract/document/9001114
https://ieeexplore.ieee.org/abstract/document/9001114
https://doi.org/10.1145/3547330
https://doi.org/10.1145/3547330
https://doi.org/10.1145/3547330
https://doi.org/10.1109/access.2020.3008433
https://doi.org/10.1109/access.2020.3008433
https://doi.org/10.1109/access.2020.3008433
https://www.dst.defence.gov.au/sites/default/files/publications/documents/DST-Group-GD-0988.pdf
https://www.dst.defence.gov.au/sites/default/files/publications/documents/DST-Group-GD-0988.pdf
https://www.dst.defence.gov.au/sites/default/files/publications/documents/DST-Group-GD-0988.pdf
https://www.dst.defence.gov.au/sites/default/files/publications/documents/DST-Group-GD-0988.pdf
https://www.dst.defence.gov.au/sites/default/files/publications/documents/DST-Group-GD-0988.pdf
https://doi.org/10.1109/tifs.2021.3117075
https://doi.org/10.1109/access.2020.3041951
https://doi.org/10.1109/access.2020.3041951
https://doi.org/10.1109/access.2020.3041951
https://doi.org/10.1109/access.2023.3296707
https://doi.org/10.1109/access.2023.3296707
https://doi.org/10.1109/access.2023.3296707
https://ieeexplore.ieee.org/abstract/document/10403908
https://ieeexplore.ieee.org/abstract/document/10403908
https://ieeexplore.ieee.org/abstract/document/10403908
https://ieeexplore.ieee.org/abstract/document/10403908
https://arxiv.org/abs/2107.02894
https://arxiv.org/abs/2107.02894
https://arxiv.org/abs/2107.02894
https://doi.org/10.3390/jcp2010010
https://doi.org/10.3390/jcp2010010
https://doi.org/10.3390/jcp2010010
https://www.semanticscholar.org/paper/Adversarial-Learning-in-the-Cyber-Security-Domain-Rosenberg-Cohen/cf469f1234c004f7f9c1c3b7a1b4e8496f95b1b6
https://www.semanticscholar.org/paper/Adversarial-Learning-in-the-Cyber-Security-Domain-Rosenberg-Cohen/cf469f1234c004f7f9c1c3b7a1b4e8496f95b1b6
https://www.semanticscholar.org/paper/Adversarial-Learning-in-the-Cyber-Security-Domain-Rosenberg-Cohen/cf469f1234c004f7f9c1c3b7a1b4e8496f95b1b6
https://www.semanticscholar.org/paper/Adversarial-Learning-in-the-Cyber-Security-Domain-Rosenberg-Cohen/cf469f1234c004f7f9c1c3b7a1b4e8496f95b1b6
https://www.semanticscholar.org/paper/Adversarial-Learning-in-the-Cyber-Security-Domain-Rosenberg-Cohen/cf469f1234c004f7f9c1c3b7a1b4e8496f95b1b6
https://ieeexplore.ieee.org/abstract/document/9425086
https://ieeexplore.ieee.org/abstract/document/9425086
https://doi.org/10.51594/csitrj.v5i3.930
https://doi.org/10.51594/csitrj.v5i3.930
https://doi.org/10.51594/csitrj.v5i3.930
https://orbit.dtu.dk/en/publications/a-study-of-adversarial-machine-learning-for-cybersecurity
https://orbit.dtu.dk/en/publications/a-study-of-adversarial-machine-learning-for-cybersecurity
https://orbit.dtu.dk/en/publications/a-study-of-adversarial-machine-learning-for-cybersecurity
https://doi.org/10.53022/oarjst.2024.11.1.0060
https://doi.org/10.53022/oarjst.2024.11.1.0060
https://doi.org/10.53022/oarjst.2024.11.1.0060


© November 2024 | IJIRT | Volume 11 Issue 6 | ISSN: 2349-6002 

 

IJIRT 169990   INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY    3354 

[36] IEEE. (2024). Adapting to evasive tactics 

through resilient adversarial machine learning 

for malware detection. IEEE Conference 

Publication | IEEE Xplore. 

https://ieeexplore.ieee.org/abstract/document/1

0498313 

[37] Shoetan, P. O., et al. (2024). Synthesizing AI’s 

impact on cybersecurity in 

telecommunications: A conceptual framework. 

Computer Science & IT Research Journal, 5(3), 

594–605. 

https://doi.org/10.51594/csitrj.v5i3.908 

[38] Sontan, D., & Samuel, V. (2024). The 

intersection of artificial intelligence and 

cybersecurity: Challenges and opportunities. 

World Journal of Advanced Research and 

Reviews, 21(2), 1720–1736. 

https://doi.org/10.30574/wjarr.2024.21.2.0607 

[39] Rasel, M., et al. (2023). Fortifying media 

integrity: Cybersecurity practices and 

awareness in Bangladesh’s media landscape. 

Unique Endeavor in Business & Social 

Sciences, 2(1), 94–119. 

https://unbss.com/index.php/unbss/article/view

/34 

[40] Adelani, F. A., et al. (2024). Theoretical 

frameworks for the role of AI and machine 

learning in water cybersecurity: Insights from 

African and U.S. applications. Computer 

Science & IT Research Journal, 5(3), 681–

692.https://doi.org/10.51594/csitrj.v5i3.928 

[41] Okafor, E. S., et al. (2024). Cybersecurity 

analytics in protecting satellite 

telecommunications networks: A conceptual 

development of current trends, challenges, and 

strategic responses. International Journal of 

Applied Research in Social Sciences, 6(3), 

254–266. 

https://doi.org/10.51594/ijarss.v6i3.854 

[42] Meduri, K., et al. (2024). Enhancing 

cybersecurity with artificial intelligence: 

Predictive techniques and challenges in the age 

of IoT. International Journal of Science and 

Engineering Applications. 

https://doi.org/10.7753/ijsea1304.1007 

[43] Hassan, A. O., et al. (2024). Cybersecurity in 

banking: A global perspective with a focus on 

Nigerian practices. Computer Science & IT 

Research Journal, 5(1), 41–59. 

https://doi.org/10.51594/csitrj.v5i1.701 

[44] Maddireddy, B. R., & Maddireddy, B. R. 

(2024). Advancing threat detection: Utilizing 

deep learning models for enhanced 

cybersecurity protocols. Revista Espanola de 

Documentacion Cientifica, 18(02), 325–355. 

https://redc.revistas-

csic.com/index.php/Jorunal/article/view/222/1

86 

[45] Albert, K., et al. (2020). Politics of adversarial 

machine learning. ArXiv.org. 

https://arxiv.org/abs/2002.05648 

[46] Lin, H.-Y., & Biggio, B. (2021). Adversarial 

machine learning: Attacks from laboratories to 

the real world. Computer, 54(5), 56–60. 

https://doi.org/10.1109/mc.2021.3057686 

[47] Wiyatno, R. R., et al. (2019). Adversarial 

examples in modern machine learning: A 

review. ArXiv.org. 

https://arxiv.org/abs/1911.05268 

[48] Popoola, O. A., et al. (2024). Exploring 

theoretical constructs of cybersecurity 

awareness and training programs: Comparative 

analysis of African and U.S. initiatives. 

International Journal of Applied Research in 

Social Sciences, 6(5), 819–827. 

https://doi.org/10.51594/ijarss.v6i5.1104 

[49] Guzman Camacho, N. (2024). The role of AI in 

cybersecurity: Addressing threats in the digital 

age. Journal of Artificial Intelligence General 

Science (JAIGS), 3(1), 143–

154.https://doi.org/10.60087/jaigs.v3i1.75 

[50] Ali, G., & Mijwil, M. M. (2024). Cybersecurity 

for sustainable smart healthcare: State of the art, 

taxonomy, mechanisms, and essential roles. 

Deleted Journal, 4(2), 20–62. 

https://doi.org/10.58496/mjcs/2024     

https://ieeexplore.ieee.org/abstract/document/10498313
https://ieeexplore.ieee.org/abstract/document/10498313
https://ieeexplore.ieee.org/abstract/document/10498313
https://ieeexplore.ieee.org/abstract/document/10498313
https://doi.org/10.51594/csitrj.v5i3.908
https://doi.org/10.51594/csitrj.v5i3.908
https://doi.org/10.51594/csitrj.v5i3.908
https://doi.org/10.30574/wjarr.2024.21.2.0607
https://doi.org/10.30574/wjarr.2024.21.2.0607
https://doi.org/10.30574/wjarr.2024.21.2.0607
https://unbss.com/index.php/unbss/article/view/34
https://unbss.com/index.php/unbss/article/view/34
https://doi.org/10.51594/csitrj.v5i3.928
https://doi.org/10.51594/ijarss.v6i3.854
https://doi.org/10.51594/ijarss.v6i3.854
https://doi.org/10.51594/ijarss.v6i3.854
https://doi.org/10.7753/ijsea1304.1007
https://doi.org/10.7753/ijsea1304.1007
https://doi.org/10.7753/ijsea1304.1007
https://doi.org/10.51594/csitrj.v5i1.701
https://doi.org/10.51594/csitrj.v5i1.701
https://doi.org/10.51594/csitrj.v5i1.701
https://redc.revistas-csic.com/index.php/Jorunal/article/view/222/186
https://redc.revistas-csic.com/index.php/Jorunal/article/view/222/186
https://redc.revistas-csic.com/index.php/Jorunal/article/view/222/186
https://redc.revistas-csic.com/index.php/Jorunal/article/view/222/186
https://redc.revistas-csic.com/index.php/Jorunal/article/view/222/186
https://arxiv.org/abs/2002.05648
https://doi.org/10.1109/mc.2021.3057686
https://doi.org/10.1109/mc.2021.3057686
https://doi.org/10.1109/mc.2021.3057686
https://arxiv.org/abs/1911.05268
https://doi.org/10.51594/ijarss.v6i5.1104
https://doi.org/10.51594/ijarss.v6i5.1104
https://doi.org/10.51594/ijarss.v6i5.1104
https://doi.org/10.60087/jaigs.v3i1.75
https://doi.org/10.58496/mjcs/2024

