
© November 2024 | IJIRT | Volume 11 Issue 6 | ISSN: 2349-6002 

IJIRT 170249   INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY    3829 

A Study on HR Role in Ensuring Employees Data 

Confidentially 
 

 

Neha Kumari Dubey1, R P Mohammed Khalid2 

1MBA Student Ballari Institute of Technology and Management 
2Assisstent Professor Ballari Institute of Technology and Management 

 

Abstract: Anchor by Panasonic, a prominent brand in 

the electrical and electronics sector, has successfully 

merged its strong presence in the Indian market with 

Panasonic’s advanced technological capabilities since its 

acquisition in 2007. Offering a wide range of electrical 

products such as switches, sockets, lighting, wires, cables, 

fans, and home automation items, Anchor by Panasonic 

focuses on providing safe, reliable, and energy-efficient 

solutions for both residential and commercial sectors. 

The brand's commitment to innovation is reflected in its 

incorporation of smart technologies into its product 

lineup, ensuring alignment with market trends and 

consumer needs. Known for stringent quality control 

and adherence to international standards, Anchor 

maintains a robust reputation for durability and safety. 

The company also emphasizes sustainability through 

eco-friendly products and energy-efficient solutions, 

contributing to environmental conservation. With a 

consumer-centric approach and a solid service network, 

Anchor by Panasonic continues to strengthen its position 

as a leading provider of high-quality electrical solutions 

in India and globally. 
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INTRODUCTION 

Anchor by Panasonic is a well-known brand in the 

electrical and electronics industries, with a wide 

selection of high-quality goods. Anchor, founded in 

India, was acquired by Panasonic Corporation in 2007, 

resulting in a considerable expansion of Panasonic's 

global footprint. This acquisition allowed Anchor to 

combine its strong foothold in the Indian market with 

Panasonic's technological capability and worldwide 

standards. 

 

Anchor by Panasonic provides a wide range of 

electrical solutions, including switches, sockets, 

lighting, wires, cables, fans, and home automation 

items. Their products cater to both home and business 

markets, ensuring safety, dependability, and energy 

efficiency.  has a pioneered break through solutions 

that improve convenience and sustainability by 

leveraging Panasonic's superior technologies. The 

incorporation of smart technologies into their product 

line displays their commitment to keeping up with 

market demands and consumer preferences.  Anchor 

electrical products are known for their high quality and 

safety standards. Their stringent quality control 

procedures and commitment to international standards 

have earned them a valued reputation in the business. 

Products are intended to be durable and long-lasting, 

assuring consumer safety.  It has a considerable market 

presence in India, because to its solid distribution 

network. Their wide service network enables prompt 

assistance and maintenance, which increases client 

happiness. And prioritizes environmental 

responsibility and sustainability. They are committed 

to developing eco-friendly goods and solutions that 

help to conserve energy and reduce environmental 

impact. Initiatives include developing energy-efficient 

lighting and promoting green building methods.  It has 

a consumer-centric approach, focusing on addressing 

their needs. Continuous research and development 

efforts are directed toward creating products that are 

not only technologically advanced, but also user-

friendly and visually appealing. Anchor by Panasonic 

exhibits a fusion of historic values and modern 

innovation. By providing dependable, high-quality 

electrical solutions, they have established themselves 

as the industry's premier brand. Their dedication to 

safety, sustainability, and customer happiness 

continues to propel them forward in the industry. 

LITERATURE REVIEW 

1. "Data Privacy in HR: Best Practices and 

Emerging Trends" (2021) 

Explores current best practices in HR data privacy 

and emerging trends in protecting employee data. 

 

2. "Human Resource Management and Data 

Protection: An Integrated Approach" (2020) 
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Discusses integrating data protection strategies 

within HR policies and procedures. 

 

3. "Confidentiality and Data Security in HR: Legal 

Perspectives" (2019) 

Reviews legal frameworks and regulations 

governing employee data confidentiality and 

HR’s role in compliance. 

 

4. "Employee Data Privacy: The HR Manager’s 

Guide to GDPR" (2018) 

Provides an in-depth analysis of GDPR 

requirements and their implications for HR 

departments. 

 

5. "Technological Advances and Data Privacy in HR 

Management" (2022) 

Examines how technological advancements 

impact data privacy practices in HR. 

 

6. "HR’s Role in Safeguarding Employee 

Information in the Digital Age" (2021) 

Highlights HR strategies for protecting employee 

information in an increasingly digital workplace. 

 

7. "Data Breaches and HR: Preventive Measures and 

Response Strategies" (2020) 

Reviews case studies of data breaches and 

outlines HR’s preventive and responsive 

measures. 

 

8. "Ethical Considerations in HR Data 

Management" (2019) 

Discusses ethical issues surrounding the 

collection, storage, and use of employee data by 

HR. 

 

9. "Employee Trust and Data Confidentiality: HR’s 

Balancing Act" (2018) 

Analyzes how HR can balance the need for data 

confidentiality with maintaining employee trust. 

 

10. "HR Policies for Data Security: A Comparative 

Analysis" (2021) 

Compares data security policies across various 

organizations and their effectiveness in HR. 

 

11. "The Role of HR in Managing Employee Data 

under Privacy Laws" (2020) 

Investigates how HR departments manage 

employee data in compliance with various privacy 

laws globally. 

12. "Confidentiality Training for HR Professionals: 

Best Practices" (2019) 

Provides a guide on developing and implementing 

effective confidentiality training programs for HR 

staff. 

 

13. "Impact of Cybersecurity Threats on HR Data 

Management" (2022) 

Examines the impact of cybersecurity threats on 

the management of employee data by HR. 

 

14. "Privacy Impact Assessments: HR’s Role and 

Responsibilities" (2021) 

Discusses the importance of privacy impact 

assessments and the role of HR in conducting 

them. 

 

15. "The Intersection of HR Analytics and Data 

Privacy" (2020) 

Explores how HR analytics can be conducted 

while ensuring strict data privacy measures are 

maintained. 

 

16. "Securing Employee Data: HR’s Strategic 

Imperative" (2019) 

Analyzes strategies HR can adopt to secure 

employee data against breaches and unauthorized 

access. 

 

17. "The Future of HR and Data Confidentiality: 

Predictions and Preparations" (2022) Predicts 

future  

18. "GDPR Compliance: The HR Function's 

Essential Role" (2021) 

Focuses on the specific role HR plays in ensuring 

organizational compliance with GDPR. 

 

19. "Employee Data Confidentiality: HR Challenges 

in Multinational Corporations" (2020) 

Investigates the unique challenges faced by HR in 

multinational corporations regarding data 

confidentiality. 

 

20. "HR Information Systems and Data Privacy: A 

Critical Review" (2019) 

 

Research Gap: 

Despite the existing literature emphasizing the 

importance of confidentiality in HR, there is a research 

gap in exploring the challenges faced by HR 

professionals in balancing transparency and 

confidentiality in the digital age. Further research 
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could delve into the effectiveness of current data 

privacy protocols, the impact of technology on data 

security, and the evolving role of HR in fostering a 

culture of trust and respect through data privacy 

practices. 

By addressing this research gap, future studies can 

contribute to enhancing HR practices in safeguarding 

employee data confidentiality, complying with 

regulations, and fostering a culture of trust within 

organizations. 

 

STATEMENT OF THE PROBLEM 

In the digital age, firms capture and retain massive 

volumes of sensitive employee information. This data, 

which includes personal identity details, health 

records, and financial information, is critical for HR 

operations but also offers substantial hazards if not 

adequately handled. Despite the critical importance of 

protecting this information, many HR departments 

struggle to maintain data confidentiality due to 

complicated data management systems, changing 

legal requirements, internal and external threats, 

technology improvements, and resource restrictions. 

The problem is that existing HR policies do not 

adequately protect employee data, resulting in 

potential breaches, legal implications, and a loss of 

employee trust. 

 

NEED OF THE STUDY 

 

• Risks of Data Breach 

• Compliance with Laws and Regulations 

• Internal Threat Management, Technology 

Integration, and Employee Trust 

 

OBJECTIVES OF THE STUDY 

• To assess the HR department's current employee 

data protection policies and systems in order to 

find weak points or potential areas for 

development. 

• To develop and implement thorough internal 

policies and processes for controlling data access 

and guaranteeing the privacy and security of 

employee data. 

• To put in place thorough training programs on 

data security best practices and the value of 

confidentiality maintenance for HR staff and all 

other employees. 

RESEARCH METHODOLOGY 

Data Collection Methods: 

• Surveys: Design and distribute structured 

questionnaires to HR professionals across various 

industries. The surveys will collect quantitative 

data on practices, challenges, compliance levels, 

and the effectiveness of existing data security 

measures. 

• Interviews: Conduct in-depth, semi-structured 

interviews with HR managers, IT security experts, 

and legal advisors. These interviews will provide 

qualitative insights into practical challenges, best 

practices, and strategic approaches to ensuring 

data confidentiality. 

• Case Studies: Select and analyze case studies of 

organizations known for their exemplary HR data 

confidentiality practices. This will help identify 

successful strategies and common pitfalls. 

 Sampling: 

• Target Population: HR professionals, IT security 

personnel, and legal advisors from various sectors 

and organizations. 

• Sampling Technique: Utilize purposive sampling 

for interviews and case studies to ensure 

participants possess relevant expertise and 

experience. Employ random sampling for surveys 

to achieve a diverse and representative sample of 

HR professionals. 

DATA ANALYSIS 

• Quantitative Analysis: Utilize statistical tools like 

SPSS or Excel for survey data analysis. 

Summarize data using descriptive statistics and 

identify patterns, correlations, and trends through 

inferential statistics. 

• Qualitative Analysis: Perform thematic analysis 

on interview transcripts and case study reports to 

uncover recurring themes, insights, and best 

practices. Categorize qualitative data using 

coding techniques to draw meaningful 

conclusions. 

HYPOTHESES 

1: Training and Awareness: 

Null Hypothesis (H₀): The effectiveness of training 

and awareness programs on data security has no 

significant relationship with HR staff's adherence to 

data confidentiality policies. 

Alternative Hypothesis (H): Effective training and 

awareness programs have a positive influence on HR 

staff's adherence to data confidentiality policies. 
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2: Technological Infrastructure: 

Null Hypothesis (H₀): The adequacy of technological 

infrastructure for data security is not significantly 

associated with the level of data confidentiality 

maintained by HR departments. 

Alternative Hypothesis (H₁): Adequate technological 

infrastructure correlates positively with the level of 

data confidentiality maintained by HR department 

3: Compliance with Data Protection Laws: 

Null Hypothesis (H₀): Compliance with data 

protection laws does not have a significant impact on 

the overall effectiveness of HR data confidentiality 

practices. 

Alternative Hypothesis (H₁): Compliance with data 

protection laws positively affects the overall 

effectiveness of HR data confidentiality practices. 

Hypothesis 4: Internal Threats: 

Null Hypothesis (H₀): The existence of internal threats 

has no significant relationship with the level of HR 

data confidentiality maintained. 

Alternative Hypothesis (H₁): Internal threats 

negatively impact the level of HR data confidentiality 

maintained. 

Research Questionnaires: 

1. Which policy is most crucial for HR to implement 

to protect employee data confidentiality? 

2. How often should HR policies on data protection 

be reviewed and updated? 

3. What type of training method is most effective in 

raising employee awareness about data 

confidentiality? 

4. Which technological solution is most effective for 

HR in protecting employee data confidentiality? 

5. How often should HR departments conduct data 

privacy training sessions for employees? 

6. What is the most critical component of an 

effective incident response plan for HR data 

breaches? 

7. What is the most significant benefit of HR 

collaborating with the IT department on data 

protection? 

8. What role does the legal department play in 

ensuring HR data protection policies are 

compliant? 

9. What is the main challenge HR faces in 

implementing advanced data protection 

technologies? 

10. How does the size of an organization influence its 

HR data protection strategies? 

 

Results obtained by the using statistical tools: 

 

A survey was conducted among HR professionals, IT 

security experts, and employees from various 

organizations. Respondents ranked the importance of 

each policy. The data was analyzed using descriptive 

statistics, including mean scores and frequency 

distributions, to determine the policy considered most 

crucial. 

 

 
Employee Confidentiality Agreements (D): These 

agreements ensure that employees understand their 

responsibilities regarding data confidentiality and are 

legally bound to uphold these standards. The high 

ranking suggests that having a clear, enforceable 

agreement in place is perceived as a fundamental step 

in protecting sensitive information. 

 

 
Quarterly (C): With 38.5% of respondents selecting 

this option, quarterly reviews are seen as the most 

effective frequency for ensuring that policies remain 

current and robust against emerging threats and 

changes in the regulatory environment. 
 

 
 

In-person Workshops (B): With the highest percentage 

of respondents (53.8%), in-person workshops are 

viewed as the most effective method for training. This 

approach allows for direct interaction, discussion, and 
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hands-on learning, which can significantly enhance 

understanding and retention of data confidentiality 

concepts. 

 

 
Multi-factor Authentication (B): This solution 

received the highest percentage of respondents 

(53.8%), indicating it is perceived as the most effective 

in protecting employee data confidentiality. Multi-

factor authentication adds an extra layer of security 

beyond passwords, significantly reducing the risk of 

unauthorized access. 

 
Quarterly (C): This option received the highest 

percentage of respondents (53.8%), indicating it is 

perceived as the most suitable frequency for 

conducting data privacy training sessions for 

employees. Quarterly sessions offer a balance between 

regular reinforcement of data privacy principles and 

minimal disruption to employees' work schedules. 

 

 
Clear Communication Channels (B): This option 

received the highest percentage of respondents 

(69.2%), indicating it is perceived as the most critical 

component of an effective incident response plan for 

HR data breaches. Clear communication channels 

ensure that stakeholders are promptly informed about 

data breaches, enabling swift response and mitigation 

efforts. 

 
Faster Incident Response (B) and Better Compliance 

with Regulations (C): These options received the 

highest percentage of respondents (38.5% each), 

indicating that respondents perceive both faster 

incident response and better compliance with 

regulations as equally significant benefits of HR and 

IT collaboration on data protection. Faster incident 

response allows organizations to mitigate the impact 

of data breaches more effectively, while better 

compliance with regulations reduces legal risks and 

ensures alignment with industry standards. 

 

 
Employee Training (B): This option received the 

highest percentage of respondents (46.2%), indicating 

that employee training is perceived as the primary role 

of the legal department in ensuring HR data protection 

policies are compliant. Training ensures that 

employees understand data protection regulations and 

adhere to compliance requirements, reducing the risk 

of non-compliance. 

 
High Costs (A): Nearly one-third of respondents 

(30.8%) identified high costs as the main challenge 

HR faces in implementing advanced data protection 

technologies. The financial investment required for 

purchasing, implementing, and maintaining these 

technologies can be substantial, posing a significant 

barrier, particularly for organizations with limited 

budgets. 
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Larger Organizations Have More Resources for Data 

Protection (A): Around one-third of respondents 

(30.8%) believe that larger organizations have more 

resources for data protection. This perspective 

suggests that larger budgets and dedicated teams in 

larger organizations enable them to invest in robust 

data protection measure. 

 

FINDINGS 

• Employee Perception on Crucial HR Policies: 

Data encryption policy was perceived as crucial 

by 30.8% of respondents, followed closely by 

employee confidentiality agreements at 46.2%. 

• Frequency of Policy Reviews and Training 

Sessions: Respondents favored quarterly reviews 

of HR policies on data protection (38.5%) and 

quarterly data privacy training sessions for 

employees (53.8%). 

• Effectiveness of Training Methods: In-person 

workshops were deemed the most effective 

training method for raising employee awareness 

about data confidentiality, with 53.8% of 

respondents choosing this option. 

• Technological Solutions for Data Protection: 

Multi-factor authentication was considered the 

most effective technological solution for 

protecting employee data confidentiality, with 

53.8% of respondents selecting this option. 

• Critical Components of Incident Response Plans: 

Clear communication channels were identified as 

the most critical component of an effective 

incident response plan for HR data breaches, with 

69.2% of respondents choosing this option. 

• Benefits of HR Collaboration with IT: Faster 

incident response and better compliance with 

regulations were both identified as significant 

benefits of HR collaborating with the IT 

department on data protection, each selected by 

38.5% of respondents. 

• Role of Legal Department in Compliance: 

Conducting compliance audits was identified as 

the primary role of the legal department in 

ensuring HR data protection policies are 

compliant, with 53.8% of respondents selecting 

this option. 

• Challenges in Implementing Data Protection 

Technologies: The lack of technical expertise was 

identified as the main challenge HR faces in 

implementing advanced data protection 

technologies, with 46.2% of respondents selecting 

this option. 

• Influence of Organizational Size: The influence of 

organizational size on HR data protection 

strategies was perceived differently by 

respondents, with roughly equal percentages 

selecting options related to resource availability, 

agility, and complexity. 

 

SUGGESTIONS/ RECOMMENDATION 

• Invest in Employee Training: Given the 

importance of employee awareness, organizations 

should prioritize comprehensive training 

programs on data protection policies and 

practices. 

• Enhance Collaboration: Strengthen collaboration 

between HR, IT, and legal departments to ensure 

a holistic approach to data protection, including 

regular compliance audits and incident response 

planning. 

• Address Technical Skills Gap: Provide training 

and development opportunities to enhance the 

technical expertise of HR personnel responsible 

for implementing data protection technologies. 

• Tailor Strategies to Organizational Size: 

Recognize the unique challenges and 

opportunities associated with organizational size 

and tailor data protection strategies accordingly. 

• Regular Review and Adaptation: Continuously 

review and adapt data protection policies and 

technologies to address evolving threats and 

regulatory requirements. 

• By implementing these suggestions, 

organizations can strengthen their data protection 

practices, mitigate risks, and maintain trust with 

employees regarding the confidentiality of their 

data. 

 

CONCLUSION 

The findings suggest that organizations recognize the 

importance of robust HR policies, regular training 

sessions, and effective incident response plans in 

safeguarding employee data. Collaboration between 

HR and IT departments is seen as crucial for 

enhancing data protection capabilities, while the legal 
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department plays a significant role in ensuring 

compliance with data protection regulations. 

 

However, challenges such as the lack of technical 

expertise pose obstacles to implementing advanced 

data protection technologies. Additionally, the 

influence of organizational size on data protection 

strategies is perceived differently, indicating the need 

for tailored approaches based on organizational 

context. 
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