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Abstract: The digital revolution has transformed the way 

personal data is collected, processed, and shared, making 

data protection and privacy a critical concern 

worldwide. In India, the growing digital ecosystem has 

brought the need for robust data protection laws to the 

forefront. From e-commerce transactions to social media 

interactions, individuals now share unprecedented 

amounts of personal information online, making them 

vulnerable to data breaches, misuse, and unauthorized 

access. Against this backdrop, India has made significant 

strides toward recognizing and addressing data privacy 

concerns through legislative and judicial developments. 

Historically, India lacked a cohesive framework for data 

protection, relying instead on sector-specific regulations 

and guidelines. This fragmented approach was 

insufficient to address the complexities of modern digital 

interactions. A turning point came in 2017, when the 

Supreme Court of India recognized the right to privacy 

as a fundamental right, establishing a constitutional 

foundation for future legislation. This landmark 

judgment catalyzed the introduction of the Personal 

Data Protection Bill, which aims to establish a 

comprehensive legal framework for safeguarding 

personal data. The bill seeks to regulate data collection, 

storage, and processing practices, imposing stringent 

obligations on data fiduciaries while empowering 

individuals with rights such as access, correction, and 

erasure of their data. 

Despite these advancements, the adequacy of India’s 

data protection laws remains a subject of debate. Critics 

argue that the proposed frameworks need to address 

emerging challenges such as cross-border data flows, 

data localization requirements, and the impact of new 

technologies like artificial intelligence and big data 

analytics. Moreover, balancing individual privacy rights 

with national security and economic interests continues 

to pose significant challenges. 

Organizations, too, play a pivotal role in ensuring data 

protection. With increasing scrutiny over their data 

handling practices, companies must prioritize 

compliance with privacy laws and adopt robust data 

protection measures. Failure to do so can lead to not only 

regulatory penalties but also reputational damage. 

As India advances toward becoming a digitally 

empowered society, the enforcement of data protection 

and privacy laws is vital for fostering trust among 

citizens and stakeholders. Comprehensive regulatory 

frameworks that address both existing and emerging 

challenges are essential for navigating the complexities of 

data protection in the digital age. 

This paper examines the evolution of data protection and 

privacy laws in India, evaluates their adequacy in 

addressing contemporary challenges, and explores 

potential reforms to strengthen the legal framework. By 

doing so, it underscores the importance of establishing a 

balance between individual privacy, technological 

innovation, and economic growth in India’s digital 

future. 

INTRODUCTION 

In an era characterized by rapid digital transformation, 

data protection and privacy laws in India have 

emerged as vital mechanisms for safeguarding 

individual rights and fostering public trust. The 

evolution of these laws mirrors the growing 

acknowledgment of the critical importance of personal 

data privacy in an increasingly interconnected and 

data-driven world. With the surge in online 

transactions, the widespread use of social media 

platforms, and the exponential growth of mobile 

applications, the demand for comprehensive and 

effective data protection frameworks has become more 

urgent than ever. 

Historically, India’s approach to data protection has 

historically been shaped by its unique societal 

dynamics and global technological advancements. In 

the early stages, data privacy measures in India were 

fragmented, relying primarily on sector-specific 

guidelines and existing legal provisions, such as the 

Information Technology Act, 2000. These measures, 

while addressing some concerns, lacked the coherence 

and depth required to deal with the complexities of 

modern digital ecosystems. 

A turning point came in 2017 when the Supreme Court 

of India, in a landmark judgment, recognized the right 
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to privacy as a fundamental right under Article 21 of 

the Constitution. This decision not only underscored 

the intrinsic value of privacy in a democratic society 

but also set the stage for the formulation of a structured 

and robust data protection regime. The ruling served 

as a catalyst for legislative reform, reflecting the 

judiciary’s proactive role in shaping data privacy 

discourse in India. 

The growing necessity for effective data protection 

frameworks is underscored by the unprecedented 

volume of personal information exchanged online. As 

individuals engage with various digital platforms—

ranging from e-commerce websites and social 

networks to digital payment systems—the risks of data 

breaches, unauthorized access, and misuse of personal 

information have become increasingly prominent. 

High-profile incidents of data theft and cyberattacks 

have further highlighted the vulnerabilities in existing 

systems and the urgent need for a robust regulatory 

framework. 

Moreover, organizations are under greater scrutiny 

regarding their data collection, storage, and usage 

practices. Businesses, both domestic and international, 

are recognizing that robust data protection policies are 

not merely compliance requirements but essential 

components of ethical and sustainable operations. 

Failure to implement adequate safeguards can lead to 

reputational damage, financial penalties, and erosion 

of consumer trust. 

In response to these challenges, the Indian government 

introduced the Personal Data Protection Bill, which 

seeks to establish a comprehensive legal framework 

for data protection. The Bill aims to regulate the 

processing of personal data by public and private 

entities, ensure accountability, and empower 

individuals with greater control over their personal 

information. Drawing inspiration from global 

standards like the General Data Protection Regulation 

(GDPR) in the European Union, the Bill emphasizes 

principles such as transparency, purpose limitation, 

data minimization, and user consent. 

Beyond legislative measures, the Bill also envisions 

the establishment of a Data Protection Authority 

(DPA) to oversee compliance, address grievances, and 

enforce penalties for violations. This institutional 

mechanism is expected to strengthen enforcement and 

ensure that data protection norms are consistently 

upheld. While the introduction of the Personal Data 

Protection Bill is a significant step forward, its 

implementation will pose challenges. Striking a 

balance between individual privacy rights and the 

legitimate needs of businesses and governments for 

data access is a complex task. Additionally, ensuring 

the Bill’s provisions are effectively enforced across 

India’s diverse socio-economic landscape will require 

significant investment in awareness, infrastructure, 

and capacity-building. 

Legal Frameworks for Data Protection 

The General Data Protection Regulation (GDPR) is a 

pivotal legal framework introduced by the European 

Union to establish strict guidelines for the collection, 

processing, and storage of personal data of individuals 

within and outside the EU. Approved in April 2016 

and implemented on May 25, 2018, the GDPR is 

regarded as one of the most stringent and far-reaching 

privacy laws globally. It aims to empower individuals 

by granting them greater control over their personal 

data while holding organizations accountable for the 

transparent and secure handling of such information. 

Objectives of GDPR 

• Universal Applicability: 

GDPR applies to all organizations processing the 

personal data of individuals in the EU, regardless of 

the organization’s physical location. 

Even websites outside the EU that attract European 

visitors or monitor their behavior are subject to GDPR. 

• Strengthening Consumer Rights: 

Ensures that consumers are informed about how their 

data is collected, used, and shared. 

Provides rights such as data access, rectification, 

erasure (the “right to be forgotten”), and portability. 

• Consent and Transparency: 

Requires explicit, informed consent from individuals 

before collecting or processing their data. 

Companies must use clear and straightforward 

language in privacy policies to avoid confusion or 

misrepresentation. 

• Accountability Measures for Organizations: 

Mandates companies to notify individuals promptly 

about data breaches that compromise their personal 

information. 

Requires regular assessments of data security 

practices. 
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Encourages the appointment of a Data Protection 

Officer (DPO) to oversee compliance. 

Impact of GDPR on Businesses and Websites 

• Increased Compliance Requirements: 

Companies must ensure adherence to GDPR’s 

stringent rules, often requiring significant changes in 

data handling and processing practices. This includes 

anonymizing or pseudonymizing personal data to 

enhance security and reduce the risk of misuse. 

• Data Breach Obligations: 

Organizations are required to notify regulatory 

authorities and affected individuals of data breaches 

within 72 hours, fostering greater accountability. 

• Cookie Disclosures and Consent Mechanisms: 

GDPR has popularized the use of cookie consent 

banners on websites, ensuring users explicitly agree to 

data collection through mechanisms like “Agree” 

buttons. 

Special Considerations Under GDPR 

• Data Anonymization and Pseudonymization: 

Personal data must be anonymized (stripped of 

identifiable attributes) or pseudonymized (replaced 

with pseudonyms) to protect user identities while 

enabling analytical uses like trend assessment or 

predictive modeling. 

• Coverage Beyond EU Borders: 

GDPR applies not only to EU citizens but also to 

residents of the EU, regardless of their nationality. For 

instance, a U.S. citizen living in the EU is entitled to 

the same protections under GDPR. 

• Obligations for Data Processing Officers (DPOs): 

Organizations must provide accessible contact details 

for DPOs, ensuring users can exercise their rights, 

including requesting data deletion or correction. 

Legal Frameworks: 

• Core Data Protection Principles (Article 5)   

Organizations must follow these seven principles 

when processing personal data:   

1. Lawfulness, Fairness, and Transparency (Article 

5(1)(a)):   

- Data must be processed lawfully, fairly, and 

transparently. 

2. Purpose Limitation (Article 5(1)(b)):   

- Data must be collected for specific, legitimate 

purposes and not used beyond that. 

3. Data Minimization (Article 5(1)(c)):   

- Only collect and process necessary data. 

4. Accuracy (Article 5(1)(d)):   

- Keep personal data accurate and up to date. 

5. Storage Limitation (Article 5(1)(e)):   

- Retain personal data only for as long as necessary. 

6. Integrity and Confidentiality (Article 5(1)(f)):   

- Secure personal data with appropriate measures. 

7. Accountability (Article 5(2)):   

- Organizations must demonstrate compliance with 

these principles. 

• Accountability and Data Security (Articles 24-25, 

32)   

- Compliance: Maintain records, assign 

responsibilities, and train staff (Article 24).   

- Data Security: Implement encryption, authentication, 

and access controls (Article 32).   

- Data Breach Notification: Notify authorities within 

72 hours of a breach (Article 33). 

• Data Protection by Design and Default (Article 

25)   

Organizations must integrate data protection measures 

into the design of processes and systems. 

• Lawful Basis for Data Processing (Article 6)   

Data can only be processed if justified by one of the 

following:   

1. Consent   

2. Contractual Necessity   

3. Legal Obligation   

4. Vital Interests   

5. Public Interest   

6. Legitimate Interests   
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• Consent Requirements (Articles 7-8)   

- Consent: Must be freely given, specific, informed, 

and unambiguous.   

- Withdrawal: Data subjects can withdraw consent at 

any time. 

• Data Subject Rights (Articles 12-22)   

Key rights include:   

1. Right to Be Informed (Article 12)   

2. Right of Access (Article 15)   

3. Right to Rectification (Article 16)   

4. Right to Erasure (Article 17)   

5. Right to Restrict Processing (Article 18)   

6. Right to Data Portability (Article 20)   

7. Right to Object (Article 21)   

8. Rights on Automated Decision-Making (Article 22) 

• Data Protection Officers (Articles 37-39)   

Organizations may need to appoint a Data Protection 

Officer (DPO) if:   

- A public authority.   

- Engaging in large-scale monitoring or processing of 

sensitive data.   

The DPO ensures compliance and liaises with 

regulators. 

Digital Personal Data Protection act, 2023 

The Digital Personal Data Protection Act, 2023 (DPDP 

Act), was enacted in August 2023; however, its Rules 

are yet to be notified. Consequently, until the Rules 

and the Data Protection Board are established under 

this Act, the existing legislation in this domain will 

continue to govern data protection. Notably, in the 

landmark judgment of Justice K.S. Puttaswamy & Anr. 

v. Union of India & Ors. ((2017) 10 SCC 1)1, the 

Supreme Court of India recognized privacy as a 

fundamental right and emphasized the necessity of a 

comprehensive data protection framework. 

 
1 https://www.india-briefing.com/doing-business-

guide/india/sector-insights/india-digital-

transformation 

Until the DPDP Act and its Rules come into effect, 

data protection in India remains guided by the 

provisions of the Information Technology Act, 2000 

(IT Act) and the Information Technology (Reasonable 

Security Practices and Procedures and Sensitive 

Personal Data or Information) Rules, 2011 (SPDI 

Rules). 

To address the growing challenges of cybercrimes and 

data privacy concerns, the IT Act has been 

supplemented over the years with multiple 

amendments and additional Rules, including the 

Information Technology (Intermediaries Guidelines 

and Digital Media Ethics Code) Rules, 2021 (IT Rules 

2021), which were further amended in 2023. 

Key Features of the DPDP Act, 2023   

The Digital Personal Data Protection Act, 2023 

simplifies data protection, reducing business 

obligations while expanding government authority 

without detailed guidelines. It applies to data 

processing related to goods or services offered within 

India, regardless of the provider's location.   

The Act requires lawful, informed consent for data 

processing, with exceptions for state functions and 

essential services. It grants individuals rights to access, 

correct, erase data, and withdraw consent, with added 

protections for minors.   

Data fiduciaries must secure data, report breaches, and 

erase data upon purpose completion. Significant 

fiduciaries have stricter obligations. The Act relaxes 

data localization rules, allowing the government to 

restrict transfers to specific countries for national 

security.   

Certain activities, like legal enforcement and research, 

are exempt, while the government can broadly exempt 

entities, raising concerns over uniform data protection.   

The Data Protection Board (DPB) is tasked with 

compliance and penalties, but its limited scope 

contrasts with the robust authority proposed in 2019. 

The DPB can impose fines, mediate disputes, and 

recommend blocking services of penalized entities.   

Analysis of the DPDP Act, 2023   

The Act establishes India's first comprehensive data 

privacy law, emphasizing consent-based data 
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processing, consumer rights, and obligations for 

businesses to ensure data security. It also sets up 

grievance redressal through the DPB. However, the 

effectiveness of these measures depends on robust 

implementation and enforcement.   

Concerns:   

- State Exemptions: Broad government exemptions 

risk undermining privacy protections.   

- Discretionary Powers: The government can exempt 

entities from compliance for up to five years, with 

vague guidelines.   

- DPB Limitations: The board's structure and limited 

powers may hinder impartial and effective regulation.   

Implementation Framework:   

1. Government Rules:   

Rules will address consent management, breach 

reporting, children's data, and fiduciary 

responsibilities, taking a lighter regulatory approach.   

2. DPB Decisions:   

DPB rulings will guide compliance and shape data 

protection jurisprudence.   

3. DPB Directives:   

These directives will influence practices but require 

checks to ensure fairness and balance.   

The Act aims to balance regulatory oversight with 

flexibility, fostering innovation while addressing 

privacy concerns. However, its broad exemptions and 

limited regulatory powers may challenge consistent 

application and enforcement. 

Individual Rights Under the DPDP Act, 2023   

1. Right to Access Data: Individuals can access a 

summary of their data, its purpose, and entities it is 

shared with (Section 11).   

2. Right to Rectify Errors: Individuals can request 

corrections to inaccurate or outdated data (Section 

12(1)).   

3. Right to Erasure: Individuals can request deletion of 

their data if it is no longer needed, subject to legal 

obligations (Section 12(1)).   

4. Right to Withdraw Consent: Consent can be 

withdrawn anytime, with withdrawal being as easy as 

granting consent (Sections 6(4), 6(7)).   

5. Right to Object to Marketing: Consent must specify 

purposes, enabling individuals to object to marketing 

uses (Section 6(4)).   

6. Protection Against Automated Decisions: 

Processing that adversely affects individuals or targets 

children is restricted (Sections 9(2), 9(3)).   

7. Right to Complain: Individuals can address 

grievances through Data Fiduciaries or escalate 

unresolved complaints to the Data Protection Board 

(Section 13).   

8. Right to Nominate: Individuals can nominate 

someone to manage their rights in case of death or 

incapacity (Section 14(1)).   

9. No Right to Compensation: Fines imposed on 

breaches are credited to the government, not 

individuals (Section 34).   

10. Collective Redress: The Act does not allow not-

for-profits to seek remedies on behalf of individuals, 

though future rules may clarify this.   

Children's Data Protections:   

1. Parental Consent: Verifiable consent from a parent 

or guardian is required before processing a child’s data 

(Section 9(1)).   

2. Well-Being Safeguards: Data processing must not 

harm a child’s well-being (Section 9(2)).   

3. Restricted Practices: Tracking, behavioral 

monitoring, and targeted advertising towards children 

are prohibited (Section 9(3)).   

Restrictions on International Data Transfers:   

1. General Restrictions: The Central Government may 

restrict personal data transfers to specific countries or 

territories (Section 16(1)). No countries are currently 

listed.   

2. Superseding Obligations: Stricter transfer 

requirements in other laws, such as RBI regulations on 

financial data, take precedence over the DPDP Act.   

3. Mechanisms for Compliance: Guidelines for 

international data transfers are yet to be established. 

Contracts may provide interim guidance until Rules 

are notified.   

4. Approval Requirements: No current requirement for 

registration, notification, or prior approval for data 

transfers abroad, pending further Rules.   
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5. Impact Assessments: The Act does not mandate 

transfer impact assessments but adopting this practice 

is recommended until official guidelines are issued.   

6. Guidance from Foreign Decisions: The DPDP Act 

does not incorporate foreign rulings like Schrems II. 

Guidance may emerge as Rules are developed.   

7. Standard Clauses: No specific guidance on using 

standard contractual/model clauses for international 

data transfers is available yet, pending Rules 

notification.   

 Data Security and Breach Obligations:  

1. Security Obligation: Under Section 8(5) of the 

DPDP Act, Data Fiduciaries are responsible for 

ensuring the security of personal data, including 

breaches caused by their Data Processors.   

2. Breach Reporting:   

- To Authorities: Data Fiduciaries must report breaches 

to the Data Protection Board and affected Data 

Principals (Section 8(6)).   

- Timeline: The Act does not specify a timeframe, but 

GDPR's 72-hour standard is anticipated. CERT-IN 

mandates reporting under the IT Act within six hours 

of awareness.   

3. Notification to Data Subjects: Affected individuals 

must be informed of breaches under Section 8(6). No 

prescribed timeline exists yet.   

4. Penalties: Breaches may incur penalties up to INR 

250 crores (Schedule I). These funds are deposited in 

the Consolidated Fund of India, and not paid to 

affected individuals.   

Technological Developments and Privacy Concerns in 

India 

The Indian Computer Emergency Response Team 

(CERT-In) has introduced cybersecurity guidelines for 

government entities to enhance protection against 

cyber threats. Applicable to government departments, 

public sector enterprises, and related organizations, the 

guidelines mandate appointing a Chief Information 

Security Officer (CISO), maintaining 

hardware/software inventories, conducting audits, and 

following CERT-In advisories. The guidelines are 

dynamic, evolving with the threat landscape, and 

cover domains like network, application, and data 

security. Meanwhile, the Reserve Bank of India (RBI) 

has proposed phased cybersecurity regulations for 

Payment System Operators (PSOs), emphasizing key 

risk indicators and security controls, with compliance 

deadlines extending to 2028 based on operator size. 

In parallel, India is advancing its digital governance 

framework. The Digital India Programme, extended 

until 2026, aims to expand digital infrastructure, 

governance, and citizen empowerment, with 

enhancements like new supercomputers and AI-

enabled translation tools. Additionally, the proposed 

Digital India Act, set to replace the 23-year-old IT Act, 

focuses on open internet, accountability, and 

adjudication for cyber disputes while addressing 

emerging technologies like AI. The introduction of the 

Virtual Digital Assets (VDA) regulation under the 

Prevention of Money Laundering Act and UIDAI’s 

AI/ML-based Aadhaar authentication further 

strengthens India’s digital ecosystem against fraud and 

enhances cybersecurity. 

Governments often invoke permissible restrictions to 

justify actions that may infringe on individual privacy, 

sometimes leveraging these measures to further 

political interests or suppress opposition. This has 

sparked debates over balancing state powers with 

citizens' privacy rights. The judiciary has played a key 

role in interpreting laws and addressing these 

conflicts, particularly in cases involving the clash 

between the right to privacy and the right to 

information, where public interest and individual 

privacy rights intersect. 

Key concerns include communication surveillance, 

characterized by fragmented standards, lack of judicial 

oversight, and minimal accountability for state 

agencies. Issues like mandatory subscriber 

registrations and broad data retention policies 

exacerbate these challenges. Additionally, data 

protection remains inadequate due to limited privacy 

laws, vague definitions of sensitive data, and 

insufficient consent mechanisms, leaving both public 

and private sectors vulnerable. 

Artificial Intelligence (AI) is a transformative 

technology driving societal benefits, economic 

growth, and global competitiveness. However, risks 

such as privacy violations, data biases, security 

breaches, and unethical applications have drawn 

comparisons to the dangers of nuclear weapons. The 

EU’s AI Act offers a model for regulation, blending 

horizontal and vertical approaches, categorizing AI 

applications by risk, and addressing emerging 

technologies like generative AI. 
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India's initiatives include the 2018 National Strategy 

for AI and the 2021 "Principles of Responsible AI" by 

Niti Aayog, emphasizing equality, safety, and 

accountability. Sector-specific guidelines, such as 

ethical standards for AI in healthcare and capital 

markets, reflect the nascent stage of India’s AI 

industry. Recent discussions at the G20 and B20 

summits, led by India, highlight the need for global 

frameworks for ethical AI. Upcoming legislation, such 

as the Digital India Bill, aims to harmonize laws and 

regulate emerging technologies, positioning India as a 

leader in responsible AI development. 

The Bureau of Indian Standards (BIS) has introduced 

IS 17428, a framework for data privacy assurance 

practices in organizations. This standard comprises 

two parts: the first mandates technical and 

administrative measures to protect personal and 

sensitive data during the design phase of products or 

services, while the second provides optional 

guidelines to support the implementation of these 

measures. Given India's absence of a comprehensive 

data privacy law, IS 17428 is viewed alongside the 

Information Technology (Reasonable Security 

Practices and Procedures and Sensitive Personal Data 

or Information) Rules, 2011, and standards like ISO 

27001 to foster secure data privacy practices. 

However, ambiguity remains regarding whether 

compliance with IS 17428 fully satisfies SPDI Rules, 

requiring organizations to use it as a reference while 

preparing for future data protection laws. 

The Information Technology (Intermediary 

Guidelines and Digital Media Ethics Code) Rules, 

2021, attempt to balance privacy rights with national 

security and public order. These rules require social 

media platforms to identify the "first originator" of 

messages but exclude access to message content. This 

traceability mandate is under judicial review by the 

Delhi High Court for potential conflicts with the right 

to privacy. Meanwhile, WhatsApp faces scrutiny over 

its amended privacy policy, which allows users to 

"opt-in" for data sharing with Facebook, raising 

concerns about whether this practice undermines 

legitimate consent by limiting service access for those 

who refuse. The Competition Commission of India is 

investigating its implications on the Indian market. 

Adequacy of Existing Legal Frameworks in India for 

Data Protection 

Sufficiency of Current Laws:   

India’s current data protection framework, primarily 

governed by the Information Technology (Reasonable 

Security Practices and Procedures and Sensitive 

Personal Data or Information) Rules, 2011, provides 

basic safeguards for sensitive data. However, it lacks 

comprehensive coverage, especially for personal data 

and emerging technologies like AI and blockchain. 

The Personal Data Protection Bill, 2019 (still under 

review) aims to address these gaps, expanding the 

scope to include all personal data and incorporating 

provisions like data localization and consent 

management. Despite these efforts, India’s framework 

remains incomplete without a unified law. 

Enforcement Mechanisms:   

While India’s regulatory framework introduces a Data 

Protection Authority (proposed in the 2019 Bill), the 

country still faces challenges in enforcement due to 

insufficient resources and a fragmented approach. 

Regulatory bodies like the Ministry of Electronics and 

Information Technology (MeitY) and CERT-In are 

involved but often lack the coordination and capacity 

to monitor compliance effectively across various 

sectors. 

Cross-Border Data Transfer Challenges:   

Data localization requirements introduced in the 2019 

Bill could impede cross-border data flow, affecting 

global businesses operating in India. While the GDPR 

permits cross-border data transfers under certain 

conditions (e.g., Standard Contractual Clauses), 

India’s approach to data transfer is still evolving, 

posing risks to international operations and 

compliance. 

Gaps in Addressing Emerging Technologies:   

India’s existing laws, including the IT Rules, do not 

fully account for the rapid advancements in 

technology such as AI, machine learning, and IoT. 

These technologies often process large volumes of 

personal data, raising new privacy risks. The proposed 

Personal Data Protection Bill, 2019 addresses some of 

these concerns but lacks specific provisions for 

emerging technologies, leaving gaps in protecting data 

against new forms of threats, like algorithmic bias or 

misuse of AI. Thus, there is a pressing need for 

continuous legislative updates to address the dynamic 

nature of data protection. 

Comparative Analysis  

1-Personal Data: Comparison between the GDPR and 

the DPDP Act 
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Personal data refers to any information that can 

identify a natural person, whether directly or 

indirectly. This includes basic details such as name, 

address, and phone number, as well as more specific 

information that can distinguish an individual from 

others. The General Data Protection Regulation 

(GDPR) provides a detailed definition of personal data 

under Article 4. It emphasizes that personal data can 

include both objective information (e.g., a person’s 

physical characteristics) and subjective information 

(e.g., preferences or behavior patterns) that help 

identify a data subject. Notably, the GDPR extends to 

data in various forms, including information collected 

via electronic devices like CCTV surveillance footage, 

as long as it can identify a person. The GDPR also 

covers pseudonymized data that can still be attributed 

to a person, but excludes anonymous data, as it cannot 

be used to identify an individual. 

In contrast, the Digital Personal Data Protection 

(DPDP) Act 2022 provides a more general definition 

of personal data. The Act defines personal data as "any 

data about an individual who is identifiable by or in 

relation to such data," but does not specify the types of 

data or identifiers that will be considered personal. 

Unlike the GDPR, the DPDP Act does not explicitly 

address the concept of pseudonymized data, nor does 

it clearly categorize personal data as sensitive or non-

sensitive. The Act also only applies to digitized 

personal data, leaving non-automated or non-digitized 

data unprotected, which differs from the GDPR’s more 

comprehensive approach that includes both automated 

and non-automated data processing. 

Furthermore, while the GDPR provides an expansive 

definition of personal data, encompassing "any 

information" that can be used to identify a natural 

person, the DPDP Act defines personal data in 

narrower terms, focusing on data that is digitized or 

processed through automated means. This creates a 

distinction between the two regulations, as the 

GDPR’s broad and inclusive definition ensures more 

robust protection across various types of data, while 

India’s DPDP Act, with its limited scope, may leave 

gaps in protection for non-digitized or non-automated 

personal data. 

In conclusion, the GDPR offers a more comprehensive 

and detailed framework for protecting personal data, 

covering a wider range of data types and processing 

methods. The DPDP Act, on the other hand, is more 

narrowly focused on digitized personal data and lacks 

the same level of clarity and categorization of personal 

data as the GDPR, which may lead to gaps in data 

protection in India. 

2-Data Minimization: Comparison between GDPR 

and DPDP Act 

Data minimization is a core privacy principle that aims 

to limit the collection, use, and processing of personal 

data to only what is necessary for a specific purpose. 

It helps reduce exposure to risks such as data breaches 

and cyberattacks. The principle ensures that data 

controllers collect only relevant data, which is 

adequate, necessary, and proportionate to the purpose 

for which it is processed. Irrelevant data should either 

be deleted or anonymized to mitigate risks. 

In the GDPR, the data minimization principle is 

clearly outlined in Article 5(1)(c), stating that personal 

data must be "adequate, relevant, and limited to what 

is necessary in relation to the purposes for which they 

are processed." Additionally, GDPR incorporates 

related principles such as purpose limitation (ensuring 

data is not used beyond its intended purpose) and 

storage limitation (restricting data storage to the 

necessary timeframe). However, with the growth of AI 

and algorithms, applying data minimization becomes 

more challenging. 

In contrast, the DPDP Act 2022 does not explicitly 

incorporate the data minimization principle. The Act 

provides a general framework for data protection but 

lacks specific guidelines on limiting data collection to 

only what is necessary. This gap could result in less 

effective data protection, as the DPDP Act does not 

clearly restrict the amount of data collected or 

processed in relation to its purpose. 

3-Data Security: GDPR vs. DPDP Act 

Data security is a fundamental principle aimed at 

protecting personal data from unauthorized access, 

loss, or destruction. Data controllers and processors 

implement organizational and technical measures to 

safeguard data integrity and confidentiality. These 

measures include secure data handling, IT policies, 

and anonymization practices to ensure data accuracy 

and minimize risks. 

Both the GDPR and DPDP Act 2022 require data 

controllers to adopt appropriate safeguards to protect 

personal data. Under GDPR, Article 32 and Recital 78 

specifically mandate data controllers to implement 

security measures, including encryption and access 

controls. In contrast, the DPDP Act (Section 9) only 

generally advises that data controllers and processors 
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adopt "reasonable security measures" without 

detailing specific security protocols, making it less 

prescriptive than the GDPR. 

4-Right to Access Information: GDPR vs. DPDP Act 

The right to access allows data subjects to request 

information from data controllers about their personal 

data being processed, including details about the 

recipients, purpose of processing, and their rights 

related to such data. Both the GDPR (Article 15) and 

the DPDP Act 2022 (Section 12) grant this right. In the 

EU, it stems from the right to respect private life, 

whereas in India, it is rooted in the Right to 

Information (RTI) under the Constitution. However, 

this right is not absolute and can be subject to 

limitations. For example, the Court of Justice of the 

European Union (CJEU) in the Rijkeboer case 

clarified that restrictions on the right to access, such as 

time limits, should not unduly impede the ability to 

obtain information about who is processing personal 

data. 

5-Right to Erasure: GDPR vs. DPDP Act 

The right to erasure, also known as the "right to be 

forgotten," allows data subjects to request the deletion 

of their personal data once it is no longer needed for 

processing. This concept originated in French 

jurisprudence and was first recognized in the Google 

Spain case, where the court ordered the removal of 

links containing information about EU residents due to 

an overreach of public interest. Similarly, in the 

Puttaswamy case, the Indian Supreme Court affirmed 

a person's right to control their presence on the 

internet. 

In India, the Karnataka High Court in the Sri 

Vasunathan2 case recognized the importance of 

protecting sensitive personal data by directing the 

removal of sensitive information about a woman from 

search engines. 

While the GDPR explicitly grants the right to erasure 

in Article 17, the DPDP Act 2022 addresses it more 

generally in Section 13(2)(d), allowing data subjects 

to request erasure if their data is no longer necessary 

for processing, except where it is needed for legal 

purposes. Unlike the GDPR, which clearly recognizes 

the right to be forgotten with defined exceptions under 

Article 17(3), the DPDP Act remains silent on the right 

 
2 https://www.mckinsey.com/capabilities/mckinsey-

digital/our-insights/digital-india-technology-to-

transform-a-connected-nation 

itself but provides similar exceptions in Section 18(2), 

such as when personal data is processed for statistical 

or historical purposes. Both laws offer similar grounds 

for exception regarding the erasure of data. 

 Analysis of Data Protection Laws: India vs. Other 

Countries 

India's data protection framework is fragmented, 

relying on provisions within laws like the Information 

Technology Act, 2000 and amendments in 2008. Key 

sections, such as 43A (failure to adopt security 

practices) and 72A (breach of confidentiality), aim to 

safeguard data but fall short of addressing the 

complexities of modern data ecosystems. The Personal 

Data Protection Bill, 2019, introduced after the 

landmark Justice K.S. Puttaswamy v. Union of India 

judgment, seeks to establish a comprehensive 

framework for personal data. However, it has been 

criticized for lacking clarity and enforcement 

mechanisms, highlighting India’s need for a more 

robust legal structure to regulate privacy effectively. 

In contrast, the European Union’s General Data 

Protection Regulation (GDPR) provides a 

comprehensive and rights-based approach to data 

protection, with stringent compliance requirements 

and heavy penalties, inspiring similar legislation 

worldwide. The UK’s Data Protection Act, 2018, 

derived from GDPR, focuses on transparency and 

accountability in data processing. The United States, 

while lacking a unified framework, employs a sectoral 

approach with laws like HIPAA (health data) and 

COPPA (children’s online privacy), alongside state-

specific regulations like California's CCPA. These 

frameworks emphasize industry-specific protections 

but sometimes create overlaps and gaps in coverage. 

Compared to global counterparts, India's approach 

lacks a comprehensive and effective enforcement 

mechanism, leaving loopholes and ambiguity in key 

definitions like "personal" and "sensitive" data. With 

increasing cyber threats and privacy breaches, India 

must prioritize implementing a clear, robust 

framework similar to GDPR, with strong penalties, 

independent oversight, and provisions for emerging 

technologies. A refined Personal Data Protection Bill 

could bridge these gaps, aligning India with global 

standards while addressing its unique privacy 

challenges. 



© December 2024 | IJIRT | Volume 11 Issue 7 | ISSN: 2349-6002 

IJIRT 170288   INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY      56 

Role of Corporate Entities in Data Protection: 

Corporate Social Responsibility (CSR): Evolution and 

Analysis   

CSR represents a corporation’s responsibility to 

consider its societal impact beyond legal obligations, 

evolving from theories like Shareholder Value Theory, 

focusing on profit maximization, to Corporate 

Citizenship, emphasizing a company’s integral role in 

society. While self-regulation through codes of 

conduct and industry norms offers flexibility, it risks 

becoming a public relations tool without robust 

enforcement. Practical implementation often 

combines voluntary initiatives, stakeholder pressures, 

and meta-organizations to promote accountability. 

However, CSR has faced challenges, including 

discrepancies between stated policies and political 

lobbying, underscoring the need for greater 

transparency and genuine societal commitment. 

Corporate Digital Responsibility (CDR): Emergence 

and Challenges   

CDR extends CSR principles to address the unique 

responsibilities arising from digital transformation, 

including data ethics, governance, and sustainability. 

While often viewed as an extension of CSR, CDR's 

distinct challenges—such as mitigating data 

colonialism, surveillance concerns, and algorithmic 

bias—demand a separate focus. Governments, like 

those of France and Germany, advocate for stronger 

accountability mechanisms in CDR to surpass 

minimal legal compliance. However, without enforced 

regulations, CDR risks replicating CSR's 

shortcomings, including performative compliance and 

inadequate enforcement in areas like environmental 

sustainability. 

Corporate Responsibility in Data Protection   

Data protection exemplifies corporate responsibility 

under CDR. While companies self-regulate through 

privacy policies and ethical frameworks, challenges 

arise from inadequate enforcement and a reliance on 

voluntary adherence. Effective CDR in data protection 

requires robust governance, transparency, and 

alignment with legal frameworks such as the GDPR. 

Companies must balance innovation with the ethical 

handling of personal data, ensuring accountability in 

areas like consent, data minimization, and security. To 

prevent misuse, regulatory oversight must 

 
3 https://indiankanoon.org/doc/127517806/ 

complement self-regulation, safeguarding individuals’ 

rights and trust in the digital ecosystem. 

Case Laws 

K.S. Puttaswamy vs Union of India3 

The case K.S. Puttaswamy (Retd.) vs. Union of India 

(2017) is a landmark Supreme Court decision where a 

retired High Court judge, K.S. Puttaswamy, 

challenged the constitutionality of the Aadhaar scheme 

on the grounds that it violated the right to privacy. The 

petition was filed before a nine-judge bench of the 

Supreme Court, which was tasked with determining 

whether the right to privacy is a fundamental right 

under the Indian Constitution. 

Issues: 

Whether the right to privacy is a fundamental right 

under the Constitution of India. 

Whether previous rulings in M.P. Sharma vs. Satish 

Chandra and Kharak Singh vs. The State of U.P. were 

correct in denying privacy as a fundamental right. 

Petitioner’s Argument: 

The petitioner argued that the right to privacy is an 

intrinsic part of the right to life and personal liberty 

under Article 21 of the Constitution, and is thus 

protected by the Constitution. The petitioner also 

challenged earlier decisions in M.P. Sharma and 

Kharak Singh, arguing that they wrongly denied 

privacy as a constitutional right. 

Respondent’s Argument: 

The respondents, representing the Union of India, 

contended that the Constitution does not explicitly 

guarantee the right to privacy. They argued that Article 

21 (right to life and personal liberty) did not cover 

privacy and that the previous rulings were correct in 

excluding it. 

Court’s Findings: 

The Court recognized the right to privacy as a 

fundamental right under Article 21, affirming that it is 

integral to the right to life and personal liberty. 

The Court also addressed the issue of informational 

privacy, stating that individuals have the right to 

control their personal data, and any unauthorized use 

of such data could violate their privacy. 
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It acknowledged the growing concerns about privacy 

in the digital age, where threats to privacy can come 

not only from state actors but also from non-state 

actors, especially in the context of technology and data 

processing. 

The judgment marked a significant shift in Indian 

jurisprudence by declaring privacy as a constitutional 

right, overruling previous judgments that had denied 

its status. This ruling has had far-reaching implications 

for laws related to data protection and privacy in India, 

influencing subsequent legislative developments such 

as the Personal Data Protection Bill, 2019.  

Avinash Bajaj vs State 4 

Facts: The case involved Ravi Raj, an IIT Kharagpur 

student, who listed an obscene MMS video for sale on 

baazee.com using the username ‘alice-elec.’ Despite 

the website's content filter, the video description 

("Item 27877408 – DPS Girls having fun!!! full video 

+ Baazee points") was posted. It remained on the site 

from November 27, 2004, at 8:30 PM to November 29, 

2004, at 10 AM, before being deactivated. The Delhi 

Crime Branch registered an FIR, and Ravi Raj, along 

with Avnish Bajaj (owner of the website) and Sharat 

Digumarti (responsible for content), were charged. 

Ravi Raj absconded, and Bajaj filed a petition to quash 

the criminal proceedings. 

Contentions: 

Petitioner (Avnish Bajaj): Argued that the website was 

only responsible for listing the video and did not 

facilitate the transfer of the obscene material. They 

claimed due diligence was exercised by removing the 

video promptly and argued that the website's role did 

not constitute an offence under Sections 292/294 of the 

IPC or Section 67 of the IT Act, 2000. 

State: Argued that the failure of the website to have an 

adequate content filter was a serious omission, leading 

to illegal content being posted. The State contended 

that the website was liable for not preventing the 

offence and for allowing payment to be processed even 

after the illegal listing was made. 

Issues: 

Can a case be established under Section 292 of the IPC 

against a company? 

 
4 https://indiankanoon.org/doc/1308347/ 

Does the doctrine of illegal omission result in criminal 

liability in this case? 

Can the director of a website be held liable under 

Section 67 of the IT Act if the website is not an 

accused? 

Decision: 

Section 292 IPC: The court held that a prima facie case 

was made out against the website for the obscene 

content listed and offered for sale. The court found that 

the website's failure to have an adequate filter, which 

could have detected the obscene content, meant the 

company could be held responsible, as knowledge of 

the illegal listing could be imputed to it under strict 

liability provisions of Section 292. 

Avnish Bajaj's Liability: The court ruled that the 

director (Bajaj) could not be automatically held liable 

under IPC for the company’s actions unless he was 

directly involved in the commission of the crime. Bajaj 

was discharged from charges under Sections 292 and 

294 IPC, but the case against other accused remained. 

Section 67 of IT Act, 2000: The court found a prima 

facie case against Bajaj under Section 67 of the IT Act, 

as the law deems criminal liability for directors, even 

when the company itself is not named as an accused. 

The court noted that Bajaj could be held responsible 

for failing to prevent the publication of obscene 

material. 

Thus, the petition for quashing was partially allowed, 

with Bajaj discharged from the IPC charges, but the 

case under the IT Act proceeded. 

Shreya Singhal v Union of India5  

Facts: Shreya Singhal v. Union of India was a 

landmark Supreme Court case concerning online 

speech and intermediary liability in India. The case 

challenged the constitutionality of Section 66A of the 

Information Technology Act, 2000, which 

criminalized the sending of offensive messages 

through communication services, etc., on the grounds 

that it violated the fundamental right to free speech 

under Article 19(1)(a) of the Indian Constitution. 

Issues: The main issue in the case was whether Section 

66A of the IT Act was unconstitutional for violating 

freedom of speech, and whether intermediaries (such 

5 https://indiankanoon.org/doc/110813550/ 
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as internet service providers) should be liable for 

content posted by users. 

Decision: 

Section 66A of IT Act: The Supreme Court struck 

down Section 66A as unconstitutional. It found that the 

provision was vague, overbroad, and not narrowly 

tailored to address specific instances of speech. The 

Court noted that the language of the provision had a 

'chilling effect' on free speech, as it could be used 

arbitrarily to censor legitimate expressions. 

Article 19(2) - Reasonable Restrictions: The Court 

held that the restriction under Section 66A was not a 

reasonable restriction as per Article 19(2) of the 

Constitution, which allows certain restrictions on free 

speech only in cases related to public order, security, 

or other specified matters. 

Section 79 of IT Act (Intermediary Liability): The 

Court read down Section 79, clarifying that 

intermediaries (such as social media platforms and 

online service providers) would only be required to 

remove content after receiving a court order or 

directive from a government authority. This revised 

the provision to ensure that intermediaries were not 

held liable for content unless they had actual 

knowledge of the illegal material. 

Section 69A of IT Act: The Court upheld Section 69A, 

which allows the government to block online content 

for reasons related to national security or public order. 

The Court found this provision to be narrowly drawn 

with sufficient safeguards to prevent arbitrary 

censorship. 

Significance: 

The judgment was a significant victory for online free 

speech in India, as it protected individuals from 

arbitrary restrictions on their speech through vague 

laws like Section 66A. 

The Court’s ruling on Section 79 emphasized that 

intermediaries could not be held liable for user-

generated content unless they received explicit orders 

from a court or government. 

The decision highlighted the importance of 

safeguarding free expression, particularly in the 

context of the internet, which provides a low-cost 

platform for people to share their views. 

Although Section 66A was struck down, it continued 

to be used in some cases as a punitive measure against 

online speech. 

The ruling also impacted the interpretation of 

intermediary liability, as seen in the Delhi High 

Court’s interpretation in MySpace v. Super Cassettes 

concerning copyright infringement. 

This case was a turning point in the legal landscape of 

digital freedom in India, reinforcing the need for 

precise and justified restrictions on online speech. 

Data Protection and Privacy in Specific Contexts 

In Healthcare Sector: 

In today’s interconnected world, national borders hold 

little significance in cyberspace, allowing industries, 

including healthcare, to harness digital technologies 

for new opportunities and revenue streams. 

Digitalization has revolutionized healthcare by 

altering how patients interact with medical 

professionals, facilitating faster decision-making 

regarding treatments and outcomes, and enabling 

seamless sharing of medical data. Innovations such as 

mobile applications and integrated web platforms aim 

to optimize the work of healthcare professionals and 

medical software, improve patient outcomes, reduce 

costs, and minimize human errors. Additionally, data 

integration ensures the smooth exchange of electronic 

health information while minimizing the expenses and 

challenges associated with system interfaces. 

Digital technologies, including the Internet of Medical 

Things (IoMT), have expanded the spectrum of 

medical therapies and transformed healthcare 

operations. However, they also introduce risks related 

to data privacy and security, posing challenges to 

managing sensitive patient information. Safeguarding 

this data while maintaining the availability and 

integrity of healthcare systems is critical to building 

trust and ensuring patient safety. By leveraging 

advanced networking and computing innovations, the 

healthcare sector continues to adapt and evolve, 

striving to balance technological advancements with 

robust security measures to protect patient information 

and enhance system reliability. 

Navigating Data Privacy Laws in FinTech:   

The intersection of FinTech and data privacy laws 

reflects the challenges of balancing rapid 

technological innovation with the need for robust 

consumer protections. FinTech companies rely on 

advanced technologies to offer innovative financial 
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services, but they must navigate a complex web of 

global data privacy regulations that vary significantly 

across jurisdictions. For example, Indonesia’s FinTech 

industry highlights the need for comprehensive legal 

frameworks to address technical and consumer 

protection issues, emphasizing the urgency of robust 

data protection laws. Globally, ethical concerns such 

as bias, transparency, and privacy underscore the 

importance of safeguarding consumer data through 

encryption, transparent data policies, and regulatory 

compliance to build trust in digital financial services.   

The Strategic Role of Data in FinTech   

Data is the cornerstone of the FinTech ecosystem, 

driving innovation, enhancing customer experiences, 

and enabling financial inclusion. FinTech firms 

employ advanced cybersecurity measures, such as 

SIEM systems, to protect sensitive information and 

maintain customer trust. Ethical considerations, 

including privacy, security, and regulatory adherence, 

are essential to fostering a responsible digital financial 

ecosystem. In markets like India, FinTech adoption 

has boosted financial inclusion and economic 

development, demonstrating the positive impact of 

data-driven strategies. However, addressing 

challenges like bias and data control remains critical 

to ensure that data use aligns with ethical and legal 

expectations, fostering trust and sustainable growth in 

the sector. 

Impact on Fundamental Rights: 

The Right to Privacy and Data Protection Laws in 

India   

In India, the right to privacy has been recognized as a 

fundamental right under Article 21 of the Constitution, 

as upheld by the Supreme Court in the landmark 

Puttaswamy v. Union of India judgment (2017). This 

decision laid the foundation for the development of 

comprehensive data protection laws to safeguard 

individual privacy in the digital age. The Digital 

Personal Data Protection Act, 2023, reflects this 

commitment, establishing a framework for protecting 

personal data, imposing obligations on entities 

handling data, and ensuring accountability through 

penalties for violations. These measures aim to protect 

individuals from misuse of their data while fostering 

trust in digital platforms. 

Balancing Privacy, National Security, and Ethics   

India’s data protection framework seeks to strike a 

balance between individual privacy and the broader 

imperatives of national security and public interest. 

Provisions allowing the government to access data 

during emergencies, such as pandemics or threats to 

national security, highlight the challenges of 

maintaining this balance. Ethical considerations also 

play a critical role, emphasizing transparency, fairness, 

and accountability in data collection and processing. 

Ensuring data protection laws prioritize these ethical 

values is vital for addressing public concerns about 

misuse while fostering a responsible and secure digital 

ecosystem. 

Proposed Reforms and Future Directions 

To strengthen India's data protection framework, 

several recommendations merit attention. Expanding 

the scope of the Digital Personal Data Protection Act 

to include stricter provisions for data localization, 

consent management, and independent oversight 

mechanisms can enhance its effectiveness. 

Establishing a more robust Data Protection Board with 

autonomy and wider enforcement powers is essential 

for ensuring compliance. Additionally, sector-specific 

regulations tailored to industries like healthcare and 

FinTech can address unique privacy challenges. 

Technology plays a pivotal role in enhancing data 

security. Innovations like advanced encryption, 

blockchain for secure data transactions, and AI-

powered threat detection systems can mitigate risks 

and prevent breaches. Future trends, such as increased 

use of privacy-enhancing technologies (PETs) and 

data anonymization techniques, are set to redefine 

privacy standards. However, these advancements must 

align with ethical principles and regulatory 

frameworks to strike a balance between innovation 

and privacy protection. 

CONCLUSION 

India's evolving data protection and privacy laws mark 

significant progress in safeguarding individual rights 

in the digital era. However, the current framework, 

while foundational, needs refinement to address 

emerging challenges, including rapid technological 

advancements, cross-border data flows, and growing 

cyber threats. Strengthening enforcement 

mechanisms, fostering public awareness, and 

enhancing international cooperation are critical steps 

forward. 

The adequacy of India’s laws is a work in progress, 

with much scope for improvement. Legislators must 

prioritize creating adaptable and comprehensive 

policies, organizations must adopt robust data 



© December 2024 | IJIRT | Volume 11 Issue 7 | ISSN: 2349-6002 

IJIRT 170288   INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY      60 

governance practices, and individuals must remain 

vigilant about their digital rights. A collective effort is 

essential to ensure that India builds a resilient and 

ethically sound data protection ecosystem that upholds 

privacy while fostering innovation. 
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