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Abstract—Remote Data Possession Checking (RDPC)
mechanisms ensure the integrity of outsourced data and
are typically classified into Public Verification: Any
cloud user can act as the verifier. Private Verification
Only the data owner can perform the verification.
However, practical scenarios often require a middle
ground where the data owner designates a specific
verifier who can perform integrity checks. Gains no
knowledge about the actual data during the process. The
traditional reliance on Public Key Infrastructure (PKI)
poses challenges, including complexity and insufficient
attention to data privacy. To address these limitations,
the proposed solution introduces an identity-based data
possession checking scheme with the following by verifier
specification enables the data owner to authorize a
specific verifier for the task. Data Privacy Protection
Utilizes data integrity proofs to ensure sensitive
information remains secure. Efficient verification
leverages the Merkle tree structure for streamlined and
secure integrity verification. Simplified Design avoids the
complexities of PKI, enhancing practical usability.

Index Terms—About four(minimum) key words or
phrases in alphabetical order, separated by commas.

I. INTRODUCTION

Cloud storage, a cornerstone of cloud computing,
offers users advantages such as flexibility, scalability,
cost efficiency, and ease of use. These benefits have
led to its widespread adoption for outsourcing data to
Cloud Service Providers (CSPs). However, the shift to
cloud storage raises significant security concerns.
Users lose direct control over their data, making them
unaware of its exact status in the cloud. CSPs, under
certain circumstances, might deliberately conceal data
breaches or losses caused by security threats. In some
cases, they might even delete infrequently accessed
data to optimize storage space for other users.
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To address such issues, Remote Data Possession
Checking (RDPC) schemes have been developed,
allowing users to verify the integrity of their
outsourced data. Many traditional RDPC schemes rely
on Public Key Infrastructure (PKI), which involves
complex certificate management processes, including
generation, delivery, storage, and revocation. These
operations lead to higher computational and
communication costs. Additionally, the security of
PKI can be compromised if the Certificate Authority
(CA\) is attacked or controlled by malicious entities.

To overcome the limitations of PKI, ldentity-Based
Cryptography (IBC) offers a promising alternative.
In IBC, a user’s public key is derived directly from
their unique identity, such as an email address or ID
number. This approach eliminates the need for
certificate management, reducing complexity and
enhancing efficiency.

RDPC schemes based on IBC can be classified into
private verification and public verification. Private
verification restricts the verification process to the data
owner, which can be resource-intensive and
impractical in certain scenarios. Public verification, on
the other hand, allows any cloud user to verify data
integrity, improving accessibility. However, it
introduces new security challenges. Public verifiers
may attempt to extract information from the data
during the verification process, posing a significant
risk when dealing with sensitive or confidential data.
Encrypting data before outsourcing is a common
method to protect privacy, but it comes with its own
challenges. Encryption increases the data owner's
processing burden and shifts the problem to key
management, as decryption keys can be exposed.
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Moreover, encrypted data is less useful in shared
scenarios. These limitations highlight the importance
of designing RDPC schemes that ensure privacy
protection without relying solely on encryption.

In many real-world situations, data owners may wish
to designate a trusted verifier to perform integrity
checks without compromising data privacy. For
instance, a user unable to access the internet due to
being on a battlefield may need to delegate verification
tasks. Similarly, a company storing confidential
business information in the cloud may want to prevent
competitors from faking identities to access its data. In
such cases, neither traditional private nor public
verification schemes are sufficient.

To address these gaps, researchers like Yan et al. have
proposed RDPC schemes where only a designated
verifier is authorized to check data integrity. This
approach ensures that verification remains secure and
privacy-preserving, meeting the needs of scenarios
requiring both confidentiality and flexibility.
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The concept of ensuring the security of outsourced
data has evolved significantly over the years. In 2007,
Juels et al. introduced the notion of Proof of
Retrievability (PoR) to model the security of
outsourced data. This approach combined error-
correcting codes with spot-checking to verify data
integrity. However, PoR in its initial form had
limitations, as it did not support public checking and
allowed only alimited number of verifications. Around
the same time, Ateniese et al. proposed Provable Data
Possession (PDP), a related technique that relied on
RSA-based homomorphic authenticators. PDP
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enabled public auditing and supported an unlimited
number of verifications, making it more flexible than
the original PoRmodel. Subsequent research
demonstrated that PoR is conceptually stronger than
PDP, as it ensures both data integrity and
retrievability, whereas PDP focuses primarily on
integrity. As a result, designing secure PDP protocols
is considered less challenging than constructing PoR
schemes. In 2017, Zhang et al. provided a general
framework for developing secure PDP protocols using
homomorphic encryption schemes, further advancing
the practical implementation of PDP. Another
significant contribution came in 2016 when Chen et al.
explored the intrinsic relationship between network
coding and secure cloud storage protocols. Although
these two areas appear fundamentally different and
had been studied independently, Chental. highlighted
how their principles intersect in certain scenarios.
However, this relationship does not apply in the
reverse  direction, emphasizing the nuanced
differences between thedomains. These developments
represent the ongoing efforts to enhance the security,
efficiency, and functionality of cloud storage systems,
addressing the challenges of data integrity, privacy,
and accessibility in outsourced environments.

I1l. METHODOLOGY- ALGORITHMS USED

The Identity-Based Merkle Verifier is a
cryptographic protocol designed to verify data
authenticity in cloud storage while eliminating the
reliance on traditional public key infrastructure (PKI).
The scheme leverages Merkle trees and identity-based
cryptography to provide efficient and secure data
integrity verification. The setup phase is executed by
a Key Generation Center(KGC), which uses a security
parameter to generate a master key and system
parameters. The KGC also handles the extraction of
user private keys based on their identity, ensuring
seamless integration with identity-based frameworks.
The verification process begins when a challenge
message is generated and sent to the Cloud Service
Provider (CSP). The CSP, in turn, generates a data
integrity proof using the challenge, the file in question,
and a set of tags. The designated verifier evaluates this
proof against the challenge, outputting a result of 1 or
0 to indicate whether the data is intact or
compromised. By incorporating Merkle trees, the
scheme ensures efficient verification, as the structure
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allows for fast and scalable integrity checks.To
enhance privacy during verification, some schemes
have introduced privacy-preserving techniques, such
as homomorphic linear authenticators and random
masking. These methods allow public auditing while
protecting data confidentiality. However, such
approaches often come with trade-offs, including
higher storage costs and vulnerabilities to certain
attacks. The Identity-Based Merkle Verifier aims to
balance efficiency, security, and privacy, though
challenges remain in optimizing performance and
resistance to advanced threats.

VI. RESULTS

Identity-based data checking with a designated verifier
on databaseprovides a robust framework for verifying
the integrity of outsourced database records while
addressing critical security and privacy concerns. By
leveraging identity-based cryptography, the scheme
eliminates the need for traditional public key
infrastructure, simplifying key management. Instead,
unique user identities, such as email addresses or
identification numbers, serve as public keys,
streamlining operations and reducing computational
overhead.The model introduces a designated verifier,
allowing the data owner to specify a trusted entity to
perform integrity checks.

V. CONCLUSION

This paper proposes an identity-based remote data
integrity checking scheme that ensures security and
privacy through a designated verifier, addressing
issues with semi-trusted verifiers. It supports dynamic
data operations like insertion, modification, and
deletion, making it adaptable for real-world
applications. Security is proven based on the Discrete
Logarithm (DL) and Computational Diffie-Hellman
(CDH) assumptions. Experimental analysis confirms
the scheme's efficiency and practicality, making it
ideal for secure and flexible cloud storage
environments.
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