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Abstract— Mobile network also called as cellular 

network. It is an instance of the wireless network. Mobile 

network is collection of base stations/towers, which are 

setup strategically to cover a specific geographical area. 

Mobile nodes in these type network moves unpredictably 

among base stations. In order to start the communication 

every device needs IP configuration, which will be 

allocated dynamically by DHCP (dynamic host 

configuration protocol) by default. Once 50% of the lease 

time is completed it will be renewed based on the request 

from DHCP client and availability of IP addresses in the 

IP pool. Every time a mobile device is connected to the 

access point in the mobile network it will allocated an IP 

configuration information without relating to its MAC 

(media access control) address. IP configuration include 

IP address, subnet mark, default gateway and DNS 

(domain name system) server. 

Keywords— Dynamic IP Allocation, DHCP, Mobile 

Networks, IP Configuration, IP Pool. 

I. INTRODUCTION 

A mobile network is an instance of the wireless 

network, that allows wireless communication among 

mobile devices such as smartphones, tablets, IoT 

devices, and Unnamed Area Vehicles (UAV). This 

communication is possible by connecting mobile 

devices to base stations or towers in the network. 

These towers will be set strategically to cover the 

specific geographical area, which provide 

communication between mobile devices and the 

wider telecommunications system. To facilitate 

communication between devices, mobile networks 

employ various technologies such as GSM (Global 

System for Mobile Communications), CDMA 

(Code Division Multiple Access), LTE (Long 

Term Evolution), and 5G[1]. Cellular network 

architecture is shown in Error! Reference source 

not found.[2]. 

 

Figure 1: Cellular Network Architecture 

Mobile devices in the mobile network moves 

frequently among various access points. When a 

mobile device connects to an access point it needs IP 

configuration information to start communication in 

the network. The IP configuration plays a vital in 

effective communication in the mobile network. The 

responsibility of assigning IP configuration to the 

mobile device lies with the Dynamic Host 

Configuration Protocol (DHCP)[3].This process 

includes mobile device requests for IP configuration 

from DHCP server and server acknowledge to assign 

IP configuration, shown in Error! Reference 

source not found..   

 

Figure 2: Mobile device request process for IP 

Configuration 

Proper IP allocation by DHCP insures that every 

mobile device gets a unique IP address for effective 
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communication. IP configuration allocation 

includes the allocation of subnet masks, default 

gateways, and DNS server to facilitate data 

exchange besides IP address[4] . 

Moreover, the IPv6 can be used in future to tackle 

the need for increased demand for IP address. IPv6 

has provide large IP pool compared to IPv4. This 

transition to IPv6 will facilitate the rising number 

of mobile devices in mobile networks, 

guaranteeing scalability and securing the 

allocation of IP addresses for the future. By 

implementing IPv6, mobile networks can 

efficiently and flexibly assign a vast array of IP 

addresses to accommodate the expanding number 

of devices. Additionally, the adoption of IPv6 will 

foster the expansion of networks by enabling the 

utilization of cutting-edge technologies like IoT 

(Internet of Things) and 5G connectivity. 

II.  LITERATURE SURVEY 

Number of mobile devices are rapidly increasing 

now a days and relying on IP configuration in mobile 

networks[5]. D u e  t o  t h e  u s e  o f  t his rapidly 

rising mobile devices like IoT devices and unnamed 

area vehicles caused a shortage of IP addresses. 

Consequently, allocating IP addresses to mobile 

devices is challenging task. One solution is to use 

IPv6, which offers a large pool of IP addresses. By 

doing so, day to day increasing devices in the mobile 

network can allocated addresses dynamically and 

each device gets unique IP address. This transition 

will provide a large IP pool in number of addresses, 

so that all future devices can be addressed 

effectively[6]. One possible improvement is that 

DHCP server allocates IP address dynamically to the 

mobile device for a specific period of time known as 

lease time[7]. So that every node gets IP address. 

Furthermore, by using network address translation 

(NAT) IP addresses can be preserved by reserving 

same IP address for multiple devices. NAT also 

secure internal IP addresses from outside IP 

addresses. This can mitigate the need for IPv4 

addresses and extending their availability of IP 

addresses among mobile devices[8]. Furthermore, 

network function virtualization (NFV) is capable of 

enhancing IP allocation through dynamic allocation 

mechanism and management of virtualized IP 

resources. NFV also improve flexibility and 

scalability in IP address allocation, enabling the 

provision of IP addresses for mobile and IoT devices 

as and when required. This results in effective use of 

IP resources and support the growing demand for 

devices in mobile networks[9]. Finally, with the use 

of IPv6 wider range IP addresses available in the 

pool. The increasing devices in the network can be 

addressed dynamically without any IP conflict. 

Moreover, IPv6 facilitate emerging technologies, 

including 5G and 6G networks, the Internet of 

Things, UAV etc. 

In the end of the literature survey, it is concluded that 

mobile networks require an effective dynamic IP 

configuration allocation.  

III. DYNAMIC HOST CONFIGURATION 

PROTOCOL 

The use of mobile devices in the mobile networks 

is increasing day by day. Due to the increasing 

mobile devices it becomes challenging task to 

assign IP addresses effectively. DHCP server is 

the solution which can allocate IP addresses 

dynamically. This automated process of IP allotment 

mitigate the burden on network administrators[10]. 

DHCP is the default protocol used by the most of 

the routers and networking equipment. 

• DHCP manages the provision of all the nodes 

or devices added or dropped from the network. 

• DHCP maintains the unique IP address of the 

host using a DHCP server. 

• It sends a request to the DHCP server whenever 

a client/node/device, which is configured to 

work with DHCP, connects to a network. The 

server acknowledges by providing an IP 

address to the client/node/device. 

The following are DHCP components involved in 

mobile networks: 

1. DHCP server: The DHCP server functions as a 

networked device that operates the DHCP 

service, storing IP addresses and associated 

configuration details. This device is commonly 

a server or a router, although it can also be any 

other type of host. 

2. DHCP client: The DHCP client is the recipient 

of configuration details from a DHCP server. 

This could be any type of device, such as a 

computer, laptop, IoT endpoint, or any other 

device that needs to connect to the network. The 

majority of devices are set up to automatically 

receive DHCP information. 

3. IP Address pool: The IP address pool refers to 

the set of addresses that DHCP clients can 

utilize. Generally, IP addresses are distributed 
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in a sequential manner, starting from the lowest 

address and progressing to the highest. 

4. Subnet: Subnets are segmented portions of IP 

networks that are utilized to maintain network 

manageability. 

5. Lease: The duration for which a DHCP client 

retains the IP address information is referred 

to as the lease period. Upon expiration of the 

lease, the client is required to renew it. 

DHCP also provides other configuration information 

to the devices, such as subnet masks, default gate- 

ways, and DNS (Domain Name System) server 

addresses, ensuring that the devices can 

communicate effectively on the network and 

connect to necessary network resources. This 

dynamic allocation of IP addresses also helps in 

preventing IP address conflicts on the network, 

ensuring smooth communication between devices.  

Error! Reference source not found. represents IP 

configuration allocated to a mobile device by 

DHCP server. 

 
Figure 3: IP Configuration allocation 1 

DHCP assigns an IP address to the mobile device 

for period of time called lease time. Mobile device 

sends a request to the server for renewal of IP 

address after 50% of the lease time is completed. 

Therefore, communication will be done 

smoothly[11]. DHCP maintains IP pool with 

contains all available addresses, from which it 

assigns IP address to the connected device. The 

server maintains IP pool centrally so that it can be 

easily controlled or maintained by the 

administrator. Additionally, DHCP server 

supports a specific feature to assign a specific IP 

address to devices based their MAC address 

(physical address) every time it is connected to the 

network[12]. This feature is useful when a device 

needs static IP address. For example a printer in net 

café is allocated with a static IP address no security 

issues will be there. But this is not useful as far as 

security of a device which is frequently moving among 

different access points in mobile network. Overall, 

DHCP server greatly reduce the network 

administrator’s burden to maintain IP address pool 

and assign IP address to mobile devices 

dynamically[13]. DHCP servers also provide the 

provision to define lease time of IP address. Once 

this time period is expired device will be de-allocated 

with current IP address. So that IP addresses will be 

allocated to all devices efficiently. Depending upon the 

network type and expected device count in the network, 

lease time will be set by the network administrator. 

This allows for the efficient use of available IP 

addresses and helps in optimizing network 

performance[14]. Additionally, DHCP servers 

also provide other IP configuration information 

such as default gateway, subnet mask, further 

simplifying network administration and reducing 

the possibility of configuration errors[15]. 

IV. METHODOLOGY AND RESULTS 

With the rising number of mobile devices, DHCP 

may face challenges in assigning IP addresses to 

all mobile devices using IPv4. Federica Laricchia, 

a researcher in the Technology and 

Telecommunications team at Statista, reported 

that the global count of mobile devices reached 

nearly 15 billion in 2021, surpassing the previous 

year’s figure of just over 14 billion. Projections 

indicate that the number of mobile devices will 

further rise to 18.22 billion by 2025, marking a 

significant increase of 4.2 billion devices 

compared to the levels observed in 2020[16]. 

Shown in the Error! Reference source not 

found.  

 
Figure 4: Year wise account of Mobile devices 

 

Since devices in mobile network leave and join the 

network unpredictably .It is challenging task to 

DHCP to assign IP to devices. The rise of IoT 

devices in mobile networks brings about issues such 

as ineffective access control and inadequate 
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authentication[17]. Moreover, the movement of end- 

devices in networks necessitates the use of resource 

allocation to avoid data loss, underscoring the 

importance of mobility-aware assignment 

strategies[18]. Additionally, the transition to 

distributed network architectures calls for new 

decision-making mechanisms for optimal base 

station assignment to mobile devices, improving 

system throughput while efficiently managing 

resources[19]. Overcoming these obstacles requires 

innovative approaches such as agile edge computing 

systems, proactive resource allocation, and 

distributed assignment algorithms to ensure smooth 

IP address assignment in dynamic mobile 

environments. 

Mobile devices within mobile networks have the 

ability to freely transition between different base 

stations (access points) in a dynamic manner. The 

network diagram (Error! Reference source not 

found.) provided depicts a real-time experiment 

scenario in which mobile devices can move 

seamlessly among three access points. 

 
Figure 5: Mobile network with three access points 

During my research into the allocation of IP 

configurations by a DHCP server to a mobile device 

that moves between various accesses points in a 

mobile network, I examined three real-time access 

points. 

1. Access point-I: It is a WiFi (wireless fidelity) 

network access point taken from SR University, 

Telangana,India. This network is public network 

to all the employees of that university. 

2. Access point-II & III: These are two different 

private WiFi access points owned by individuals. 

 

A. Access Point-I: 

When a mobile device is connected to the access point-

I (Error! Reference source not found.), which is 

organizational network (sru.edu.in) . It allocated IP 

configuration at two different instances as (Error! 

Reference source not found.,Error! Reference 

source not found.) 

 

The mobile device was connected to access point-I on 

27th May 2024 in the first allocation. It was assigned 

the IP address 10.2.9.237 with a lease time of 7 days, 

from 27th May 2024 to 4th June 2024. In the second 

allocation, on 5th May 2024, the same mobile device 

connected to the same access point-I after the IP 

address had expired. Surprisingly, the device was 

allocated the same IP address as in the first allocation, 

even though the lease time had already expired. 

 
Figure 6: IP configuration allocation 1(Access point-I) 

 
Figure 7: IP configuration allocation 2(Access Point-II) 
 

B. Access Point-II: 

Access point-II is private WiFi access point owned by 

an individual. When the same mobile device is 

connected to the access point-II, moving from access 

point-I. DHCP server allocated IP configuration as: 

(Error! Reference source not found., Error! 

Reference source not found.) 

The same mobile device now connected to the access 

point-II on 26th May 2024. In the first allocation it was 

assigned the IP address, 172.20.10.9 with a lease time 

of 1 day (i.e. next day midnight). In the second 

allocation, on 20th June 2024, the same mobile device 

connected to the same access point-II after the IP 

address had expired. Surprisingly, the device was 

allocated the same IP address as in the first allocation, 

even though the lease time had already expired. 
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Figure 8:IP Configuration allocation 1 (Access Point-II) 

 
Figure 9: IP Configuration allocation 2 (Access Point-II) 

 

C. Access Point-III: 

Access point-III is private WiFi access point owned by 

an individual. When the same mobile device is 

connected to the access point-III, moving from access 

point-I or access point -II. DHCP server allocated IP 

configuration as (Error! Reference source not 

found.,Error! Reference source not found.): 

The same mobile device in observation III is connected 

to the access point-III on 24th June 2024. In the first 

allocation it was assigned the IP address, 

192.168.215.117 with a lease time of 1 hour. In the 

second allocation, on 24th June 2024, the same mobile 

device connected to the same access point-III after the 

IP address had expired. Surprisingly, the device was 

allocated the same IP address as in the first allocation, 

even though the lease time had already expired. 

 
Figure 10: IP Configuration allocation1 (Access 

Point-III) 
 

 
Figure 11: IP Configuration allocation 2(Acceess 

Point-III) 

Observation from the above scenario is shown in the 

Error! Reference source not found.: 

 

TABLE I.  IP ALLOCATION BY VARIOUS 

NETWORKS 

 

It has been noted that regardless of how many times a 

mobile device is connected to any of the three access 

points, the DHCP server assigns the same IP address 

to the device even after the lease time has elapsed. The 

allocation of IP addresses by DHCP is done according 

to the MAC address of the device. Allocating the same 

address each time increases the vulnerability of the 

network to potential attackers, as they can more easily 

target and compromise the IP address. Such a practice 

goes against the principles of DHCP, which should 

assign IP addresses to devices randomly from the pool 

of available addresses upon connection to a mobile 

network. 

 

The server allocates IP address to the mobile devices 

by the following algorithm 1 

1. IP[N] ←IPaddr1 to IPaddrN      // IP[N] represents 

collection of addresses .N←0 to 255 

2. For all M (0 to 255) 

flag[M] ←1 

3. DHCPaddr←IP[0] 

4. For all mobile devices connected to a access point 

do 

a. Client broadcast a DHCP request message 

b. DHCP acknowledge with IP address. 

Access point 

type 

IP address allocation Lease 

time 

I: Organizational 

network 

10.2.9.237 (Same IP 

address allocated in two 

allocations. 

1 week 

(7 

days) 

II: personal 

network 

172.20.10.9 (Same IP 

address allocated in two 

allocations. 

1 day 

III: personal 

network 

192.168.215.117 (Same 

IP address allocated in 

two allocations.) 

1 hour 
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c. RIPno=random(1 to 255) 

d. If flag[RIPno]=1 

   assign IP[RIPno] to a mobile device 

   flag[RIPno] ←0 

e. else 

   goto step c 

5. When a device is dis-connected from the access 

point  flag[RIPno] ←1 

6. end 

 

Error! Reference source not found. depicts mobile 

network simulation. Here 5 mobile devices, one access 

point and one DHCP server is taken. DHCP server is 

assigned with IP address 172.16.0.1 and subnet mask 

255.255.255.0. DHCP dynamically allocates IP 

addresses to mobile devices to the access point from 

the address pool 254 IP addresses from 172.16.0.2 to 

172.16.0.255. All mobile devices gets IP addresses 

dynamically when connected to the access point. 

Eg: MOBILE DEVICE-III is allocated with IP address 

172.16.0.10 by the server. 

 

 
Figure 12: IP allocation to mobile devices by DHCP 

server. 

Mobile devices free to move from once access point to 

another in mobile networks. Assume that the MOBILE 

DEVICE-III is moving away from the access point, 

then it will be disconnected from the access point 

(Error! Reference source not found.). 
 
 

 
Figure 13: MOBILE DEVICE-III is disconnected from 

access point. 

When the MOBILE DEVICE-III is reconnected to the 

access point DHCP allocated IP address (172.16.0.3) 

dynamically to the device (Error! Reference source 

not found.), which is different from the previous IP 

address. Therefore we can say that the server is not 

considering physical address of the mobile device 

while allocating IP address. This way of random IP 

allocation will prevent attacks on the mobile networks. 

 

 
Figure 14: MOBILE DEVICE-III is reconnected with 

different IP address. 

V. CONCLUSION 

The mobile network is a type of wireless network 

where mobile nodes have the freedom to move between 

access points. Each time a mobile node connects to the 

network, the DHCP server dynamically assigns an IP 

address from the available pool of addresses. By 

allocating IP addresses without relying on the physical 

address of the device, potential attacks on the network 

can be prevented. This approach also helps minimize 

the burden on the network administrator due to the 

dynamic allocation process. Currently, this system is 

implemented using IPv4, which allows for a maximum 

number of mobile devices to be allocated addresses. 

However, if the number of devices exceeds the 

available pool of IPv4 addresses, IPv6 can be utilized 

to allocate addresses to mobile devices. 
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