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Abstract — Cyberbullying is a common threat in the digital
world that affects teens and young adults through harmful
behaviour's like spreading untrue rumour's, sharing
personal information without permission, and making
inappropriate remarks. These behaviour's frequently
result in serious emotional effects like depression, anxiety,
or suicidal thoughts. To solve this, we created "Billy," a
sophisticated chatbot that provides sufferers with
anonymous support. Billy enables safe incident reporting
and the submission of evidence to authorities while
protecting user privacy. Additionally, it gathers
anonymized data to help with preventive efforts by
identifying high-risk regions and patterns. Billy also
cultivates a victim support community online, encouraging
resiliency and camaraderie. Through community
development, data-driven insights, and human support,
Billy hopes to prevent online harassment and establish a
safer online space.

Index Terms — Cybrerbullying, Natural Language
Processing [NLP], Chatbot.

I. INTRODUCTION

Cyberbullying has become an increasing issue in the
digital age, especially affecting young adults and teens
on messaging applications, social media, and gaming
platforms. In contrast to traditional bullying,
cyberbullying can happen at any time and involves
damaging behaviour's such as circulating false
information, making harsh comments, and disclosing
personal information without permission. Because it is
so persistent and visible, victims rarely get a break
from it. Our solution to this problem is "Billy,"” a
cutting-edge chatbot that offers victims instant, private
assistance. Billy provides a secure environment for
incident reporting, evidence submission, and advice,
protecting users' privacy and well-being while
enabling them to fight online harassment.

It is especially harmful because of its tenacity and
scope, since victims are harassed everywhere they go
through smartphones and internet access. The
psychological impacts are significant and frequently
result in despair, anxiety, low self-esteem, and even
suicide thoughts, particularly in  emotionally
susceptible teens. To lessen these effects and give
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victims coping mechanisms, immediate intervention
methods are essential.

"Billy" provides a secure and private venue for
assistance to victims of cyberbullying. To protect their
privacy and facilitate action against criminals, victims
can submit comprehensive reports together with
supporting documentation, such as screenshots. Billy
makes it easier for users to submit events to
cybercrime departments, giving them the confidence
and security to handle them. Its prompt aid and
responsiveness give victims a sense of support and
inclusion.

In addition to helping individuals, Billy also helps
prevent it by gathering information on incidences. By
using this data, authorities can more efficiently
allocate resources by identifying high-risk regions and
patterns. Furthermore, Billy helps victims feel like
they belong by promoting anonymous support and
experience sharing, reaffirming that they are not alone
in their hardships.

Il. BACKGROUD LITERATURE

Cyberbullying is a major societal problem in the age
of technology that disproportionately impacts
adolescents and has serious emotional and
psychological repercussions. The impact it has on
mental health is shown by research by Kowalski et al.
(2014), which also highlights the necessity of real-
time therapeutic solutions. Al-powered chatbots, such
as the "Billy," that has been proposed, present a viable
answer by giving victims a sympathetic, anonymous
platform for instant help and recovery.

It has a significant negative influence on young adults,
frequently leading to feelings of loneliness, anxiety,
and sadness, and in extreme situations, suicide
thoughts (Kowalski et al., 2014; Tokunaga, 2010).
Recovery might be difficult since victims may socially
retreat because of their frustration and anger.
According to Spriggs et al. (2012), peer support
networks have demonstrated efficacy in promoting
emotional healing by offering victims empathy and
camaraderie. By providing a secure online community
where victims can exchange stories and get advice, the
"Billy" chatbot helps victims regain their confidence
and feel less alone.
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The "Billy" chatbot uses cutting-edge tools like NLP
and real-time communication frameworks to offer
victims prompt, compassionate assistance. Real-time
communication guarantees prompt responses, while
NLP facilitates nonjudgmental exchanges that
encourage victims to relate their experiences without
fear of condemnation (Dehghani et al., 2018).
(Aljohani et al., 2019). This blend of emotional
intelligence and responsiveness fosters a nurturing
atmosphere that enables victims to take concrete
action.

Fear of reprisals prevents many victims from reporting
cyberbullying (Smith et al., 2019). To guarantee
anonymity and safe data processing, "Billy" uses
authentication and encryption techniques (Kumar &
Nanda, 2018). According to Hinduja and Patchin
(2015), the chatbot also makes it easier to gather
digital evidence by helping victims record and upload
important data, such as screenshots, which aids in law
enforcement investigations.

In addition to helping individuals, "Billy" contributes
to prevention by gathering anonymized data on
instances of cyberbullying. Law enforcement and
legislators can use this data to spot patterns and
establish efficient resource allocations. A data-driven
approach to prevention is encouraged by features like
real-time crime data visualization, which improve
reactions to cyberbullying even more (Brewer &
Kerslake, 2015). "Billy" provides a complete solution
to stop cyberbullying and promote a safer online
environment by combining emotional support, secure
reporting, and actionable insights.

I1l. PROPOSED METHODOLGY

The Billy Buddy chatbot is designed to assist victims
of cyberbullying by offering a safe channel for
reporting incidents to cybercrime authorities as well as
emotional support. A methodical approach is used in
the development process, with an emphasis on user-
friendly interfaces, sympathetic communication, and
safe data processing. Personalized Al-powered
answers, anonymous incident reporting, encrypted
chat storage, and APIs for reporting to authorities are
some of the key features. The technical stack consists
of MongoDB for safe data storage, Node.js with
Express.js for backend logic, and React.js and
Tailwind CSS for the frontend.

Structured surveys and in-depth victim narratives are
gathered to find trends, emotional impacts, and coping
mechanisms to combat cyberbullying. Collaborations
with cybersecurity experts aid in the proposal of
workable fixes and mitigation techniques. This
method, which is based on research, guarantees that
the chatbot is customized to meet the unique
requirements and difficulties that victims encounter.
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The user interface is made to be straightforward,
sympathetic, and easy to use, making it easy for
victims to report incidents. Data confidentiality is
prioritized, guaranteeing safe cooperation with
cybercrime authorities. To build user comfort and
trust, the chatbot is trained to recognize vulnerabilities,
respond to victim worries sympathetically, and offer
practical suggestions.

Billy Buddy is a comprehensive solution that
empowers victims of cyberbullying and facilitates
successful intervention by combining user-focused
design, technical robustness, and research-driven
insights.

Fig 5.1 Architecture

IV. RESULTS

Helping a victim of cyberbullying who is being
severely harassed by impersonation, the dissemination
of false information, and the disclosure of important
personal data. Billy Bot assists by recognizing the
issue, offering solutions based on the platform it
occurs on, helping the victim gather proof, and
anonymously reporting it to the cybercrime
department as shown in Fig 6.1.

V. CONCLUSION

An Al-powered tool called the "Billy" chatbot was
developed to prevent cyberbullying by giving victims
a safe, sympathetic, and effective way to report and
receive support. It provides real-time emotional
support by utilizing cutting-edge NLP technology,
creating a nonjudgmental atmosphere to make victims
feel heard and supported. Billy places a high priority
on strong data security, making sure that end-to-end
encryption and safe evidence handling are in place.
This encourages victims to report occurrences without
worrying about being exposed. The user experience is
improved by real-time communication capabilities,
which provide prompt responses in stressful
circumstances. The chatbot also monitors
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Great job! Now, it's crucial to report this to the cybercrime department for further action.
Click the "Report” button below to start the reporting process. Il guide you through the
steps. Remember, reporting is a significant step to stop this harassment.

Click the "Report™ button below to begin the reporting process. Remember, reporting is
essential to address this situation effectively. I'll assist you every step of the way.

Thank you for taking this step. Your report will help stop the harassment. Your identity will
be protected. The authorities will handle this. If you need further assistance or have any
concemns, feel free to reach out. You're not alone in this.

Well done! Now, let's work on collecting evidence. Take screenshots of the fake profile,
posts, and any messages sent to you. These will be crucial for reporting. Let me know
once you have the screenshots ready.

You're doing great! Organize the screenshots, messages, and any other evidence in a
PDF format for easy access. This will help in the reporting process. When you're ready,
we can move on to reporting the harassment.

Great job! Now, it's crucial to report this to the cybercrime department for further action.
Click the "Report” button below to start the reporting process. I'll guide you through the
steps. Remember, reporting is a significant step to stop this harassment.

: |

/

I'm being targeted by a group online. They created a fake profile using my pictures and
are posting horrible things about me. They’ve even shared my personal details, like my
phone number, and now strangers are messaging me nonstop. | feel helpless and
terrified. Please, can you help me?

| understand how difficult this must be. You're very brave for speaking up. Your feelings
are completely valid, and you deserve to feel safe online. I'm here to help you through
this step by step. Let's start by ensuring your safety. Which platform is this happening
on?

I'm here to help you navigate through this. First, adjust your privacy settings on
Instagram to limit their access. Let's start there. Let me know when you're ready to
proceed.

Fig 6.1 Chatbot’s Response
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and evaluates trends in cyberbullying, providing
insightful information that helps lawmakers and law
enforcement successfully address more general issues.
Billy empowers victims and helps combat
cyberbullying by combining safe data management,
actionable information, and emotional assistance.
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