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I. INTRODUCTION TO QUANTUM
CRYPTOGRAPHY FOR BEGINNERS.

Let’s assume that a confidential message needs to be
sent. Since it will stay between the sender and the
receiver, we will use a special code to keep it safe.
Now imagine quantum cryptography as a secret box.
Inside this secret box, there are tiny particles called
‘quanta’ that can-do amazing things. These quanta will
help make a super-secret code. It will prevent
eavesdropping.

Quantum cryptography leverages the principles of
quantum mechanics to create highly secure
communication systems. At its core, it uses the unique
behavior of quantum particles, like photons, to encode
information. So, what is a photon? It is the packet of
energy of electromagnetic radiation. A key feature of
these particles is that any attempt to measure or
intercept them alters their state, ensuring the security
of the transmitted data. This inherent property makes
quantum cryptography a revolutionary advancement
in secure communication.

A. What does the word ‘quantum’ mean?

The word ‘quantum’ is derived from the Latin term
"quantus," meaning "how much." It represents the
smallest discrete unit of any physical property in
qguantum mechanics, such as energy or matter.
Quantum  mechanics explores phenomena at
microscopic scales—atoms and subatomic particles—
where traditional classical physics fails to provide
accurate descriptions.

Here are a few key principles of quantum mechanics
that differ from classical physics:

Wave-Particle Duality: Quantum entities, like
photons, exhibit both wave-like and particle-like
properties depending on the measurement context.
Superposition: Quantum systems can exist in multiple
states simultaneously, only collapsing to a definite
state when observed.
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Entanglement: Particles can become correlated in such
a way that the state of one instantly affects the other,
irrespective of distance.

Heinsberg Uncertainty Principal: Imagine you're
trying to find an object in a dark room. You can use
your hands to feel around, but you can't see where your
hands are going. You might bump into the object by
accident, but you won't be able to tell exactly where it
is until you touch it.

This fundamental principle asserts that it is impossible
to know a particle's exact position and momentum
simultaneously. The more precisely one property is
known, the less precisely the other can be determined.
This directly challenges classical physics' assumption
that both properties can be measured with precision at
the same time.

I1. INTRODUCTION TO WAVE-PARTICLE
DUALITY IN TERMS OF COMPUTERS.

In the context of computers, wave-particle duality is
used in quantum computing. Quantum computers use
quantum bits, or qubits, which can be in a
superposition of states. This means that they can be in
both a 0 and a 1 state at the same time. This allows
quantum computers to perform calculations that are
impossible for classical computers.

For example, a classical computer can only represent
one number at a time. A quantum computer, on the
other hand, can represent multiple numbers at the same
time. This is because a qubit can be in a superposition
of states, which means that it can be in both a 0 and a
1 state at the same time.

This allows quantum computers to perform
calculations that are exponentially faster than classical
computers. For example, a quantum computer could
factor a large number in seconds, while a classical
computer would take years to do the same thing. But
requires a temperature close to absolute zero i.e. -
273.15 degrees celcius/ -460 degrees Fahrenheit
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Quantum computers are still in the early stages of
development, but they have the potential to
revolutionize many fields, including medicine,
materials science, and artificial intelligence.

A. Implementing Wave-particle duality in Quantum
Cryptography

Imagine you have an object that can be both an object
and a wave at the same time. It can function like an
object, but it can also spread out like a wave in the
water.

Quantum cryptography uses this object to send secret
messages. When you send a message, you send it as a
tiny wave of light. This wave can be measured in two
different ways: as an object or as a wave.

If someone tries to listen in on your message, they will
change the way the wave is measured. This will
change the message, so you will know that someone is
trying to eavesdrop.

Quantum cryptography employs the wave-particle
duality of photons to ensure secure communication.
Messages are encoded in photon states, such as their
polarization. If an eavesdropper attempts to intercept
the photons, their quantum state is altered due to
measurement, which alerts the sender and receiver.
This technique is known as Quantum Key Distribution
(QKD), with protocols like BB84 offering a practical
implementation.

B. How has quantum cryptography evolved?
Quantum cryptography has made substantial strides in
recent years. With the introduction of quantum key
distribution (QKD) protocols, it is now feasible to
establish completely secure communication channels
that are theoretically immune to eavesdropping.
Leveraging the fundamental principles of quantum
mechanics, these protocols enable two parties to
securely generate a shared random secret key, which
can then be utilized for encrypting and decrypting
messages. This breakthrough has the potential to
revolutionize the field of secure communication and
has garnered significant interest from both researchers
and industry professionals.

C. What are the future directions?

The future of quantum cryptography lies in global
quantum networks enabling seamless, secure
communication across vast distances. Emerging
technologies such as quantum satellites are paving the
way for robust intercontinental quantum links.
Innovations in quantum random number generation
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promise to enhance cryptographic protocols, making
them truly unpredictable and secure.

D. The Impact of Quantum Cryptography on Cyber
security.

Quantum cryptography is a new technology that uses
the principles of quantum mechanics to create
unbreakable encryption. This means that it is
impossible for anyone to intercept or decode a
message that has been encrypted using quantum
cryptography.

Quantum cryptography is still in its early stages of
development, but it has the potential to revolutionize
cyber security. It could be used to protect sensitive
data, such as financial information and government
secrets.

Quantum cryptography is a complex topic, but it is
important to understand its potential impact on cyber
security. As quantum computers become more
powerful, quantum cryptography will become
increasingly important for protecting our data.
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